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1 PROCEEDI NGS
2 MR. BIAG OLI: Good norning, everyone. |I'm
3 Tony Biagioli. As the TAC desi gnhated federal

4 officer, it's ny pleasure to call this neeting to

5 order.
6 Bef ore we begin this norning's discussion, |I'd
7 like to turn to Comm ssioner Christy Goldsmth

8 Ronero, the TAC sponsor, for the wel cone and
9 opening remarks. Thereafter Conm ssioners Johnson
10 and Mersinger will also give brief opening remarks.

11 Cormm ssi oner &l dsmth Romero?

12 M5. GOLDSM TH ROVERO. It's nice to see
13 everyone here. | welcone you to the CFTC today.
14 Wth artificial intelligence at the forefront

15 of public discussion, significant novenents in

16 digital asset nmarkets to decentralized finance (or
17 DeFi) after the collapse of unregistered

18 centralized exchanges and several enforcenent

19 actions, as well as escal ated and persistent cyber
20 threats, | look forward to the presentati ons and

21 discussion today fromrecogni zed technol ogy experts

22 who serve on the TAC
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1 | want to thank TAC chair, Carole House, and

2 wvice chair Ari Redbord for their |eadership of TAC
3 and for putting together today's agenda. | also

4 want to thank CFTC staff Tony Biagioli, who is the
5 designated federal officer, DFO of TAC, our two new
6 assistant DFGs, Drew Rogers and Lauren Bennett; and
7 Scott Lee in nmy office as well as others in the

8 CFTC who keep TAC runni ng and hel ped organi zed

9 today's events.

10 |'"'malso excited to recogni ze our new

11 subcomm ttee co-chairs. Carol e House and Dan Aw ey
12 will serve as co-chairs of the subcommttee on

13 digital assets and bl ockchain technology. Tim

14 @Gl |l agher and Dan Guido will serve as co-chairs of
15 the subcomm ttee on cybersecurity. Nicol Turner Lee
16 and Todd Smith will serve as co-chairs of the

17 subcomm ttee on energi ng and i nvol vi ng

18t echnol ogi es.

19 |"mgrateful for their willingness to |ead the
20 work of the subcommttees and all the nenbers who
21 are willing to serve on these subcomittees.

22 |"'mgoing to first start with responsible
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1 artificial intelligence. Artificial intelligence is
2 at the heart of much public conversation right now
3 including the trenendous opportunities presented as
4 well as sone fear of the unknown. Questions swrl

5 around whether we know what we are unl eashi ng.

6 Al is not new. Al has |ong been a part of our
7 everyday life as well as a part of financial

8 services. Fromyour Netflix algorithmto your

9 bank's chatbot, Anericans cone across Al often

10 wi thout thinking about the idea of Al.

11 At sone point, we may have thought the

12 question, am|l making this decision because it's
13 sonmething that | want or am | being pronpted, but
14 often that may have been a passing thought easily
15 di sm ssed.

16 That all changed wth generative Al which is
17 new. While there are trenmendous benefits of Al,

18 there are grow ng concerns about harnful outcones,
19 particularly with generative Al, the list of

20 potential risks to both individual and society nay
21 yet be determned -- may not yet be determ ned.

22 The concept of responsible Al is also not new.
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1 Al algorithnms, logics and -- | ogic and out cones

2  should be transparent and explainable in a way that
3 can be audited by humans. Unbi ased and

4 representative data has never been nore inportant.
5 Harm should be mnimzed. It's easy to think of Al
6 enabl ed mar ket mani pul ation, fraud and

7 cyberattacks.

8 There are real concerns of societal harns |ike
9 bias, abuse and disinformation. And it's inportant
10 to think through other societal issues such as

11 privacy as well as what types of jobs could

12 generative Al replace and are we | osing sone aspect
13 of human judgenent in those jobs that is inportant
14 to retain.

15 The CFTC has an inportant m ssion that

16 includes pronoting responsible innovation. It is

17 inportant to increase our understandi ng of the use
18 of Al in our regulated markets.

19 When it cones to our regulated entities, we

20 have responsi ble Al questions and concerns rel ated
21 to organizations' responsibilities. Wen it cones

22 to Al, including governance, how are deci sions
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1 being nmade and who wi Il make those deci sions.
2 Additionally, there could be greater
3 opportunity for the CFTC to benefit fromAl. As a
4 long-tine enforcenent attorney, surveillance and
5 data analysis imrediately cone to mnd but there
6 could be many ot hers.
7 | al so recogni ze the benefit of human judgnent
8 in these areas, raising the sane issues of
9 responsibility when it cones to the Conm ssion's
10 own responsi bl e use of Al.
11 In continuing TAC s exam nation of Al, | | ook

12 forward to the presentation today on responsi bl e Al
13 from TAC nenber Dr. Nicol Turner Lee, who is a

14 senior fellow in governance studies and the

15 director of the Center for Technol ogy Innovation at
16 the Brookings Institution.

17 Dr. Turner Lee serves as the co-chair of TAC
18 subcomri ttee on energi ng and evol vi ng technol ogi es
19 along with Todd Snmith fromthe National Futures

20 Associ ation,

21 TAC will continue to coordinate with others in

22 the Biden Adm nistration evaluating responsi ble Al.
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1 | look forward to the presentation on the request

2 for comment released in April by the Departnment of
3  Commerce's National Tel ecommunications and

4 Information Adm nistration, NTIA and we wel cone

5 Travis Hall, NTIA s acting deputy associate

6 adm ni strator.

7 NTI A's request for comment advances its

8 efforts to ensure Al systenms work as cl ai ned and

9 wthout causing harm These efforts build on the

10 Dbl ueprint for an Al bill of rights which present --
11 was presented at the |ast TAC neeting by Al an

12 M slove of the Wiite House O fice of Science and

13 Technol ogy.

14 As we consider potential harnms of A, we'll

15 also hear from TAC nenber Dan Cui do, co-founder and
16 CEO of Trail of Bits on the inpact of the

17 proliferation of Al cybersecurity capabilities. M.
18 @uido serves as a co-chair of TAC s subcommittee on
19 cybersecurity.

20 Turning now to DAGCs and ot her forns of DeFi.
21 TAC al so continues its deep dive exanm nation of

22 reqgulatory issues related to DeFi.
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1 Thi s exam nation has been -- becone

2 increasingly inportant as nore of the digital asset
3 market is shifting to DeFi and congress is

4  considering additional |egislation that includes

S DeFi. As | said at the start of TAC s exam nati on
6 of DeFi, the central issue is accountability.

7 W will continue that exam nation today.

8 Financial regulators are used to central actors.

9 Today we continue the discussion about what

10 decentralization neans and the sliding scale that
11 is often DeFi. DeFi is not one size fits all and

12 DeFi can take different forns.

13 One formis a decentralized autononous

14 organi zation, or DAO. Today we'll hear about the

15 CFTC s recent novel enforcenent case agai nst Qoki
16 DAO. We'll hear from TAC s very own DFO Tony

17 Biagioli, who was the trial attorney in the case.
18 W will also have a presentation by TAC

19  nmenbers Justin Slaughter of Paradi gm and Ben M I ne,
20 the founder and CEO of Brale Inc. They will discuss
21 DeFi nodels, smart contracts and governance.

22 W will also have a presentation from-- by
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1 professor Dan Awey on regul ati ng decentrali zati on.
2  Professor Awrey serves as a co-chair of TAC s

3 subcommittee on digital assets and bl ockchain

4  technology along with TAC chair Carol e House.

5 Finally, cyber resilience. Third party service
6 prider [sic] -- provider vulnerability is one of

7 the top cyber threats. In June, the banking

8 reqgulators issued their |ong-awaited gui dance on

9 third party service providers. This gui dance was

10 Jar- -- largely nodel ed after OCC gui dance.

11 Today we wel cone fromthe OCC Kevin

12 Geenfield, the Deputy Conptroller for Operationa
13 Risk Policy, to discuss that guidance.

14 This is relevant for not only swap deal ers who
15 are also sub- -- who many are al so subject to bank
16 reqgul ation, but also as best practices for risk

17 managenent in the financial industry to build cyber
18 resilience and business continuity.

19 We'l |l hear from TAC nenbers Professor Hilary
200 Allen and Tim Gl | agher on chal |l enges with

21 understandi ng cybersecurity risks and inplications

22 for operational risk regulation. M. Gall agher
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1 serves as a co-chair of TAC s cybersecurity

2  subcomm ttee.

3 Finally, we'll have a presentation on the

4 state of financial sector defense and coll aboration
5 to conbat cyber threats by Steven Sil berstein of

6 the Financial Services Information Sharing and

7 Analysis Center, the FSI SAC.

8 The FSISAC is a non-profit organization that
9 advances cybersecurity and resilience in the

10 financial system whose board of directors is

11 conposed of cybersecurity executives at financi al
12 jnstitutions.

13 Each of these issues is front and center

14 before us. | really appreciate each of the TAC

15 nenbers' wllingness to share your technol ogy,

16 expertise and viewpoints and as always | encourage
17 a broad discussion of a diversity of use today and
18  goi ng forward.

19 MR. BIAG OLI: Thank you, Conmi ssioner

200 CGoldsmith Ronmero. W will now have openi ng remarks
21 from Conmi ssi oner Johnson.

22 M5. JOHNSON:. Good norni ng. Thank you so nuch
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1 Comm ssioner Goldsmth Ronmero, Tony and | think ['m
2 going to get this right this tine, Tony Biagio- --
3 Biagiolio [sic]. Did | get it right? | feel like

4  somewhere you're adding a syllable. Fair enough.

5 While working on this, it'll be a continued

6 project alongside witing reports and offering of

7 recomrendations to this CFTC. It's officially part
8 of the mssion of the subcomm ttee and the

9 conm ssioners to get Tony's |ast nane correct.

10 | amgrateful for Tony's service as DFO for

11 TAC, which ny good friend and fell ow conm ssi oner,
12 Comm ssioner CGoldsmith Ronero sponsors.

13 |"malso grateful to each of you here in the
14 roomtoday for the tine that you took out of the

15 schedules that are already too demanding to

16 participate and present, to educate the Conm ssion,
17 the staff, market participants and ot hers regarding
18 the need to address these critical issues.

19 The agenda for TAC today and TAC s

20 subconmi ttee workstreans address critical issues

21 that wll directly influence forthcom ng regul ation

22 py the Commi ssion as well as future regulation and
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=

| egi sl ati on.
2 As was nentioned in the previous TAC neeti ng,

3 we've discussed and expl ored President Biden's

4 announcenent for a blueprint for an Al bill of
S rights.
6 Last nonth during a speech in San Franci sco,

7  President Biden delivered remarks on the risks and
8 opportunities posed by artificial intelligence. The
9 president echoed reflections and concerns that wll
10 shape a val ues driven discourse on the integration
11 of Al in our society.

12 For those of us who have spent years thinking,
13 researching and witing about the potential and

14 concerns surrounding the integration of artificial
15 intelligence, this is a wel coned approach. In 2008
16 | began to research and publish literature

17 examning the integration of Al in financial

18 nmarkets.

19 Not |long after, | began to support federal

20 agenci es including our Conmm ssion and the SEC in

21 the devel opnent of regul ati ons concerni ng or

22 dealing with enmerging concerns related to the
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=

adoption of a diversity of technol ogi es that

2 accel erate trading.

3 Three qui ck observations: Al technol ogies

4  tout trenendous prom se. A prom se to reduce

5 frictions, to effectively enhance efficiency, to
6 permt trading at |light speed, yet there are nmany
7 reasons to carefully interrogate the prom ses that
8 are nade to ensure that we nitigate exposure to

9 potential perils that nmay al so follow from adopti ng

10 Al.
11 Let ne tell you a little bit about racing at
12 light speed, if I may. Even when technol ogi es offer

13 great prom se, we nust ensure conpliance with
14 existing guardrails including the ability to

15  effectively police Al.

16 In a paper that | published froma discussion
17 inspired by a synposium panel was su- -- with SEC
18 Commi ssioner Hester Peirce, | explained federal

19 statutes and reqgul ations regul ate risk taking by
20 financial nmarket intermediaries including broker
21 deal ers who execute trades and securities exchanges

22 and cl earing house platforns where tradi ng occurs.
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1 For al nost a century, these statutes have
2 enforced norms that encourage discl osure,
3 transparency and fairness, and nodern markets,
4 innovation, and technol ogy chal |l enge these core
S principles.
6 The engi neering of conputer-driven automated
7  trade execution -- | nod ny head a bit to Professor

8 Hlary Allen in the corner of the room --

9 illustrates the necessity of thinking carefully

10 about what it means to autonate trade execution, to
11 develop algorithmc trading strategies, to

12 introduce high-frequency trading strategies, and

13 the many acconpanying shifts that follow in

14 financial market internedi ation.

15 That academ c project trace the evol uti on and
16 adoption of conputer driven trading fromthe

17 paperwork crisis of 1967 through the stock market
18 crash of 1987, the financial crisis of 2007 and the
19 flash crash in 2010.

20 Coupled with the accel erated pace of

21 algorithmcally driven trading on digital platforns

22 within -- with a gl obal al nbst instantaneous
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1 internet-based infrastructure, | raised alarns that
2 there's a need for guardrails that effectively

3 address any integration of high frequency trading,
4 permtting co-location and particularly with

5 respect to our ability to effectively resolve

6 enforcenent questions.

7 In the paper | focused on one specific case

8 study that illustrates two strategies that really

9 ought to be the focus of a | ot of our

10 conversations: front running and spoofing.

11 Wth nore tinme | described to you that |

12 focus in the paper on the flash crash and the SEC
13 and CFTC enforcenent divisions’ initial conclusions
14 regarding autonated al gorithns and the extent that
15 they played a role in the flash crash.

16 | also explore but -- that by 2015 the

17 Departnment of Justice and CFTC i nvestigations

18 reveal ed that a rogue London-based trader, we'l]l

19 call himthe vendor for now, had manipul ated the E-
20 mni S&P 500 by using an algorithmto flood the CMVE
21 with sell orders for E-mni S& 500 stocks. |'d say

22 | ots about spoofing, I'd say |ots about front
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running with nore tine but I'msure that will cone
2 as well.

3 |'"d like to wap up with just a few

4 reflections on understandi ng the ethical

5 inplications of Al. | applaud Comm ssi oner

6 Goldsmth Ronero and the TAC subcommittee focusing
7 on the inplications of Al.

8 As an associ ate dean and a DAO professor at

9 Tulane University, | convene conputer scientists,
10 programmers, engi neers, narket participants,

11 | awyers, public interests advocates and academ cs
12 for a day |ong synposium exam ning the inplication
13 of Al NHS Soci ety.

14 Fromthat discussion | published a paper in
15 the Journal of International Conparative Law where
16 ny co-author and | examine a diversity of areas in
17 our markets where we're integrating Al and the need
18 to be thoughtful that this awesone barrage of

19 technologies that we are integrating into our

20 society really are fit for purpose and are

21 consistent with the rules we've | ong adopt ed.

22 Finally, | supported the Adm nistrative
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1 Conference of the United States in a project that I
2 hope will also ultimately influence regul ation here
3 at the CFTC. ACUS devel oped a nunber of reports

4 followng a consultation. | was one of a nunber of
5 consultants that supported ACUS exam ni ng the

6 potential and perils of adm nistrative agencies

7 subject to constitutional protections integrating
8 Al.

9 As reported in our final agency report here at
10 the Commission, we are already integrating Al in a
11 nunber of ways and anticipate further integration
12 in due course. |'mdeeply thoughtful about the

13 extent that we integrate Al.

14 ' meven nore deeply thoughtful about the

15 reality that even our efforts today may not be

16 sufficiently conprehensive. |'m mndful that the

17 integration of Al has inplications not just for

18 Jlarge financial institutions but there are nany

19 inplications for individual market participants or
20 consuners as well.

21 Her e questions of bias and the potential for

2

N

privacy concerns really take root. Just three years
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1 ago -- oh no, it's four now, four years ago a week
2 fromtoday, | testified before Congress

3 specifically describing concerns around the

4 integration of Al in the context of residential

5 nortgage nmarkets. Wiile Al m ght present as neutral
6 in many contexts we nust be sure that the outcones
7 are free frombias and fair for everyone.

8 |"mal so excited to hear fromthe other

9 subcomrittees that are presenting today and due

10 course will have lots to share and engage with you
11 regarding digital assets and the oversize digital
12 assets in our narkets and cyber resilience as well.
13 Thank you all so nmuch for com ng. Thank you

14 for having me, Conm ssioner Goldsm th Ronero.

15 MR. BIAG OLI: Thank you Commi ssi oner Johnson.
16 Comm s- -- Commi ssioner Mersinger has prepared

17 recorded remarks.

18 RECORDI NG OF M5. MERSI NGER:  (Good afternoon

19 and thank you to Conm ssioner Goldsmth Romero for
20 hosting another neeting of the Technol ogy Advisory
21 Conmittee. | regret not being able to join today's

22 meeting in person but | have no doubt that the
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1 presentations and di scussions during today's

2 nmeeting will be educational not [inaudible] but to
3 everyone on the commttee, those participating in
4  today's presentation and anyone who's j oi ni ng us

5 whether in person or virtually.

6 As sonme of you may notice -- have noticed,

7 July has becone the nonth of advisory commttee

8 rmeetings here at the Comodities Fuder [sic] --

9 Futures Trading Commi ssion. Wth four separate

10 comm ttees hol ding neetings al nbst back to back and
11 actually five if you count the Energy and

12 Environnental Markets Advisory Comrittee neeting

13 that | sponsored at the end of June.

14 Now, as a regulator who has to remain up to

15 speed on a wide variety of topics, all at the sane
16 time, these advisory commttee neetings are a great
17 opportunity to hear directly fromexperts and | earn
18 about matters inportant to the work we do here at
19  the CFTC,

20 The informati on and di scussi ons occurring at
21 these neetings go far behind anything we coul d

22 obtain on our own, whether it's to reading reports,
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1 wite papers, research, et cetera. But as a

2 Conm ssioner who al so enjoys sharing a few renarks
3 at the start of these neetings, | have to admt |I'm
4 running out of material.

5 As this statenent is before the advisory

6 commttee devoted to technol ogy, | decided to

7 enlist the help of a few people in ny life who are
8 very adept at using technology: ny children. Not
9 only did they provide awesone ideas for ny

10 statenent, they also confirnmed that this was the
11 first tinme anything about ny job has been

12 interesting to them

13 So | asked three of ny four children for their
14 thoughts on artificial intelligence in

15  decentralized findings. Now, ny panel was m ssing
16 one child because ny 16-year-old daughter now has
17 her driver's license, she is never hone and cannot
18 be bothered by conversations with famly nenbers.
19 | also want to just give you a quick warning
20 that the expert panel included two el enentary

21 school age boys. So there were a | ot of comrents

22 that | deened that were not appropriate for public
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1 consunption. So | will share sone of the comments
2 that did nake the cut.
3 When asked about Al, ny youngest son told ne

4  he has no idea what that neans. And so | thought

S |'d offer a sinple explanation. | said, it's the

6 conputer thinking on its own, naking concl usions

7  based on information it has avail able. Now, mnmy son
8 is an avid football fan and his response to ny

9 inquiry and sinplistic explanation of Al was a

10 pretty shrewd test question of his own.

11 He said, so when | ask the conputer who is the
12 pest quarterback in the NFL, and it says Patrick
13 Mahones, is that because the conputer thinks it

14 should say Patrick Mahones is the best or because
15 the conputer knows that he is ny favorite

16 quarterback? O is this just a fact that Patrick

17 Mahones is the best quarterback?

18 Now, ny 12-year-old son and 14-year-old

19 daughter were a little nore famliar with Al. In

200 fact | learned a newtermfromny 12-year-old son -
21 - non-playable characters, or NPCs, as they are

22 known the gam ng worl d.
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1 | asked himto explain NPCs to ne and how t hey
2 use Al. His response was, nmom you woul dn't
3 understand. Al right, fair enough. Now, ny 14-
4 year-old daughter offered anot her exanple of Al
S that was also newto ne, this tine in the context
6 of social nedia.
7 She told nme that she likes to text SnapChat Al
8 because, according to her, it always reads her
9 text, it texts back i medi ately sayi ng sonet hi ng
10 that she would want to hear and it will never ghost
11 her list her last boyfriend did on SnapChat.
12 Now, the conversation regarding DeFi were nuch

13 | ess substantive. DeFi seens to be a concept that
14 they have yet to fully grasp.

15 My youngest son when asked that he doesn't

16 know what that nmeans and qui ckly ended the

17 conversation by returning to his video ganes. My

18 12-year-old son said, you nean |ike crypto currency
19 and those gorilla NTFs [sic]? NFTs? That's dunb.

20 Why does anyone use real noney to buy fake noney?
21 | followed that up with an exanpl e suggesti ng

22 that when he buys tokens on his favorite video gane
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1 wth his birthday noney he is essentially buying
2 fake noney with real noney. So with that he
3 responded, yeah, but that's different because | can

4 buy cool weapons.

5 And ny 14-year-old, said, what, do you nean
6 like Venno? | |ike Vennbo because you can |ike send
7 me noney whenever | want it. Now, | do not report

8 these admttedly very unscientific survey results
9 to be clear about the issues that are on the agenda

10 for today.

11 That really it's just the opposite. Al and
12 DeFi, and I'll add cybersecurity to that as well,
13 are not hyperical- -- hypothetical challenges of

14 futures. They are challenges we are facing now,

15 especially in our financial nmarkets and the -- and
16 chal l enges for those who regul ate them

17 Yet they often cone wapped in new concepts

18 and term nol ogi es that seemjust a thorn to many of
19 us as they are to ny young kids. And thankfully

20 today we are going to hear fromreal experts who

21 will discuss, explain and anal yze these inportant

22 topics and nore.
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1 | amcertain we will all wal k away from

2 today's neeting nmuch smarter and nmuch better

3 prepared to consider the inpact of these

4  technol ogi cal advances on the markets we regul ate
5 at the CFTC

6 |'"'mal so | ooking forward to review ng any work
7 product fromthe three TAC subcommttees: The

8 digital assets and bl ockchai n technol ogy

9 subcommittee, the energing and evol vi ng

10 technol ogi es and the cybersecurity subcommttee,
11 especially in areas where we nay need to take a

12 second | ook at our regulations to make sure they
13 remain fit for purpose.

14 As al ways, thank you to all of the CFTC staff
15 who nmake sure these neetings are a success. |

16 believe | speak for nmy fell ow Conm ssioners when |
17 tell you that these neetings cannot happen w t hout
18 you.

19 Agai n, thanks everyone for being here today
20 and I'mlooking forward to very interesting

21 di scussi ons.

22 MR BIAG COLlI: Thank you, Conmm s- --
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1 Comm ssioner Mersinger. Conm ssioner Phamis |live

2 fromsonewhere in the world, not here, and so she

3 wll deliver her remarks now virtually.
4 M5. PHAM  Thank you. Thank you so nuch for
S having ne. I'm-- it's a pleasure to be able to

6 speak to you all today.

7 | thank Conm ssioner Christy Goldsmth Ronero
8 and |'m pl eased to support her sponsorship of the
9 CFTC s Technol ogy Advisory Commttee. | would also
10 like to thank the TAC Desi gnated Federal Oficer
11 Anthony Biagioli, and Alternate Designated Federal
12 Officer Lauren Bennett, and other CFTC staff for
13 their work preparing today's neeting.

14 | wel come each of the TAC nenbers as you

15 explore tinely issues regardi ng responsible

16 artificial intelligence, the centralized finance or
17 DeFi and cyber resilience. Thank you Conm ssi oner
18 (Goldsmith Ronero for your |eadership. | also

19 congratul ate the Division of Enforcenent for their
20 work on the Ooki DAO case.

21 | wish that | could be with you i n Washi ngt on

22 put | amstill in New York City followi ng ny GVAC
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1 neeting yesterday as | know Comm ssioner Goldsmth
2 Ronmero was in D.C. yesterday and dialed in for ny
3  GVAC neeting.

4 Recently | specifically addressed Al and ot her
5 technol ogi cal advancenents that nmay I npact

6 financial markets. Across the industry, risk

7 professionals have a critical role in safeguarding
8 our nmarkets. | discuss the inportance of utilizing
9 existing risk governance franmeworks and ri sk

10 managenent discipline to identify, neasure, nonitor
11 and control energing risks and new t echnol ogy.

12 For exanple, operational risk managenent

13 includes technology risk, cyber risk and third-

14 party risk. Model risk managenent is key for Al

15 risk governance. Businesses nust al so consi der

16 strategic risk and conpliance risk in |ight of

17 recent technol ogi cal devel opnent.

18 | recently stated that our registrants nust
19 be vigilant and address new and energi ng risks

20 through various risks stripes as appropri ate;

21 whether from changi ng market conditi ons,

22 technol ogi cal devel opnents, geopolitical concerns,
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1 or any other event.

2 At the last TAC neeting, | remarked on the

3 many years of work by policynakers such as the

4 Financial Stability Board, the Basel Conmttee on
5 Banki ng Supervision, the International O ganization
6 of Securities Comm ssions and other regul atory

7 authorities around the world to inplenent |aws,

8 regqgulations, and standards for operational

9 resilience.

10 Regul ated entities including the vast

11 mjority of our swap dealers and FCMs that are

12 banki ng organi zati ons have i npl enent ed

13 conprehensive enterprise w de operational

14 resilience prograns.

15 Qperational resilience, as noted by U S

16 prudential regulators in 2020, enconpass

17 governance, operational risk managenent, busi ness
18 continuity managenent, third-party risk managenent,
19 scenario analysis, secure and resilient information
20 system nanagenent, surveillance and reporting and
21 cyber risk managenent.

22 As you can see, cyber risk or cyber resilience
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1 is only one conponent of an operational resilience
2 program

3 It is ny viewthat the CFTC s approach to

4 cyber risk or third-party risk should appropriately
5 recognize that these risks are within the

6 discipline of operational risks and that all of

7 these risks are part of, but not the sane as, an

8 operational resilience program

9 | ook forward to hearing from Kevin

10 Geenfield, Deputy Conptroller for Qperational Risk
11 Policy at the Ofice of the Conptroller of the

12 Currency on the recent interagency gui dance on

13 third party risk nmanagenent. Many of our swap

14 dealers are OCC chartered national banks and it is
15 essential that the CFTC understands the prudenti al
16 regqgul ati on of banki ng organi zati ons.

17 | appreciate Comm ssioner Goldsmith Ronero's
18 engagenent with our fellow U S. regulators on these
19 issues and for her |eadership. The insights and

20 perspectives shared through the TAC s work wi ||

21 help to shape the CFTC s approach to new and

22 energi ng technol ogi es.
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1 My thanks again to Conm ssioner Goldsmth

2 Ronero, the TAC nenbers and speakers for your tine
3 and commtnent to fostering responsible innovation
4 in our market. Thank you.

5 MR. BIAG OLI: Thank you Comm ssi oner Pham and
6 thank you all for your opening remarks. Before

7 beginning our first segnent, there are a few

8 Jlogistical itens that |I've been asked to nention to
9 the comm ttee nenbers.

10 Pl ease make sure your mcrophone is on when

11 you speak. The neeting is being sinultaneously

12 webcast so it's inportant that your m crophone be
13 on so that the webcast audi ence can hear you.

14 If you would Iike to be recognized during the
15 discussion, please change the position of your

16 placecard so that it sits vertically on the table
17 or raise your hand and the chair or vice-chair wll
18 recogni ze you and give you the floor. Pl ease note
19 that the webcast cannot be nuted. | repeat, the

20 webcast cannot be nuted, so at breaks, please turn
21 off your mcrophone or else it'll pick up any --

22 potentially pick up any side conversation.
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1 If you're participating virtually and would
2 |like to be recognized during the discussion for a
3 question or comment or need technical assistance,
4 just nessage ne within the Zoomchat. | wll alert

5 Chair House or Vice-Chair Redbord that you' d like

6 to speak during the discussion period that follows
7 the prepared remarks and presentati ons.

8 Pl ease identify yourself before speaking, just
9 say your nanme for the benefit of the court

10 reporter, please. Please also speak directly into
11 your m crophone for optinmal audio quality on the

12 webcast.

13 If you're -- please nake sure you unnute your
14 Zoom vi deo before you speak and nute both after you
15 speak. Please only turn on your camera when you're
16 engaging in discussion and if you are di sconnected
17 from Zoom pl ease close your browser and enter Zoom
18 again using the link previously provided for

19  today's neeting.

20 Before we begin, 1'd like to do a quick roll

21 call of the nenbers participating virtually so we

22 have your attendance on the record. After | say
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your name, please indicate that you are present and
then nmute your line. Christian Catalini?
MR. CATALINIE: |'m present.
MR, BIAG OLI: Jennifer I1lkiw?
M5. ILKIW [no audio response].
MR BIAG CLI: Steve Suppan?
MR. SUPPAN. Present.
MR BIAG OLI: Mchael G eenwal d?
MR. GREENVWALD: Present.
MR BIAGOLI: @in Sirer?
MR SIRER  Present.
MR BIAG CLI: Dan Awey?
MR AVREY: Present.
MR. BIAG OLI: M chael Shaul ov?
MR. SHAULOV: [no audi o response]
MR. BIAG OLI: Francesca Rossi?
M5. ROSSI: [no audio response]
MR. BIAG OLI: John Pal ner?
MR. PALMER. [ no audi o response].
MR BIAG OLI: And Joe Saluzzi.
MR, SALUZZI: Present.
MR BIAGOLI: At this tine it's ny pleasure

22

TP One
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1 to turn things over to the TAC -- to the TAC chair,
2 Carol e House.

3 M5. HOUSE: Thank you so nuch, Tony. It's ny
4 pleasure to introduce again, the newy appointed

5 co-chairs of the TAC subcommttees and thanks to

6 all the nmenbers of the subcommttees as well. The
7 list of nmenbership has been published on the CFTC
8 website. Dan Awey and | will serve as the co-

9 chairs of the subcommttee on digital assets and
10 bl ockchai n technol ogy.

11 Tim Gal | agher and Dan Guido will serve as the
12 co-chair of subconmittee on cybersecurity. And

13 Nicol Turner Lee and Todd Smith will serve as the
14 co-chair of the TAC subconmittee on energi ng and
15 evolving technologies. So we'll be turning it over

16 to all the co-chairs to give sone brief

17 introductory remarks. We'll start wth Dan and
18 nysel f.
19 So first I'Il -- 1'"ll say that it's -- it's an

20 honor after having the opportunity help drive
21 President Biden's efforts in ensuring responsible

22 devel opnent in digital assets to now get to serve
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1 on -- and not just as the chair of the TAC but al so
2 as co-chair with sonmeone who | respect so deeply,

3 Dan Awmey is ny other co-chair and with an

4 incredi ble expertise across governnent academ a,

5 TradFi, DeFi, fintech, all represented on the

6 subcommttee for digital assets. This is a

7 wonderful way to serve and |I'm honored to have been
8 selected and asked by the Conmi ssi on.

9 |"msure all of noticed that a |ot of the

10 jssues that Conm ssioner Goldsmth Romero spoke to
11 when she was tal king about Al issues around bias

12 and security and abuse and privacy, those sound

13 very famliar to us and everyone dealing in the

14 Dbl ockchai n and DeFi space and ultimately it points
15 to the issues that I know all of us share and we

16 tal ked about in our first neeting, that responsible
17 innovati on does not nmean unchecked technol ogi cal

18 advancenent wi thout regard to societies and

19  denocraci es and consuners and busi nesses.

20 Utimately this goes back to many key issues
21 but especially accountability, which | know is

22 enphasi zed by each of the Commi ssioners in their
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1 remarks and sonething that |'msure wll be the

2 focus of nmuch debate and fun di scussion during the
3 subcomm ttee neetings.

4 But these issues will require vigor and rigor
5 and intellectual honesty and tineliness as well --
6 as well as open mnds to examne the reality of

7 these technologies as well as the great potenti al
8 for promse as well as peril wi thout the right

9 protections being put in place.

10 So | look forward to the hard work that is

11 comng with the subcommttee. Looking forward to
12 working with nost nenbers of the comnmttee, all

13 nenbers of the subcommittee on digital assets, so -

14 - and bl ockchain technology, it's going to be a
15 real -- sone really exciting work.
16 So Dan, I'"'mgoing to turn it over to you for

17 introductory remarks, ny fellow co-chair.

18 MR. AVWREY: Thank you so much. | will keep it
19 very brief because | think Carole has franed the

200 work of the subcommittee brilliantly.

21 |"mreally excited to work with Carole and the

22 rest of the subcommttee and |I'mespecially excited
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1 because of the opportunities that we're going to

2 have to identify and debate sone inportant

3 foundational questions and both the regul ati on of

4 Defi. |I -- and then to use that as a buil ding bl ock
5 | think for understanding and eval uati ng potenti al
6 past forward for regul ation.

7 So thank you again and | | ook forward to

8 engaging with all of you on the subcomittee's

9 work.
10 M5. HOUSE: Thank you so nuch, Dan. And Tim
11 and Dan, will have sone introductory renarks

12 regarding the subcomm ttee on cybersecurity.

13 MR. GQUIDO. Thanks. Hey. | am Dan Gui do, the
14 CEO and founder of Trail of Bits. Very excited to
15 be here and to help the CFTC and the financi al

16 industry understand what new opportunities | ook

17 like for defense as well as nmake them aware of

18 upconing risks that may inpact their cybersecurity.
19 Very excited to be working with Timand hel p
20 translate these into efforts at good, well-crafted
21 policy. So yeah. Thank you for inviting nme and

22 happy to be here.
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1 MR. GALLAGHER: Hello. Tim Gall agher here,
2  managi ng director and chief security officer and
3 CISO at Nardell o & Conpany.
4 Thank you, Comm ssioner Goldsmth Ronero, for

5 the opportunity to be on this subconmttee where we
6 have the opportunity to surface sone critical

7 threats to the system and ways that we can try and
8 mtigate them push together -- push forward sone
9 ideas and start to socialize them and hopefully

10 help nove the ball forward in protecting our

11 infrastructure.

12 M5. HOUSE: Thank you so rmuch, Dan and Tim

13 Really looking forward to that work. And now

14 finally, N col and Todd, sone introduct- --

15 introductory remarks regardi ng the enmergi ng and

16 evol ving technol ogy subconm ttee.

17 M5. TURNER LEE: Thank you very nmuch. |'m Dr.
18  Nicol Turner Lee, Senior Fellow in Governance

19 Studies and the Director of the Center for

20 Technol ogy | nnovation at the Brookings Institution.
21 |'mexcited to be here.

22 Thank you, Comm ssioner, for allowing nme to
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1 participate in this esteened commttee, primarily

2  because this is groundbreaking. This is frontier

3 work, and on the Energing Technol ogies Committee,

4 ny colleague Todd and | intend to try and stay

5 ahead of the curve of groundbreaking, which is

6 often difficult to do because technol ogy al ways

7 noves.

8 So we're |looking forward to advising on sone

9 of the sociotechnical concerns as well as those

10 interests that are related to the public and how we

11 can better serve and protect themthrough those

12 technologies. So I'll pass it over to Todd.

13 MR SM TH. Thank you, Nicol. My nane is Todd
14 Smith. I'"'mDirector of Data Sci ence and Anal ytics
15 at NFA, | also chair NFA's Data Governance

16 Commttee, and lastly, | |lead NFA s innovation

17 efforts.

18 |'' mvery thankful and appreciative of the
19 opportunity to serve on TACwith you all and

20 especially appreciative to be co-chair with Nicol
21 on the Energing and Evol vi ng Technol ogi es

22 Subconmittee. So thank you very nuch.
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1 M5. HOUSE: Thank you all so nuch for those

2 great remarks. And | |love that, frontier work.

3 That's very exciting. Geat way to franme it, N col,
4  and the expertise in our co-chairs as well as all
5 the nenbers of the subcommittee is going to bring
6 sone incredible -- sone incredible focus and

7 interesting perspectives into the work of the

8 subcommi ttees. Thank you.

9 So noving onto our first topic of the day,

10 which will focus on the responsible use of Al in
11 regul ated financial services.

12 It is ny pleasure to introduce our first

13  presenter regarding Al issues, Travis Hall, who is
14 Acting Deputy Associate Adm nistrator of the

15 National Tel ecommunications and | nformation

16 Adm nistration, NTIA at the U S. Departnment of

17 Comrerce, who will now present NTIA s April 2023
18 request for conmment on Al system accountability

19 measures and policies. Travis, over to you.

20 MR. HALL: Hi. Thank you so nuch for having
21 nme. Really appreciate the presentation so far. For

22 those who aren't famliar with NTIA, we are a snall
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1 agency within the Departnent of Commerce. Qur --

2 you mght -- those who do know us tend to know us
3 for broadband. W're responsible for the Internet

4 for Al broadband grants. W're also in charge of

5 managi ng federal spectrum

6 My office, however, is part of our policy

7 shop, which is actually divided into two, the

8 O fice of Policy Analysis and Devel opnment and t he
9 OOfice of International Affairs, where we are, in
10 terms of our statutory mandate, the president's

11 principal advisor for tel ecomunications and

12 information policy.

13 And so in that role, we have been kind of a

14 little bit of a think tank within the federal

15 governnment. The history of that statute is that we
16 actually used to be within the Wiite House and then
17 got taken out and snmashed together with spectrum
18 back in the '70s, which is why we have that kind of
19 like statutory direct |ink.

20 But we're a bit of think tank thinking through
21 some of these harder issues on tel ecomruni cations

22 and information policy starting in the '80s. But
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1 nore recently, folks probably know us from our work
2 on consunmer privacy, such as the 2012 Consuner

3 Privacy Bill of Rights and then the draft pledge

4 that cane out in 2015 and our work on 5G and ot her
5 types of reports.

6 But in that vein, we are taking a | ook at

7 artificial intelligence and specifically we're

8 looking at accountability policy. And | know t hat

9 accountability cane up quite a bit here. And what
10 we're looking at, because there's a | ot of

11 conversations around to what Al needs to be held
12 accountable; right?

13 What does it nean to be trustworthy? Wiat does
14 it nmean in N ST parlance; right? What does it nean
15 for systens to be unbiased, to not cause harmin
16 particul ar circunstances?

17 But what we're focusing on is we're actually
18 taking a little bit of a step back and sayi ng, how
19 do these entities get held account abl e? Sonmewhat

20 agnostic to what you are hol ding them account abl e
21 for.

22 Do we actually have the nmechanisns in place in
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1 terns of auditing ecosystens, inpact assessnents,

2 transparency that -- what the -- what Professor

3 Ellen Goodnan, who's on detail with us leading this
4 work, calls the plunbing of accountability; right?
S So that is what we are focused on in this. W
6 are of course thinking through in terns of our work
7 within the interagency, in terns of sone of our

8 broader conversations, the questions around that

9 Jlike, to what; right?

10 Li ke, what -- how -- what does trustworthiness
11 pean? How -- |ike what are the standards? Thi ngs

12 |ike that. But in this particular effort, we're

13 really focused on the how. And so as you can see on
14 the slide, right, we're |ooking at the tools, the
15 definitions, the inputs, the resources. Wat do we
16 need?

17 And we can go ahead and go to that second

18 slide. So and for the nbst part, we are focused a
19 bit on the trustworthiness as kind of the benchmark
20 of what we're looking for. Things that entail

21 choi ces about design and docunentation, risk

22 allocation -- we already had conversati ons about
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1 that -- and of ultimately regul ati on and

2 enforcenent.

3 However, | will say that these tools are not
4 just for regulators. They are also for entities,
5 conpani es, purchasing services from ot her

6 conpanies; right? In order to understand what

7 you're buying is not just sinply sonebody sitting
8 on the other side of the conmputer with a nagic

9 eight-ball; right?

10 That they're act- -- that you are actually
11 getting the services and the things that you are
12 requesting and requiring. That goes for private
13 conpanies. It goes for individuals procuring

14 services. It goes for the governnment procuring

15 services as wel|.

16 And ultimately, since we are a policy shop,
17 right, we're not a technical standards devel opnent
18 body, we're not a regulator; we aren't focused on
19 what are the policies that either within the

20 federal government or in terns of statutory reform
21 or rules that regulators could -- regulatory

22 principles that regulators could take on or think
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1 through, what the policies are, in order to foster
2 an ecosystem

3 Because | do think that at this stage,

4 artificial intelligence isn't new, right? Let's

S5 just put that out there. Artificial intelligence,

6 we're tal king about sone of the frontier nodels,

7 sonme of the | arge | anguage nodels, things |like

8 that, that are pushing boundaries and doi ng new

9 things.

10 But we've been tal king about artificial

11 intelligence for al nost going on a decade. And

12 pefore that, we were tal king about big data; right?
13 And before that, we were tal king about other types
14 of issues, algorithmc issues, algorithmc justice,
15 things |ike that.

16 So these are ongoi ng conversations wth

17 pernutations that with these new frontier nodels do
18 conplicate things further; right? The frontier

19 nodel s do take sone of the argunments that we were
20 having or trying to think through sone of the tough
21 nuts that we were trying to crack in ternms of bl ack

22 poxes of these algorithns that makes them even
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1 Dblacker; right?

2 And so that | feel like that is sonmething to
3 put out there and say that we are trying to think
4 through howto do this, but we're not building

5 conpletely fromscratch here. And we could go to

6 the next slide. So what we do when we do our work
7 streans is we rely heavily on public input.

8 So we put out a request for coment with 34

9 plus questions on a range of topics. |I'mnot going
10 to read the slide to you. O conversely, the

11 request for comment itself. But asking really what
12 are the objectives that need to be put in place?
13  What are the existing resources? And, ultinmately,
14 what is needed in terns of inputs, in terns of,

15 what are the barriers?

16 And at the end of it, like, the real gens and
17 the comments that we're finding are, what are the
18 policies that we -- that we should be putting in
19 place? Should these things be nandatory?

20 Shoul d they be voluntary? Should they be hor-
21 -- you know, across the board, kind of like the EU

22 Al Act is looking at artificial intelligence as a
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single thing? O should it be sectoral in approach?
2 The EU Al Act is taking a risk-based approach
3 but it's still overall a broad scale Al regulation.
4 And what are sone of the harder questions? Wat are
5 sone of the harder things that we do need policies
6 on? Like researcher access; right? O auditor

7 access. Like, is it -- should we be reliant on

8 internal auditors or external auditors? And what

9 are the legal protections that are invol ved?

10 So we're very fortuitous in our timng. W he-
11 -- our request for coment was in process for |

12 woul d want to say maybe six nonths, seven nonths.
13 But it canme out right at the tinme that GPT-3 was

14 rel eased, and so we ended up getting over 1,400

15 commrents in our process.

16 So we're in the process of review ng those

17 comments in order to hopefully have our report out
18 sonetine in the fall. Alittle bit of a preview of
19 sonme of the -- sone of the insights that we have

20 gotten from some of the major comrenters.

21 One, there is a focus on application

22 deploynment and risk. And that, | think, is a-- is
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1 in general an area of consensus, that broad scale

2 flat regulation of all Al doesn't really nmake

3 sense.

4 And that comes both fromindustry and from

5 folks who are academcs in civil society that there
6 really should be a focus on specific depl oynent and
7 use. However, in addition to focusing on

8 depl oynent, the auditing and accountability should

9 -- there should be a | ook of view towards the

10 entire life cycle of an Al devel opnment; right?

11 And we did -- there was a bit of an energence
12 of, in ternms of accountability tools, that you can

13 have accountability tools for the nodels

14 thensel ves, but you can al so have accountability

15 tools for the governance structures.

16 And that in many instances, in terns of the

17 devel opnent of the Al, where you have rapidly

18  devel opi ng nodel s, that actually the governance

19 structure is what you should be auditing towards or
20 doi ng inpact assessnents of, rather than the

21 individual nodels, to ensure that the conpanies

22 have the proper governance structures in place.
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1 And then | will say that there were also sone
2 areas of stark disagreenent, one which you --

3 probably won't surprise anyone is about whether

4 audits should be mandatory or not.

5 There was also quite a bit of discussion and
6 hard discussion of questions around liability,

7 particularly in ternms of access, in terns of trade
8 secrets, and in terns of other areas where, in

9 order to hold these systens accountabl e,

10 particularly if you're looking at third-party

11 auditors, those auditors do need to have a certain
12 degree of access to the crown jewels, such as it

13 was, of these systens.

14 And that that can be very -- that conpanies
15 are very resistant to that. They're very concerned
16 about that and they're very concerned about

17 potentially not just sinply, you know, handing it
18 over to the government is one thing, but handing it

19 over to a third-party accounting firm or sonething

20 |like that seens -- is a bit nore concerning for
21 them
22 | will say that there was sone call out and

Scheduling@TP.One 800.FOR.DEPO
TP One www.TP.One (800.367.3376)



Hybrid TAC Mesting, 7-18-23 7/18/2023
Page 55

=

cal | back to other forns of auditing inpact

2 assessnents, etc., conversations around privacy

3 inpact assessnents, SORNs, things |like that, as

4 well as of course traditional financial auditing as
5 nodels to | ook towards, but certainly not

6 necessarily one to one replicate. So those are just
7 sonme of the nuggets that | can talk ab- -- that |

8 can -- that we can pull fromthe comments.

9 Certainly our corment summary i s not conpl ete.

10 We're still working through the vast najority
11 of the comments, but we are | ooking to have our

12 report in draft formsonetine by the end of the

13 summer and hopefully publish sonetine this fall.

14 And with that, I'mnore than happy to answer any

15  questions.

16 M5. HOUSE: Thank you so nuch, Travis. W're
17 going to go straight into our second presentation
18  then have a great discussion tinme to bring both you
19 and Nicol with sone questions.

20 So for our second presentation regarding Al

21 jssues, N col Turner Lee, Senior Fellowin

22 (@overnance Studies and Director of the Center for

Scheduling@TP.One 800.FOR.DEPO
TP One www.TP.One (800.367.3376)



Hybrid TAC Meeting, 7-18-23 7/18/2023
Page 56

1 Technol ogy I nnovation at The Brookings Institute,

2 wll present on the topic of responsible Al. N col,
3  over to you.

4 M5. TURNER LEE: Thank you. Thank you again

5 for having ne and, again, thank you, Comm ssioner,
6 for leading this really extraordinary effort and

7 having ne be a part of it. So in ny role at

8 Brookings, | pay attention to a variety of issues,
9 one of thembeing artificial intelligence, in

10 particular bias mtigation, with a interest in how
11 we neke it nore inclusive and equitable and

12 responsi bl e.

13 And so I'"'mprivileged to actually get this

14 presentation because this is sonething that, over
15 the years, as it was nentioned earlier, we' ve seen
16 this outgrowth of interest in Al. And | think it's
17 inportant for us to do sone |evel setting around
18  that.

19 So thank you to Travis for the work that NTIA
20 is doing al ongside many ot her federal agencies that
21 are providing guidance. So | think there's a val ue

22 jn the work that we're doing today. Next slide.
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1 |"d like to start with this slide to give an

2 jdea of this new ecology, which is interesting,

3 because for those of us who are famliar with this
4 topic, artificial intelligence, the big bubble, is
5 all about autononous systens, whether they be

6 autononous vehicles, decision nmaking assets that we
7 may have that are enpowered by machi ne | earning

8 algorithms, which were nentioned earlier by

9  Conm ssi oner Johnson.

10 When we think about the power of repetition,

11 the predictability of machines are just nuch

12 greater than what we've ever inmagined since IBMs
13 WAt son nachi ne.

14 And if we add in deep |earning, which applies
15  deep neural networks, we take this autononous

16 environnent in which we're in and we bring in these
17 other signals, eye contact, voice, imge, that have
18 inplications when it conmes to hiring capacity,

19 suitability, etc., elections, political

20 msinformati on being one fact.

21 But it's again, as you see, this evolution of

22 this ecology. If you notice, | put generative Al
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chat boxes in a box because it is still new. When |
2 did this presentation a couple years ago, |

3 couldn't put it in the circle because it was not

4 spoken about. But the idea is chat boxes are

5 joining this new ecology and it's sonething taken
6 together.

7 We have to think about the inplications of

8 these energing technologies. | would like to say,
9 so not to appear to be a pessim st, that these

10 technol ogies are not just for us to interrogate

11 them for concerns.

12 There are obviously great efficiencies that
13 cone of these technol ogies. The COVI D pandem c was
14 one of those. W actually |leveraged artificial

15 intelligence for vaccination devel opnent. It

16 allowed us for energency authorization. My point is
17 it's like a two-sided coin. There will be

18 opportunities on one side and perils on the other.
19 For the purpose of ny presentation, next

20 gslide, I want to talk a little bit nore about bias
21 because | think this is why it's actually taking

22 the domain and interest of public policymakers. For
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1 the nost part, as it was nentioned by Travis, we're
2 talking about the life cycle of algorithms or

3 aut ononpbus systens.

4 We're really no |onger tal king about when it's
5 devel oped and designed. W' re tal king about the

6 iterative process in which these nodels are

7 actually deployed. And we can actually apply this

8 nodel from general autononous systens |ike vehicles
9 all the way down to generative Al nodels.

10 What do | nean by that? Who designs it is

11 really inportant. Wat that research question is,

12 who is sitting at the table when that question is
13 designed, how do we inplicate the concerns before
14 the nodel is actually deployed out into the real-
15 world matters.

16 And in a ot of my work, there is not a | ot of
17 diversity, diversity of people of color, wonen,

18 sociologists like nyself who sit at the table at

19 these nore generally purposed technologies. In

20 addition to that, training data. And this is really
21 inmportant for this group.

22 | know sone of you may have heard this but you

Scheduling@TP.One 800.FOR.DEPO
TP One www.TP.One (800.367.3376)



Hybrid TAC Meeting, 7-18-23 7/18/2023
Page 60

1 haven't heard ny presentation on this. Wen we

2 think about statistical differences and human

3 prejudices that are enbedded in training data, it's
4  sonmething that we should take concern over.

5 Dr. Renee Cunmi ngs at the University of

6 Virginia calls this "traumati zed data" -- data that
7 we actually scale and mne from publicly avail abl e
8 sources that cone with their own in-baked prejudice
9 -- prejudices.

10 And that's inportant for us to consider

11 because in sone cases, they're overrepresented, in
12 sonme cases they're underrepresent ed.

13 It was nentioned | think in some of the

14 opening remarks about crimnal justice algorithns
15 that stand out for many because the training data
16 is often based on people who are part of the

17 crimnal justice system part of nugshot databases,
18  part of some type of identifiable exchange with an
19 institutional authority.

20 And when you begin to | ook at how we train

21 algorithns based on determn ning soneone's

22 sentencing or relief when it comes to bail, the
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1 training data tends to skew disparately for people
2 of color. And that is again a very inportant aspect
3 for us to consider when we | ook at these nodels.

4 Because in the space that we're going to tal k about
5 these nodels, where does it skew?

6 And that's always a question that stays in ny
7 mnd. What are we | ooking at when we think about

8 the data that these nobdels are being trained on?

9 And that very nuch inpacts results.

10 There are always going to be trade-offs in

11 conputational nodels. One, who's at the table

12 determ nes the inclusiveness of that nodel, the

13 data in which we're training them and how we

14 interpret those results.

15 So interestingly enough, if | go back to the
16 crimnal justice algorithm there's a high

17 likelihood that judges will be right and there'll
18 Dbe a certain level of validation. But that

19 likelihood sits on top of a fractured and di sparate
20 crimnal justice systemthat already

21 overincarcerates and incrimnates people for fal se

22  arrest.
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1 My point is, when we | ook at these nodels, as
2 policymakers, we really need to be concerned about
3 this stage. And just in response to ny coll eague

4 here, Travis, in terns of the black box, for ne,

5 the black box is clearly apparent. Because we know
6 those things that we're constantly navi gating

7 around based on the historical trauma of these

8 contexts in which they' re depl oyed.

9 One other thing I'll just note is -- put in
10 your attention is sonme work by M chael Kearns

11 around the ethical algorithmwhere he actually

12 jdentifies inferences, whereas people do not

13  necessarily consent to these nodels actually using
14 their data.

15 But it's inferred because, as |'ve heard from
16 ny technol ogi st friends, what started as 10

17 variables or attributes has now becone mllions of
18 attributes around individual people fromyour

19 bionetric information, to the tinme that you get

200 online, to what ny coll eague Aaron Kl ein says at
21 Brookings, the type of device you use detern nes

22 your credit worthiness.
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1 My point is these nodels are not in a vacuum
2 in isolation. They're part of an extension of the
3 society in which we |ive. Next slide.
4 And they show up in a variety of places,
5 whether it's ad targeting, enploynent biases |'ve
6 nmentioned, facial detection errors and
7 inaccuracies. | also sit on the National Academ es
8 of Science Comm ssion that was put in place by
9 President Biden to | ook at the use of FRT, facial
10 recognition technology, in | aw enforcenent.
11 W' ve seen inprovenents but we still see false

12 arrests or false use. Search query

13 msrepresentation, predictive policing as |'ve

14 nmentioned, credit scoring and ot her financi al

15 service errors, political disinformation and

16 msinformation, and nost recently we're starting to
17 see nore of this in healthcare practices and

18 research, contributing to further health

19 disparities. Next slide.

20 | wanted to share this before | go into our

21 particular concerns in terns of the regulatory

22 | andscape for responsible Al. Cobviously, to get to
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1 a place of responsible A, it requires a
2 sociotechnical approach.
3 As a sociologist, of which I tell nost people,

4 if you don't have a friend like nme who is a

5 sociologist, you're mssing out. W nmake great

6 dinner conversation partners. W really have to

7 look at biased decision-naking. And this is not to
8 suggest, ny friends, that there will not be nonents
9 of differential treatnment of people.

10 That is why the technol ogy works so wel |,

11 pbecause it knows us. It knows the reconmendati ons
12 of our novies, as our Conmmi ssioner said. It knows
13 where we want to vacation. But it also can use that
14 data for biased decision nmaking, enbol dening

15 gender, racial and other inplicit biases that

16 reinforce systemc discrimnation.

17 It can be used by malicious actors who create
18  deepf akes, conduct unlawful and unauthori zed

19 surveillance or profiling. And nore, we've spoken
20 about it, hopefully we'll speak about it nore, job
21 displacenent, data privacy, copyright issues,

22 carbon enissions and environnental inpact due to
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these large training nodels. That's a societal side
2 of it.

3 And technically how we operationalize these

4 and neasure these values of fairness continue to be
5 elusive, especially when we tal k about ethics. And
6  how we envision the technol ogists in charge to

7 actually nmake those trade-offs are equally

8 inportant, as well as the standards that we set.

9 And now ny new thing, this bal anci ng and

10 conflation of Al efficiency with disparate

11 outcones. W want Al to be productive. It's hel ping
12 ]l awyers organi ze | arge case |laws and studies. It's
13 hel ping researchers mne different |arge datasets
14 for quantitative research. But at the sanme tine,

15 we're still seeing disparate outcones. Next slide.
16 "Il just share this because | think that

17 there's a lot to be gleaned in terns of our

18 Jearning context, and I'Il go over this quickly,

19 which is just conbining human val ues with

20 artificial intelligence so that we do not have them
21 in the abstract, whereas you see things |ike

22 rights, ethics, law, privacy, fairness are really
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1 Kkey to this on the other side of statistical
2 measure. Next slide.
3 And here, for the purposes of this conmmttee,
4 ny hope is that we'll look at this around a variety
5 of use cases. I'mnewto this particular part of

6 the financial sector, but | know risk nmanagenent is
7 pretty key when we | ook at conpliance protocols,

8 credit |ending decisions. Fraud prevention is

9 equally inportant.

10 And there's been a history already of

11 algorithm c tradi ng which has had sone success and
12 has cone with sonme | essons when we think about how
13 we use these nodels, again, that have been trained
14 on particular datasets with interpretive results,
15 how we use those to maintain | awf ul ness.

16 And obvi ously generative Al, as we engage it
17 for -- with clients, investors, research, as well
18 as drafting contracts reports and presentations.

19 Next slide. And the key challenges overall in

20 financial services and products, nore generally.

21 | just shared wth the Conm ssioner's team

22 with Anthony, a report that | canme across fromthe
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1 GAO who tal ked about fintech. But nobst inportantly,
2 jt's getting at this bias in and bias out problem
3 keeping nore humans in the | oop, but nost

4 inportantly, transparency.

5 And what's interesting, and I'll go into this
6 as | wap up, is the transparency around the

7 explainability of these nodels to people who are

8 non-technical. But nore inportantly, the disclosure
9 of their application to everyday citizens who, by
10 the way, still do not have here in the United

11  States the rel evant and necessary privacy

12 protections to know what these nodels actually do.
13 And there's always the avoi dance of the type
14 of risk that cones with that. So like |I said, two-
15 sided coin where there are opportunities and

16 perils. I'd like to just close ny remarks with

17 providing sone | andscaping of the regul atory

18 environnent which | think is really inportant to
19  this conversation.

20 Qobvi ously right now, we're seeing a couple

21 things happening. So when Travis and | use this

22 word frontier, it's actually a newthing with
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regulation that just cane out a few weeks ago that
2  people are talking nore and nore about. Took an

3 academic to sort of posit that.

4 But | like to consider it a conbination of

5 soft law, where we're seeing a | ot nore novenent

6 towards voluntary commtnents, picking up on sone

7 of the great work of coalitions as well as what

8 we've seen with the Wiite House. We're seeing

9 wvoluntary self-regulation being nore so le- -- nore
10 so towards pronoting i nnovation with mnimal

11 disruption to business nodels.

12 So we've seen this in technology. |I've been in
13 technology for 30 years. W're constantly bal anci ng
14 innovation regulation. But on the voluntary

15 commtnent side of soft law, | think we're seeing
16 nore col |l aborati on and consensus, primarily | ed by
17 industry. Cbviously, the |[imtations wth voluntary
18 commitnents are no enforcenment mechani snms or | egal
19  renedi es when there are violations.

20 And then on the other side of the continuumis
21 hard | aw where we're seeing nore enforceable

22 requirenents and regul ations. W're seeing that
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1 outside of the United States, and I'Il tal k about
2 that just briefly, and we're seeing this push, as
3 wyou all have -- may have noticed, which | find to
4  be interesting.
5 Presi dent Bi den and The Wi te House recently

6 canme out with nore soft |aw voluntary conm tnents.
7 \W're seeing now Senator Schuner talk nore about

8 hard law, which is enforceable regulation here in

9 the United States which I'Il talk about. But that
10 requires bipartisan support as well as the right

11 oversight at the state and federal |evel. Next

12 sl i de.

13 | thought | would throw this up on the slide
14 just to show you how our counterparts in the EU are
15 dealing with regul ati on nore general ly, whether

16 it's the general data protection regulation or ny
17 col |l eague Al ex Engl er at Brookings speaks about

18 different approaches and different environnents.

19 We're seeing tiered systens. The recently

20 proposed Al Act, which actually just got passed, |
21 bpelieve it is in the -- past the coment period, is

22 actually looking at mandatory disclosures. This
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1 whole idea of labeling is very nmuch in that

2 requl ation.

3 Hi gh-ri sk nodels are actually on the top of

4 the list for our EU counterparts when it cones to
5 providing the standards, technical docunentations

6 and really banning things that | ook |ike they have
7 unacceptable risk. Very prescriptive as we all

8 know. Wien we renenber when the GDPR cane out, that
9 was six years ago.

10 We still don't have federal privacy

11 Jegislation here so that tells you that we're still
12 trying to work through a nore nmulti-stakehol der

13 coll aborative process. And then obviously the EU
14 has taken the |lead through the Digital Service Act
15 which runs al ongside the other EU acts. Next slide.
16 Here in the United States, we've taken nore of
17 a risk-based sectorally-specific approach that's

18  been highly distributed across federal agencies. So
19 sone of you nmay renmenber that there was an

20 executive order in the last termthat required

21 agencies to outline their Al plans, how they were

22 going to procure it, what they were going to do to
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1 regulate, etc.

2 And now we're seeing that return and there's

3 actually been really great guidance, if | nmay add,
4  fromthe Equal Enpl oynent Opportunity Comm ssion,

5 who's conme up with guidance on hiring algorithns.

6 | just put this as an exercise that will nake
7 our work on this commttee quite fun because there
8 are a lot of technical cadence strategies com ng

9 out of the various governnent agencies from CFPB to
10 the FDA to the Consuner Product Safety Comm ssion.
11 And sonething |I've witten about, which is the
12 energy star rating, multi-stakehol der process.

13 There's also a |lot of discussion on standards,

14 |licensing, consuner disclosures, and now we're

15 seeing an integration of this work with federal

16  privacy. Next slide.

17 And | prom se | amal nost done. | think at the
18 end, what I1'd like to point out, as | look at this
19 stuff, | was recently at a neeting with the

20 Partnership on Al and a young | ady showed this
21 chart that had all these bullets and the United

22 States | eaned nore towards this voluntary roadnap
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1 conpared to our EU counterparts.
2 When we think about this, we do have the Wite
3 House Bill of Rights that has been di scussed before

4 this conmttee and we al so have the NIST Al risk

S5 managenent framework, which | think are two nodel s
6 that we're currently seeing dom nate the United

7 States discussion.

8 We obvi ously have enforceable -- enforcenent

9 through the FTC, Departnent of Justice, but for our
10 purposes, | think that these provide sonme sense and
11 senbl ance of where the United States wants to head
12 when it cones to conprehensive conversations on

13 regulation and self-regulation when it conmes to Al.
14 Next slide.

15 And | would just say, as every Brookings

16 policymaker woul d say, what's needed. W al ways end
17 here. Qoviously, |ess segnentation and nore clarity
18 over jurisdictional authority, which is why | think
19 the work that we're going to do in this committee
20 is inmportant, to help us understand this sector

21 even nore. Potential harnonization with EU

22 reqgulation, exploring what's worthwhile to | ook at.
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1 Gobvi ously, the NTIA request for comment cane
2 froml think a donestic with sonme international

3 inplication of harnonization, but | think that's

4 worth further conversation. Are there sectoral

5 regqgul ations by regul ated and unregul at ed

6 industries? Wien | first started in this work, the
7 first place that | went were to the regul at ors.

8 And they gave ne gui dance on how we should

9 look at energing nodels, which goes to this use of
10 generative Al and these call for voluntary

11 commitnents. And ny last slide, just to close up

12 everything, | thought about, as | was preparing ny
13  presentation, just things we should be exploring.
14 And |'d i ke to offer to our commttee, ny

15  col |l eagues here as well as the Comm ssioners,

16 obvi ously understandi ng the structure and inpact of
17 clear sector-specific standards in the area of

18 pronoting Al safety.

19 | think the issue of responsible Al now, based
20 on everything that | showed you, is around

21 responsibility as it plays out in trust and safety,

22 trust and safety on the part of consuners, trust
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1 and safety on the part of the technical cadence of
2 systems. But we should explore that even nore.

3 And the role of either regul ation or

4 suggestive guidance in the tradi ng narketpl ace

5 versus voluntary commtnents and really assessing
6 the good, the bad and the ugly of all three on the
7 continuum

8 |'"d like to ensure that -- to offer up a

9 discussion on the inpact of civil rights. To get to
10 nore responsible Al, we have to be nore inclusive.
11 And | think having the conversation on where we --
12 actually, the purview of civil rights is inportant
13 to any conversation that we have around Al.

14 And obviously the positioning of consuner and
15 industry disclosures, allowi ng the public interest
16 to be led by transparency. | would say to ny friend
17 Travis, | don't think that the box got blacker. It
18 just got nore opaque.

19 And | think it's inportant for us to continue
20 to append what's behind that so we understand, so
21 consuners can nmake those deci sions on whet her or

22 not they want to also voluntarily be part of that
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1 ecosystem

2 Unfortunately, I'll end here, | just finished
3 a book on the digital divide that cones out next

4 year. It's not easy because we have not spoken

5 about the people who actually are not online to be
6 a part of any part of this econony. And they are

7 also our custoners, whether directly or indirectly,
8 by the products that this Comr ssion serves.

9 So I'lIl just put ny contact information up.

10 Thank you all for not kicking ne off the stage. |
11 feel like | was on the Apollo Theater and | was

12 about to get the ding-ding that your tine is up.

13 But |look forward to the further discussion on this.
14 M5. HOUSE: Well, we're all lucky to have a
15 sociologist friend and col | eague |i ke you, Nicol,
16 on the TAC

17 So at this tinme, | would |like to open up the
18  floor to nenbers of the TAC for questions, coments
19 for our two presenters, Travis, N col, and rel ated
200 to their fantastic presentations. If you do have a
21 conment or a question, if you'll just turn your

22 flag over on its side. Corey, | see you're the
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1 first to raise your flag. Over to you.

2 MR. THEN. G eat. Can you hear ne? Good. Thank
3 you, Dr. Lee, for really insightful presentation. |
4 enjoyed that. Two questions. The first is, is there
5 |like a paradigmatic exanple that already exists of
6 biases com ng out of these nodels, particularly in
7 the financial context? Since we're at a financial

8 agency.

9 And then the second is, | would | ove to hear
10 your thoughts on whether this sort of |ike

11 di spersed approach that is kind of developing is

12 the right one or whether there ought to be sone

13 centralization through a new agency or the |ike.

14 M5. TURNER LEE: Yes. Well, thank you for

15 those questions to ny coll eague here. So it's

16 interesting. Wien | was asked to join this

17 community by Anthony, | said, okay. This is new.

18 |t's a new space.

19 And what |I'mfinding nore and nore, we have
20 seen sone exanples, Corey, when it comes to

21 financial services based on Latanya Sweeney's work

22 early on, which told us on the financial services
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1 side that people who had nanes that sounded Bl ack

2 or Latino were offered higher interest, predatory

3 credit card offerings.

4 My col | eague Aaron Klein, and | can share

5 these -- this work with this comrmittee -- said that
6 you're nore likely to be denied credit if you re on
7 a PC versus a Mac based on it as a determ nation of
8 your credit worthiness.

9 Many of us are famliar with the Apple card

10 where there was a differential inpact of pre-

11 aut horization, which had a | ot of other

12 inplications based on who was applying. But it was

13 one of those cases where we actually got to see the
14 product play out with people side by side that were
15 doing this at the sanme tine.

16 And the GAO report is now suggesting, this

17 just cane out in March of 2023 on the financi al

18 services side, that we're seeing nore

19 discrimnation when it cones to things |ike buy

200 now, pay later and other products that have this

21 assunption that your digital footprint is scal ed.

22 On this side, it's interesting; right? Because
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1 | like to consider, the sane way |'d |ike to |ook
2 at broadband infrastructure. It's |like the

3 backhaul, right, of what keeps narkets vibrant and

4 robust. | think the investigation into sone prob- -
5 - probable scenarios, wthout getting too
6 hypothetical, will be an interesting exercise of

7 this commttee; right?

8 And the extent to which we're seeing sone gray
9 Jlines when it comes to algorithmc anplification in
10 tradi ng or whether or not there are other behaviors
11 or protocols that can benefit fromAl but at the

12 sane tine encroach on sone nul f easance. So we'l |

13 have to go back and | ook at that nore directly.

14 And for nme, that's how the technol ogi cal space
15 has sort of been evolving where there are consuner-
16 facing products and then there are backhaul

17 products. And Al affects all of them because

18 they're helping us on this efficiency side as well
19 as others.

20 In terms of the dispersed approach | like to
21 consider this space |ike a whole bunch of post-it

22 notes on the wall that we're trying to figure out,
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1 who's the right person? Wlat's the right agency?
2 And what should be we be regul ating?
3 And | think Senator Schumer has commtted to

4 do a series of talks. W saw the sane thing with

5 the Wite House Bill of R ghts. At the end of the
6 day ny coll eagues Tom Wheel er and Mark McCarthy do
7 suggest a centralized agency for this where you

8 bring in technol ogists that understand public

9 policy.
10 We have to go and tell that to universities
11 |ike Stanford and ot hers who are now bringing up

12 that popul ation of people who live in both spaces.
13 But it will be interesting to see where we

14 | and because | don't know yet if that's the right
15 idea given the fact that, based on the algorithmc
16 violation, we still do have neasures in place

17 through the Departnent of Justice, the FTC, on

18 deceptive practices. It all depends on what part we
19  care about.

20 And | think again for this commttee, that

21 will be an interesting exercise to figure out, what

22 do we care about here? And then, do we have the
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1 structure already in place that we don't have to
2 create a new structure?
3 O is it suggest that this actually feeds into

4 a nore centralized body, which I think the jury is

5 still out on where that sits.
6 M5. HOUSE: Vice Chair Redbord.
7 MR. REDBORD: Thank you so much, really,

8 Travis and N col. Excellent presentations. |

9 Jearned a lot. N col, we spoke earlier and you I

10 thought had a really excellent point around the way
11 this technology could potentially be used to

12 enpower wonen and peopl e of color, entrepreneurs.

13 Coul d you sort of get into that a little bit?
14 Because | thought that was sort of just a really

15 interesting sort of corollary to the conversation
16 around bias in particular.

17 M5. TURNER LEE: Yeah. | nean, | had nentioned
18 in the neeting, just to paraphrase, that when we

19 | ook at societal concerns, we should al so think

20 about opportunities.

21 And so when you think about this particular

22 marketplace in the areas of -- that we're
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1 interested here, what does it |look like to use Al
2 to sort of supplenent a mnority-owned busi ness

3 that may have one or two enpl oyees that can

4 actually leverage Al in ternms of their capacity to
5 conpete in marketplaces that are highly structured,
6 highly bureaucratic?

7 It's a lower barrier to entry, | believe, in
8 sone of those cases, which is sonething that we're
9 actually seeing with the netaverse, for exanpl e,

10 where people have tools, that they can use those
11 tools to enter markets that have been previously
12 contai ned or where they have been excl uded.

13 And so | think having those conversations,

14 particularly as we look at the growh in the

15 market pl ace of Bl ack and wonen- owned busi nesses in
16 the space, Hi spanic-owned busi nesses, presenting Al
17 as an opportunity for themto expand and nake nore
18 efficient their business operations.

19 W live in a world where, unlike when ny

20 grandnot her was around, people don't keep their

21 noney in the mattress. And we're finding nmany nore

22 people engaging in very diverse practices to get to
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1 the sane goal.
2 And so to our co-chair, that's what |I'm
3 thinking. It's often a question that does not get
4 answered because of the perilous nature of this
5 technology, but | do think it's worth a
6 conversation in terns of creating a |lower barrier
7 to entry. Yes.
8 M5. HOUSE: Geat. A lot of questions com ng
9 up so we'll go Hlary, Todd, Joe and then Steve.
10 Hilary.
11 M5. ALLEN:. Another question for N col. Sorry.

12 You're in the hot seat. No. That was a great
13  presentation and | share your concerns about bi as,
14 particularly in sort of the provision of consuner

15 financial services

16 M5. TURNER LEE: Yes.
17 M5. ALLEN. But one thing | would say about
18 that is at least it's a -- it's a big data

19 sjtuation.

20 M5. TURNER LEE: Right.
21 M5. ALLEN. R ght? So the work that |'ve done
22 on Al, I've done it in the context of financi al
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1 risk managenent tools. And the concern | have there
2 js that if we're worried about sort of financi al

3 stability, it nmay not be a big data situation in

4  the sense that we only have one single nmarket

5 history, one line.

6 M5. TURNER LEE: Right.
7 M5. ALLEN:. And is that enough data to
8 popul ate these nodel s? And so the -- | guess the

9 big picture question | have for you is, how can we
10 tell if we have enough data for -- in a particular
11 context for the nodels to be reliabl e?

12 M5. TURNER LEE: Yeah. No. | |ove that

13 question and it kind of goes back to Corey's

14 question in ternms of the work of this group.

15 So | do agree that in the cases of consuner
16 interaction with these technol ogi es, we do have a
17 variety of touch points with consuners, or because
18 we don't often ask themthese things, we can

19 actually put together a conpilation of various

20 datasets and behavi ors online.

21 What's interesting here is | often tell people

22 one way that we check whether or not we're creating
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1 the sane type of scenarios of the data is to, one,

2 check for bias. And that's where | think

3 independent auditing and accountability nmeasures

4 are really inportant.

S But nost inportantly, in this marketplace that
6 we're working in, where we're relying upon not a

7 variety of interactions but the single source data,
8 is tothink about if the data we're using is

9 suggestive of the sane structural barriers to

10 entry; right? Into this narketpl ace.

11 And | think that's sonething -- | was just

12 recently telling a bunch of technol ogists, for ne,

13 if your data says the sane thing over and over

14 again, it either neans that the market has not

15 changed and has becone still |ess inclusive, or we
16 haven't thought differently. That's that design

17 question about how we approach and use these

18 technologies to penetrate markets differently than
19 we have in the past; right?

20 And so as an academ c, that interrogation

21 process at the beginning of this pro- -- of that

22 figure | showed you is really inportant to ne
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1 Dbecause it allows us -- | nean, |I'ma sociol ogi st.
2 W can find a pathology in anything. You know, you
3 can ask a sociol ogi st about urban poverty. We'l|

4 find it; right?

S But one of the nost interesting things |I have
6 found in this space in interacting with

7 technol ogists is, but what do we do to not find

8 that? And how do we actually create opportunities

9 and space in ways that we can informit with the

10  existing data but we can also |ike find other

11  datasets that help us better understand the market
12 in which we want to make those investnents, we want
13 to grow.

14 And for nme, that's a question that we often do
15 not ask ourselves because we're trailing for

16 respectability and responsibility by making sure

17 that we're always aligning with the values in human
18 and civil rights |laws, statutes, rather than really
19 asking ourselves with this new technol ogy, are we
20 breaking through what we have traditionally defined
21 as our nmarkets?

22 Wi ch, again, as the only sociol ogi st on here,
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1 happy to answer those questions in our conmttee

2 nmeetings. But | think it's just a different way of
3 |looking at that question that you just asked.

4 M5. HOUSE: G eat question. Todd, over to you.
5 MR. CONKLIN:  Mm hmm Thanks, Carole. |

6 appreciate it. Thank you, everybody. Geat to be

7 here. So last session | did brief on Treasury's

8 cloud works. W are going to expand --

9 M5. TURNER LEE: Yes.
10 MR. CONKLIN: -- that work to include Al
11 issues going forward. We're still in the planning

12 stages and Steve Silberstein and Kevin Geenfield
13 are all a significant part of -- part of that

14 journey and work to conme. But a lot of -- a lot of
15 the discourse in the policy community and in the

16 Beltway area has been focused on the idea of

17 watermarking -- and this is for either of you.
18 And | think it's in sonme even draft
19 Jegislation, a lot of policy discussions. I'ma bit

20 skeptical of that being kind of this be-all end-
21 all, but aml msreading it? How do you all think

22 about waternmarking as a potential solution?
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1 MR. HALL: Sure. |'d be happy to. | think that
2 watermarking isn't an end-all be-all by any neans.
3 You know, it certainly can help with sone of the

4 potential issues; right?

S If we're tal king about m s-di sinformation or
6 attenpts to track down mass flooding of information
7 fromchatbots, generative Al, things |ike that,

8 being able to trace it back to a particul ar nodel,
9 trying to then correct for the nodel or being able
10 to identify a ms disinformation canpaign by the
11 watermarking of it comng fromit.

12 And of course smaller ms and disinformation
13 canpaigns like plagiarismin schools; right? Like
14 things |like that, watermarking can potentially

15 help. Simlarly, you have the other side of it,

16 which is data provenance, where you can say that a
17 nodel is being -- is producing or reproduci ng data
18 and you can trace it back to the actual source;

19 right?

20 And say, okay. This is actually -- give it --
21 you know, you ask a chatbot for information about

22 the U S. population and it's saying, oh. The
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1 provenance of this data is actually com ng from

2 U S Census as opposed to a hallucination; right?
3 O another data |like sonme random website or

4 somet hi ng.

S So those can solve for particular risks of

6 particularly these -- the generative Al concerns.
7 |t doesn't really address sone of the nore

8 traditional concerns around straight strict

9 algorithmc decision making in ternms of what

10 deci sions are bei ng nmade and why.

11 It al so doesn't necessarily address sone of

12 the nore systemic risks that Nicol has kind of |ike
13  talked about in terns of |like howit's being

14 depl oyed, in which manner, things |ike that.

15 But for sone of the nore pressing concerns

16 about generative Al, if we were able to get it to
17 work, right, and there are conversations with N ST
18 and others on technical standards to try to figure
19 out data provenance and watermarking, it could

20 potentially help to nmtigate those risks.

21 M5. TURNER LEE: Yeah. | would agree. | nean,

22 | think this conversation of watermarking has cone
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1 up nore so, Kevin -- Todd, right, with generative

2 Al because they don't source out where a | ot of the
3 evidence is comng as well. And we're not able to

4  track back because of the proprietary concerns that
5 NTI A has found out about.

6 To me, those are just tools in the toolkit;

7 right? Because | think the ultinmte question that

8 we have to answer in this space is, what do we care
9 about as a country; right? Do we care about a bil

10 of rights over this? If that's the case, we wll

11 change the behavior in which we manage these

12 technol ogi es.

13 It's been interesting. The water mar ki ng

14 conversation has come up in ny conversations with
15 NI ST where they're | ooking at the risk nmanagenent
16 franmewor k. You know, obviously they don't have any
17 enforceabl e capabilities, but it's changing the

18  behavi or of how we nmanage our al gorithns and how we
19 manage these systens here.

20 And | think that's sonmething we can wat er narKk,
21 we can license, we can try to standardi ze the

22 Substacks. But at the end of the day, we have to
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1 conme up with sone real key val ues and gui dance on
2 how we enbed these technol ogies in our society.

3 So | echo everything that Travis said. Just

4 one of those areas that's another tool that --

5 another Post-it note for ne that was thrown on the
6 wall that we're constantly eval uati ng.

7 M5. HOUSE: Wonderful. Yes. Yeah. Next, we

8 have Joe and then Steve. Joe, joining us from

9 cyberspace.

10 MR, SALUZZI: H . Thank you. Yes. Thank you
11 for the chance here to talk. I'"'msorry | couldn't
12 be there in person. Yesterday, Chair Gensler, SEC
13  Chair Gensler, gave a speech titled "lIsaac New on
14 to Al," which -- really good speech.

15 But in it he was tal king about the chall enges
16  of Al and he asked the question whose data is it?
17 And sonet hing that we've worked on over here a | ot
18 is when it cones to the stock market, because

19 that's mainly ny concern, which is alittle bit

20 different.

21 But we tal k about the proprietary data feeds

22 that the stock exchanges sell. And that really is a
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1 fuel that drives a lot of the algorithns,

2 particularly these trading algorithns that are out
3 there, which are using Al technol ogy.

4 But sonething that cane up recently which was
5 nore concerning to us was the DTCC, which is the

6 Depository Trading Corporation [sic], they were

7 also selling data feeds. And this was even nore

8 concerning because it's a nonopoly organi zation. W
9 only have one place to clear our trades.

10 They were selling data feeds, which included
11 institutional investor information, which was then
12 segnented to give out even nore information. So in
13 other words, this information wasn't out there for
14 the public but if you bought it, it was there.

15 This caused a big concern in our industry. W
16 actually wote a paper on it and the institutional
17 community, after nunerous phone calls with the

18 DTCC, got themto suspend this product as of the
19  end of this nonth.

20 So | guess ny question/concern is the data is
21 the fuel that drives a |lot of these Al engines.

22 \What types of controls can we have over a situation
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1 Jlike this where there -- it is a nonopoly, it is
2 proprietary data, that an organi zation is choosing
3 to use to sell for their own profit, but in the end

4 could be hurting a lot of other investors. Thank

5 you.

6 MR. HALL: Sure. | amcertainly not an expert
7 in that but | can offer sonme thoughts. | think that
8 the underlying question is one that we are -- that

9 is coming up regularly. It is a question that is
10 comng up in the tur- -- in context of copyright

11 and copyrightability, right, where you have

12 fampusly a lot of these generative systens are

13 creating inages in the style of fanpus arti sts.

14 And these artists are, | think, in ternms of a
15 nporal sense, perhaps not the |legal sense, is still
16 up in the air seriously concerned about the ways in
17 which these systens are taking the underlying

18 information that is copyrighted, has protections,
19 has controls that are in place for howit can and
20 should be used and then essentially breaking

21 through them by, sift -- you know, throw ng them

22 into the Al filter.
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1 And | do think that there is a fundanental

2 concern also in ternms of potential privacy

3 Dbreaches. And the exanple that you raised of this
4 information, you can control its sale and access

5 potentially; right? O the underlying data itself.
6 But if a nodel is trained on said data and

7 then the inferences fromthat data are essentially
8 giving this the -- what you are looking for with

9 that data; right? Then that is sonething that could
10 be very concerning.

11 So if you have a nodel that is trained on

12 proprietary information, insider information, and
13 then that informa- -- that -- not the data itself
14 or the information itself is being bought, but the
15 Al systemthat can be queried and you can gain

16 inferences fromit fromthat proprietary or insider
17 information. Then that woul d be sonethi ng that

18 could potentially be concerning.

19 Again, I'mnot sure if this is -- that there -
200 - that this is sonmething that there isn't sone

21 degree of. And again, this is where ny area of

22  expertise is -- is limted, where you probably
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1 haven't dealt with things |ike this before; right?
2 O like people trying to do a two or three step in
3 order to get around the regul ation.

4 But just sinply with the types of systens that
S we're tal king about right now, particularly where
6 that information is being mxed up with a whol e

7 bunch of other information so that it is

8 potentially obscured, this could be -- | could see
9 that being an area of concern.

10 M5. TURNER LEE: Yes. And | would like to just
11 Dbriefly comment. | think we have seen a little bit
12 of this, not in this particular area, but in facial
13 recognition technol ogi es, where we see FBI, nugshot
14 dat abases, driver's |icense databases, being m ned
15 by third parties that use what they collect to

16 actually place theminto proprietary databases to
17 Dbe used for facial recognition scanning at

18 airports, at prisons wherever the case nay be.

19 But to your point, being used outside of the
20 organi zation or in- -- individual's consent and

21 pbeing sold in the third-party market, in addition

22 to being | everaged by government in ways that it
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1 has sone potential civil rights violations.

2 And that's sonmething to nme that is really

3 interesting in this conversation, because | do

4  think kind of goes back to Hilary's question;

5 right? So what do you do when you have one single

6 source data and you have a nonopoly of data brokers
7 that actually have that data and nake

8 determ nations on what they want to do with that?

9 Qobvi ously, federal privacy |legislation of sone
10 formcould help in terns of the collection,

11 retention, storing, repurposing of institutional as
12 well as individual data.

13 But sonme guardrails and gui dance from

14 regul ators who actually are in this space as well

15 that goes back to whether it's a voluntary

16 commtnent or if it's hard regulation, to actually

17 make sure that they're adhering to sonme kind of

18 standard when it conmes to data handling is al so

19  inportant as well.

20 So again, | would -- | would | ean back,

21 Travis, honestly, on the FRT databases that are

22 peing devel oped without a | ot of people' s know edge
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1 and particularly added to that sone of the newer

2 social nedia surveillance of photos that is

3 actually being used for proprietary purposes and

4 how that may al so apply to this case where we have
S proprietary institutional information being resold
6 on the third-party nmarket that has inplications

7 going forward.

8 M5. HOUSE: Thank you. Over to Steve and then
9 we'll close out the discussion with a question from
10 the Conm ssioner. So Steve, you're up.

11 MR. SUPPAN. Yeah. | had a general question

12 about, how do Al nodels train on data gaps? And |

13 have in the background of ny head that the use of
14 Al for surveillance of position limts and position
15 aggregation, if you have either exchange rul es or
16 federal rules which exclude what | would regard as

17 relative data el enents that should be reported.

18 M5. TURNER LEE: NMm hmm

19 MR. SUPPAN. How -- how does Al enable

20 surveillance of data gaps if it -- if it does?

21 M5. TURNER LEE: NMmhmm You know, | woul d say

22 that that's an interesting question and thank you
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1 for bringing that up. | nean, | think it does
2 control for data gaps because, whether or not your
3 information is included or excluded, it actually

4 permts activity in these spaces that we're tal king

5 about.
6 A great exanple there, ride sharing. If you
7 are a person -- there's been studies fromMT and

8 others. If you're not part of the ride sharing

9 community, just as recent as a few years ago on the
10  other side of the water in Anacostia, people

11 weren't using Uber.

12 GQuess what? They were not part of the ride

13 sharing ecosystemin tw ways. Uber didn't go there
14 and Uber didn't go there; right? Because they

15 didn't know about the people and then they didn't
16 see them as a viabl e marketpl ace.

17 So the system does control for those data

18 gaps. From a policy perspective, sone of the areas
19 that people |ike nyself have been advocating for in
20 the financial service space as well are safe

21 harbors or sandboxes to help us identify areas

22 where we need to fill in those gaps.
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1 So when we're trying to put out -- we saw this
2 actually in fintech where we wanted to get nore

3 information about what could potentially create

4 greater bias. And we did sonme co-evol ution between
5 fintech conpanies, consuners, organizations, etc.

6 W should see nore of that, | think, to help us

7 identify those gaps.

8 The chal l enge is tech conpanies do not coll ect
9 information, ny last point on these gaps, because
10 by law they cannot. So they have to make

11 assunpti ons, which then goes back to those

12 i nferences.

13 Unli ke a researcher who has to take care in

14 human subject handling, that's not always the case
15 in industry. And they make propositions and

16 suppositions, presunptions around those popul ati ons
17 that will lend them being part of the ecosystem or
18 excluded fromthe ecosystem which | think is again

19 another area that we can di scuss as well here.

20 MR. HALL: So not bei ng sonebody who's deeply
21 technical, | do think that there's -- there is a
22 certain degree of prom se and/or peril, depending
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1 on howyou're looking at it, in these technol ogies
2 in that, like other types of statistical inference
3 nodels, they are able to infer what they do not

4 know, right?

S They are able to thenselves fill in sone of

6 those gaps. And sonetines with unnerving accuracy
7 and sonetines with unnerving inaccuracy. And so |
8 think that there is -- | nean, again, |like there's
9 a degree to which these nb- -- you know,

10 particularly the frontier nodels, are promsing in
11 that regard, if you want to fill in those gaps.

12 And but of course there is sone degree of risk
13 with using themin that way, or particularly where
14 there are significant data gaps, where you do end
15 up creating systens that do becone -- and Ni col

16 referenced this before, right [inaudible] parrots,
17 right, who recreate systemc biases in the ga- --
18 in the data that is already exists; right? So it

19 just sinply nakes it even nore reified.

20 M5. HOUSE: Conmi ssioner, close us out.

21 M5. GOLDSM TH ROVERO. First of all, this was

22 incredi ble. Thank you, Travis, for com ng over here
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1 and sharing your work. Thank you to Dr. Turner Lee.
2 You've given us a lot to think about and we wl |l

3 roll up our sleeves and continue to work on this.

4 And thank you for all of you who are
5 participating. | nean, this is really -- 1 think
6 we're -- we're learning nore and we're getting

7 deeper intoit. My like sort of closeout question

8 relates to governance. And when you |l ook -- first

9 of all, | -- as | said, there are many generations
10 of Al being used for financial services.

11 Cobvi ously, when anyone has sort of played with
12 ChatGPT 3 or 4, often you see it sort of not |aying
13 out both sides and maybe not making a choice or

14 make -- not making judgnent. But when you -- when
15 you hear fromDr. Turner Lee, there is clearly

16 judgnent and choice going into the questions, going
17 into the way the nodel is created and the outcones.
18 And so ny first question, Travis, is, in

19 NTI A s work on governance, what are the types of

20 things that m ght cone out of your request for

21 comment? And then also to Dr. Turner Lee, are there

22 pest practices on governance out there, other
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1 things? | know you were sort of talking about sone
2 of the hard and soft | aws.
3 MR HALL: Sure. Thanks. So | mean, our fi nal

4 ultimate product is going to be the report that

S we'reissuing inthe fall. I would al so say that
6 there -- you know, bleeding into the other
7 question, there's -- we are actively participating

8 in interagency processes that are looking to

9 address a wide scale of risks that are conming with
10  these nodels and potential actions on that.

11 And certainly the adm nistration has been

12 actively engaged internally in these processes,

13 right, in terns of 2019, trying to figure out its
14 governance nodels. And | think that the |esson from
15 that is that it's really hard; right?

16 | mean, the U. S. governnent that should have
17 records of the things that it procures and howit's
18  being used and things like that, in ternms of -- the
19 definitions are extraordinarily inportant in terns
20 of getting the definitions concise, applicable and
21 understandable in order for these agencies to

22 understand what is being asked of themin term--
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1 interns of what -- how they use these nodels and
2 what their governance structures are.
3 And so | think that what we will conme out with
4 internms of the -- at the nost inportant part of
5 our report wll be sone recommendati ons around
6 policies for specifically auditing and i npact
7 assessnents and certifications and other things
8 like that, that will likely also apply to the
9 actual governance structures wthin conpanies. |
10 will say that for this group, what m ght be of
11 interest is that investors are extraordinarily
12 interested in our work as well.
13 They are extraordinarily interested in this

14 because they are simlarly confounded sonmewhat by
15 investing in conpanies that are devel opi ng t hese

16 tools, knowi ng that they are actually producing or
17 going or have the ability to produce sonething that
18 is a neaningful service and also sonething that is
19 not going to be particularly harnful or -- and

200 ultimately a bad i nvestnent.

21 So we've heard fromnultiple investors groups

22 ab- -- of interest in accountability for the
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1 conpanies that they're investing in. Thank you.

2 M5. TURNER LEE: Yeah. That was a great point,
3 Travis. Thanks for sharing that too. Forgot about

4 that. | would say al so, Conmm ssioner, three things.
S "Il just end here. Qbviously, consistent nulti-

6 stakeholder input is sonmething that we're seeing on
7 the governance side that's working really well.

8 It's working quite well overseas when it cones
9 to nmulti-stakehol der processes. W' re seeing these
10 in the UNOECD, but what's happening is we're

11 bringing various actors to the table to speak about
12 that.

13 And we tried a little bit of that with the

14 White House Bill of Rights through |istening

15 sessions and public feedback. So the nore we're

16 able to glean public feedback and give

17 opportunities for people to cone fromall wal ks of

18 |ife to speak about this is inportant.

19 Particularly, having investors at the table al so

20 matters. So I'mglad to be a part of this.

21 The other thing that | think has been a best

22 practices guidance, the chairwoman of the EEOCC has
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1 been the first toreally lead, | think, with sone

2 great guidance on how we | ook at Al in hiring, how
3 we look at Al in conpliance to ADA requirenents.

4  And the GAO is about to cone out with sonething

5 simlar which I think are really good pi eces of

6 literature to follow

7 May not necessarily be enforceable, but it

8 allows for great guidance on various governnent

9 wver- -- sectoral verticals. And then the |ast thing
10 | would say is education. W often mss this side
11 of this debate which is educating people about this
12 technol ogy, both its opportunities and its perils.
13 And so | think what has worked that |'ve seen
14 is much nore Al literacy which often is an

15 afterthought at the beginning so that people

16 understand how t hese systens work, where they stand
17 anpbng the continuum of these systens, but nore

18 inportantly, where it stands sectorally. So having
19 nore of those conversations as well .

20 M5. HOUSE: Thank you all so nmuch. Echoing the
21 Conm ssioner's comments on what a great discussion.

22 So for our third presentation regarding Al
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1 issues, which very helpfully intersects also with

2 our third topic and | ater presentations regarding

3 cybersecurity, Dan Guido, co-founder and CEO of

4 Trail of Bits wll be presenting an i npact

S5 assessnent of the proliferation of Al cybersecurity

6 capabilities on financial security. Dan, over to

7 you.

8 MR GQUIDO Thanks, Carole. So as if we

9 weren't all concerned enough about Al, | wanted to
10 throw a curveball. So Trail of Bits is a

11 cybersecurity research and devel opnent firm W
12 hel p conpanies identify, exploit and mtigate

13 cybersecurity risks within their firns.

14 And we specialize in energing technol ogy, so
15 there are really very few other people in the world
16  that are as capable as us as identifying how

17 hackers can hack better with Al and what systemc
18 risks that m ght have on the financial security
19 industry, on the finance industry.

20 So fromny perspective, the availability of
21 these nodels should cause us to reassess the

22 defensive techniques that we apply because the cost
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1 for attackers to performcertain attacks wll

2 change dramatically with the availability of these
3 techni ques.

4 Normal |y attack and defense, they're --

5 they're sonmewhat static. W have an equilibrium W
6 sort of know what exists and it's a -- it's a

7 defined nunber of defenses we need to inplenent.

8 But we're entering a period of nuch nore

9 extreme turbul ence where we don't actually know

10 what these nodels are capable of. And there are

11 sone initial results that it may actually

12 dramatically affect the ability of hackers to be

13 effective.

14 So slide t- -- oh. We're way -- we're way

15 beyond where | -- go -- go back. My slides are off.
16 Thanks. Slide 2 is great. Ckay. Amazing.

17 So fromthe outsider's perspective or froma
18 known expert's perspective, it can be really hard
19 to figure out what's accurate. You have a | ot of

20 proponents that are saying that ush- -- Al is going
21 to usher in some kind of utopia or that it's going

22 to kill us all.
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1 On the other hand, you've got a |ot of people
2 that are claimng that this is just big tech

3 puffery, that there is nothing here, it lies all

4 the time, it can't produce any sort of realistic

S results for anybody, that's it a giant waste of

6 tine.
7 We've seen this in the security industry as
8 well. You ve got security researchers that plug a

9 piece of code into it |ike the screenshot, they

10 drop a theoremcontract into -- init, and it

11 imediately found a security vulnerability.

12 On the other hand, you've got a consulting

13 firmthat says, "Oh, we tried that for Chat G°T,

14 doesn't work at all, conpletely m sdirects you, you
15 shouldn't use it, period.”

16 And sonetines you' ve got conpanies that are

17 both saying one thing and the other at the sane

18 time, like OQpenAl. The thing is that a | ot of these
19 people, first off, aren't evaluating the technol ogy
200 in the way that | think we shoul d.

21 On -- on the left here, one of those

22 proponents didn't realize that the data they were
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1 testing it against, the theoremcontract with the

2 vulnerability unit, was in the training dataset,

3 that all they were asking was the Al to regurgitate
4 information that it had previously nenorized.

5 On the other hand, | think a | ot of people are
6 looking at Al to be nmagic like sonme Jedi mnd trick
7 that can imedi ately di scover a security

8 vulnerability with the sinplest of pronpts, but

9 that's also not howthis will work. W -- we

10 already have general human intelligen- -- we -- we
11 already have general artificial intel- -- or --

12 artificial -- we have general intelligence. W have

13 humans.

14 Humans can be accel erated dramatical ly by

15 taki ng good advant age of these sorts of techniques.
16 What is a md-level -- is it possible for a md-

17 |l evel engineer to operate as an expert with the

18 addition of Al techniques? That's really the

19 question that | want to understand.

20 So next slide. At Trail of Bits we've tried to
21 do this. So I have sone enpirical results from

22 experinments that we have run internally to see how
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1 this will help our ability to identify, exploit and
2 mtigate security vulnerabilities.

3 W need to realize a fewthings first. W have
4 to understand that Al is not magic. It's just

5 another tool in our toolset and that we have to

6 apply it to the right problens. W had to | earn how
7 to use the technology. W couldn't just ask it,

8 "Please find the bug for ne." It's not magic. You

9 have to figure out things |like chain of thought

10 pronpting and ex- -- asking an Al to explain your
11 reasoning, or a lot of the other pronpt engineering
12 techniques that | think people have -- have now

13 started to discuss.

14 W al so have to evaluate progress correctly.

15 W need a benchmark agai nst which we can decide if
16 this is actually helping us or not, or again, many
17 different tools that we can choose to use, is this
18 petter than the state of the art, is there

19 sonmething else | can use that's algorithmc in

20 pature that instantly gets nme the answer, what's

21 the bar of the progress.

22 And then we have to choose the right problens,
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1 because Al think a lot of people probably try to

2 ask ChatGPT for help with their math honmework, and
3 they realize that it's really not good at that,

4  pecause that requires correctness.

5 But there are |l ots of problens that security

6 researchers work on that don't require correctness,
7 that require breadth of know edge, that require --
8 that -- where -- where m stakes are acceptabl e.

9 So with that, we've been able to use to

10 deconpil e code into high-level |anguages that we

11 coul d never do before. W've get it -- we've gotten
12 it to identifying trigger, software security

13 vulnerabilities that are present in browsers.

14 W can use it to greatly accelerate the

15 offense of capabilities of a md-Ievel

16 cybersecurity engineer. So let's go to next slide.
17 So froma sort of anecdotal perspective, this
18 is how we think about it, where we've evaluated the
19 efficacy of Al in the |ife cycle of a cybersecurity
20 engineer. We | ook at problens that require breadth
21 and where ni stakes are acceptable as the best

22 opportunities to first apply it; things |ike
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1 docunenting a function. Well, there's probably no
2 docunmentation for it before. You can use that to

3 audit a code base nore quickly.

4 | f you have a code base of 10 mllion |lines of
5 code and you want to very qui ckly understand sone
6 broad information about it, Al is phenonenal,

7 because even if it nakes a mstake it at |east

8 points you in the right direction.

9 Phi shing emails, another really great one,

10 which I'Il tell a funny store about in a m nute.

11 But | think a | ot of people realize that the

12 ability to develop, to wite hunan | anguage at

13  speed and scale, is something that is a brand new
14 capability for the world that didn't exist before
15 these were avail able, before Al nodels were w dely
16 avail abl e.

17 So there are no |longer sorts of typos that you
18 can watch out for. You' re not going to get a

19 generic nmessage; you'll get an extrenely targeted
20 one. But things that it can't do are things that
21 require mastery or where perfection is required.

22 | think an anal ogy woul d be that you woul dn't
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1 really ask Al to paint a Sistine Chapel for you,

2 but it's going to be able to create an endl ess

3 streamof clipart for every presentation you'll

4 ever nmake, and it can do that 24/7 w thout taking
S5  breaks.

6 So yeah, | think one -- another analogy is

7 it's kind of, imagine if you had an infinitely

8 scal able team of extrenely sl eep-deprived graduate
9 students, it's -- you know, you're not going to get

10 perfection, you' re not going to get mastery, but

11 you will be able to get sonme results. So next
12 slide.
13 So based on that sonewhat anecdot al

14 evaluation, froma cybersecurity perspective, there
15 are a nunber of technologies that are now at

16 extrenme risk of being obsol ete because of this --
17 because of these accel erants that have been applied
18 to attacker behavior.

19 Chi ef anong them we have great evi dence

20 already for bug bounties and phishing training,

21 encountering significant difficulty with the --

22 with today's availability of Al nodels.
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1 The incentives -- bug bounties align perfectly
2 that -- for Third Wrld devel opi ng countries, the

3 bounties that are avail abl e $500, $1, 000, are an

4 extrenely neani ngful amount of noney to many

5 people.
6 So it makes sense fromtheir perspective to
7 spam bounty subm ssions to whoever is wlling to

8 receive them And because they're produced with an
9 LLM they sound reasonabl e, they sound confident,
10 they sound like they could be accurate.

11 And they m ght be to |ike an 80 percent

12 degree, but only a highly paid expert can unravel
13 the nystery of whether or not they represent a real
14 vulnerability. And that msmatch in incentives is
15 going to cause significant problenms wth the

16 efficacy of these prograns.

17 Sanme thing for phishing training. Chat GPT

18  knows who | am right, it knows who many of the

19 people in the roomare. It's trained on the entire
20 internet's dataset and you can ask it to wite a
21 perfect phishing nessage to reach ne, and it turns

22 out an extrenely good result.
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1 You can ask it for 10 different copies and

2 send nme a new one every week until | get -- until |
3 get fooled. So this really inplies that for all

4  these things, for bug bounties, phishing trainings,
S5 signature-based defenses |like iDS or anti-virus as
6 well as threat actor attribution. Al of these were
7 attenpts to deal with the problem w thout solving
8 the underlying issue. Right?

9 W have code that's insecure. W have

10 conputers that when you hack them you can take

11 over a whol e network. You know, we have to identify
12 -- we have to actually address sonme of these core
13 cybersecurity problens without fixing its effects,
14 with defenses |like these. Next slide.

15 So as a regul atory agency, one thing that you
16 m ght ask yourself is how can we regulate this

17 probl em away, are there -- are there nethods that
18 we can apply to these Al nodels to force them not
19 to produce these sort of outcones? And the answer
20 is absolutely not.

21 This is not an opportunity. Alignment will not

22 save you. You cannot reinforcenent, |earn your way

Scheduling@TP.One 800.FOR.DEPO
TP One www.TP.One (800.367.3376)



Hybrid TAC Mesting, 7-18-23 7/18/2023

Page 115
1 out of the problem and you can't restrict

2 availability of Al nodels.

3 As of 12 hours ago, the best open-source nodel

4 that was avail able was conpl etely conceived of,

5 researched, devel oped, and then nade avail able by a
6 firmbased in the UAE, conpletely outside the

7 United States. That's Fal con 40B. Ri ght?

8 And these nodels that are available, that are
9 open-source, that are conpletely open to being fine
10 tuned by anybody for anything, are quite good. They
11  -- they start to conpete the a- -- availability of
12 nodels |i ke GPT4 or O aude, etc.

13 Now, these nodels, because they are so

14  effective, because they've been trained on so nuch
15 data, always within that dataset, are going to be
16 the know edge how to commt crines, of how to hack
17 into things. And you can't unlearn that fromthe

18  dat aset.

19 Qut put censorship is really an unwi nnabl e task
20 that just frustrates amateurs and researchers.

21 There's a really great sort of exanple or reusable

22 jail break, people call it, called DAN, Do Anyt hi ng
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1 Now, which is a set of text you can drop in to a

2 bunch of different LLMs to get it to just invert

3 its understanding of what it should do and shoul d
4 not.

5 And this is also a really surprising result.

6 But the nore that you try to align an LLM the nore
7 that you try to tell it what not to do, you're

8 actually helping it build a nodel of that bad

9 behavior, so that at sonme point in the future you
10 can invert that understanding. And they're very

11 quickly very good at the thing that you try to get
12 not to do. People in the community call that the

13 "Waluigi Effect.”

14 Let's go next line. Now, all this is great and
15 it's based on a lot enpirical data that Trail of

16 Bits has invested in and has perforned on our own.
17 But what we don't have is we don't have any kind of
18 systematic neasurenments of what these nodels are

19 capabl e of doing right now.

20 A lot of the effort in this space is towards
21 software progranmng, it's towards software

22 devel opnent, how good is this thing at witing
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1 JavaScript or Python. If | have to change a form on

2 ny website, can it do it or will it break it.
3 And t hese eval uati on benchnmarks are quite
4 rigorous. They do -- they have thousands and

5 thousands of tests. They are aware of specifically
6 the information in those tests. There's just lots

7 of capabilities and features that -- things |ike

8 HumanEval or Eval Plus enable for us to actually

9 rmeasure progress of nodels |ike GPT4 or C aude at
10 witing code.

11 However, we have no such taxonony and no such
12 pbenchmark for cybersecurity. W don't know if these
13 nodel s can sol ve one problemout of a thousand that
14 | deal with every day, and we don't know how t hat
15 conpares to the state-of-the-art tools that | have
16 avail abl e already. And we don't know how this m ght
17 affect the daily work of a junior, mdlevel, or

18 expert |evel cybersecurity engi neer or hacker.

19 So this is a major research area for Trail of
200 Bits, but it also needs to be a conmunity resource.
21 |t needs to be sonmething that the financial

22 community understands so they can identify
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1 objectively whether their defenses are at greater
2 risk are now nade obsolete by the availability of
3 these nodel s.

4 So yeah, we know there's stuff it can't do;

S it's not magic, but there is a bunch of stuff it

6 can really help with. And we just don't even know
7 because there's no systematic eval uation. So next
8 slide.

9 So agai n, going back to hype and the

10 advertising | think that there are right ways and
11 wrong ways to build these systenmatic eval uation

12 nodels. Right? | think a lot of the ways that

13 people evaluate LLMs right nowis they ask it to
14 pass, for instance, exans |like the LSAT, the MCAT,
15 the MT final exans.

16 But first off, a lot of these evaluations have
17 troubl e because that data is already in the

18 training data site. You're just asking the LLMto
19 reqgurgitate stuff that it menorized, which anybody
20 can do.

21 So you really want to know, does the output --

22 |ike what happens when you give it new probl emns,
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1 novel problens. And in order to create an

2 evaluation netric that operates that way, requires
3 alot of investnent.

4 You can't do these really cheap and sinple

5 things |i ke download a bunch of final exans from
6 MT s website and punp them through LLM

7 You al so want to know if it can generalize

8 past a few exanples. You can very easily pronpt

9 hack your way into getting an LLMto answer one

10 thing for you. But is that going to work tine after
11 time after tinme that | do it?

12 And then finally, you have to deal with the
13 fact that these things makes m stakes. They

14 hallucinate, they are not 100 percent accurate,

15 they are probabilistic, they are statistical,

16 they're not -- they don't have actual know edge of
17 what you're asking it to do.

18 So are m stakes acceptable and will the task
19 that you're asking it to do break, because it does
200 make a m stake down the line. So again, repeating
21 the call, we need nore neasurenent, we need task-

22 gpecific datasets in the evaluation franeworks,
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1 especially for cybersecurity.

2 The sorts of questions that | ask it like if |
3 want to point it inthe right direction or is this
4 technology, even if it's sort of feeble, renove a

5 serious constraint that my adversaries or | had.

6 So for exanple, crafting phishing | anguages in
7 any |l anguage or at any person of any sort of soci al
8 class or role within a conpany, howrapidly is it

9 inproving, is something that | would like to know.
10 So in the past, techniques around code

11 synthesis were terrible and now they are nuch | ess
12 so. But at what point does it exists right now and
13 how fast mght we get there. And is there sort of a
14 synergy with existing technol ogy or tools.

15 For exanple, what does the extrenme pressure

16 and the availability of GPUs have on adjacent

17 technol ogi es or other sorts of problens in

18 cybersecurity. Right now we're producing GPUs at an
19 extrenely fast rate. That field is advancing nore
20 so than it has in the last 10 years.

21 And | ots of conpani es have these gi ant

22 clusters of tens of thousands of them are there
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1 other tasks that can be solved or that m ght be
2 affected by the availability -- the easy
3 availability of extrene |evels of conpute.
4 And then finally, our m stakes okay woul d be

5 another -- or easy to catch, would be anot her

6 nmetric that | would use to figure out if there's

7 sonme fundanental change. Ckay, next slide.

8 So to wap up here, Al is a systemc direct of
9 cybersecurity. It changes the cost nodel for

10 attackers and defenders. A lot of the ways that

11 people are looking at Al to change cybersecurity is
12 by nmagic. They think that it will be a Jedi m nd

13 trick, but it's not. It's an augnent human -- human
14 capability. It's going to renpbve constraints that
15 attackers previously had that they no | onger do.

16 And if you try to fix this problem by | eaning
17 into alignnent or control of nodel availability,

18  then you're not going to be spending your tinme

19 effectively. W need to create nmeasurenent and

20 benchmarks that enable us to figure out how at risk
21 we are and al so what opportunities that we have.

22 So froma positive note, when | | ook at attack
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1 and defense on cybersecurity, defense has a | ot
2 qnore problens that ook like |I have an infinite
3 amount of data to sort through; | need to -- | need
4 some lowtrained person to reviewit all, whereas
5 offense has a |ot nore problens that | ook |ike I
6 need to paint sonething |ike M chel angel o.
7 O fense you need to construct these articul ate
8 attacks that work, that are interpreted by a
9 conputer on the other end correctly in order to
10 achi eve the outcone that you want.
11 So while | think the short-termis definitely
12 nore geared towards offense, the nediumto | ong-
13 termmay be nore geared towards defense. But in
14 order to get there, in order to build defensive
15 technol ogies that use Al, we have to be able to
16 experinment with them
17 So a trend that | see anong a | ot of banks is
18 that they've just made bl anket restrictions on the
19 ability to use a |ot of these nbdels and wanted to
20 shut their head in the sand. But it's actually nore
21 inportant for us now to figure out how we can use
22 these to aid our defense in order to keep up with
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1 attacks fromthe other side.

2 So Trail of Bits has a nunber of resources

3 that are available that directly address this

4 topic. W have our published results from our

5 trials of using Al to beat humans in auditing code
6 for security vulnerabilities, a curative |ist of

7 references that we believe hel p soneone get up to

8 speed on the field quickly.

9 W al so have our comments we nmade to the Wite
10 House OTSP on how Al mght affect national security
11 and those sorts of problens.

12 And then finally, we do also consult with

13 people on how to inprove the security of Al-based
14 systenms and increase the safety and security of new
15 technol ogi es that they have built as well as

16 techni ques for doing so, in that how to neasure

17 safety of Al-based systens |ink.

18 But thank you. That's ny tal k.
19 M5. GOLDSM TH ROVERO. Thank you so nuch, Dan.
20 | appreciate it comng fromour cyber background as

21 well as a few other people sitting around this

22 table. Really appreciate you exani ning the
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1 intersection of these two key priorities on one of
2 the three major areas for the attack and given the
3 significant issues.

4 So |'"mjust opening up the discussion wth ny
5 own comment that | know that in the world of

6 cybersecurity, there's just generally been issues

7 with sufficiently nmeasuring and understandi ng cyber
8 risks, which led to issues like ms-calibration of
9 the cyber insurance sector, certainly continued

10 chal | enges and debat es about what the right nmetric
11 shoul d be for key |eaders to decide whether a set
12 resources and defenses and then al so being a big

13 sci-fi fan and conming fromthe mlitary or thinking
14 about what the future of warfare | ooks |ike and

15 that actually there were constant -- |ike cyber

16 warfare will just be perpetual forever and will be
17 Al's set against each other.

18 This is the stuff that keeps ne up at night.

19 So thank you so much for the presentation and

20 scaring us all but also highlighting that there's a
21 way forward, if only we can get sone of these steps

22 right, so to focus on the defensive capability is
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1 to be able to mtigate the risks presented by the
2 offensive augnentation by Al.

3 So thank you, Dan. I'd love to open to the

4 rest of the TAC for their comments. | see Justin.
5 You've got one, you can kick us off with a

6 question.

7 MR. SLAUGHTER: Thanks for that, Carole. G eat
8 presentation. | guess |'mcurious about why you're
9 confident that this benefits the defense in the

10 mediumterm M understanding, and |I'm not the

11 expert that sone of you are, is that cybersecurity
12 has favored the attacker basically since we had

13 wide use of the internet, that no one's really

14 found a way for the defense m ndset to catch up.

15 And this strikes ne as sonet hing where, based
16 on your own exanple, attackers can nake a | ot of

17 m st akes because you're fine with getting a very
18 | ow out put of success. If small nunber of phishing
19 attenpts, small nunber hacks have high val ue, well,
20 defense needs to be nearly perfect.

21 So what is the idea here that potentially

22 could shift Al to using where defense is
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1 benefiting?
2 MR, GQUIDO  Yeah. Sure. So at whole attackers
3 only have to -- defense has to win all the tinme and
4 attackers only need to win once. | sort of think

5 about that a little bit as a -- of a nyth.

6 Attackers actually have to enter a very

7 treacherous environnment once they break into a

8 conpany. They're in a network that they've never

9 observed before, they don't know what nonitoring

10 they're subject to, they don't know what's real and
11 what's not. There could be canaries or honey pots,
12 or things that are put there to strategically to

13 distract or catch them

14 They're -- and then the tools that they work
15 on are usually very expensive, articulate, require
16 a lot of time. They're the M chel angel 0. Right? And
17 those tools are very brittle, because once the

18  community is aware of what those tools are, if you
19 report themto the offender that exploits a zero

20 day, those tools go away, they disappear. They're
21 instantly deval ued.

22 So from an attacker perspective, there are
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1 lots of different |levers that you can put effort on
2 in order to nake their life hell. And with defense,
3 | think the nature of defense is one where you have
4 to think about breadth all the tine.

5 And it's really difficult for a human to pay

6 attention to everything that's noving around the

7 entire conpany, all the different datasets, all the
8 different continuously stream ng |logs, all the

9 different conplex architectures of applications.

10 And Al can find a way to synthesi ze that and
11  provide ne an up-to-date picture all the tinme, in a
12 way that's nuance, that has context. So | think

13 that just because the nature of those two

14 chal |l enges, there may be ways to use Al nuch nore
15 effectively on defense to change this back into

16 their hands after an initial period of what's going
17 to be pin.

18 MR. SLAUGHTER: It sounds |ike what you're

19 saying is that Al allows for redundancy be dynam c,
200 in a way that's not the case right now.

21 MR. GQUIDO Can you repeat that?

22 MR. SLAUGHTER: |t sounds |ike what you're
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1 saying is the Al can allow systens to be redundant
2 -- defenses could be -- to be redundant and dynam c
3 in a positive way, that's not true right now?

4 MR. GQUI DO Yeah. Definitely nmuch nore

5 dynamism definitely, you know -- it's really |ike,
6 again, what could | do if I had an infinite nunber
7 of sleep-deprived grad students.

8 By the infinite nunber of nediocre junior

9 cybersecurity engi neers, what would | be able to

10 ] ook at, what would | be able to inspect, what

11 would I be able to reviewin real tine that today |
12 can't, today that | have to have a batch process

13 that only runs overnight or that | have to have a
14 quarterly neeting about.

15 So | really do think that there's sone

16 opportunities here for defense. But again, in order
17 to do this, we need to have a systenatic eval uation
18 of what these sorts of things can do and

19 ant hropol ogi cal understandi ng of what happens in

20 the day of a cybersecurity engi neer, what are all

21 the technol ogy and techni ques that they enpl oy, and

22 how does Al relate to each of them and could it
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1 overcone constraints that they have.

2 And right now we don't have that for

3 cybersecurity but we do for lots of progranm ng. So
4  we need to build anal ogous frameworks if we want to
S5 ever get there and achi eve the upside.

6 M5. GOLDSM TH ROVERO. I nci sive comment.

7 N col, next.

8 M5. TURNER LEE: Here you go. Thank you so

9 rmuch, Dan for that presentation, and appreciated

10 just the conversation of cybersecurity and Al in

11 that intersection.

12 | do have a question on how do we keep these
13 systens updated? Because what we al so know i s that
14 Al, once people are sort of onto the Al, change the
15 Al, so that we're always evadi ng those types of

16 cybersecurity mtigations, strategies you

17 di scussed.

18 So just curious, is it docunenting? Is it

19 being a step ahead? How do we do that when we as

20 policy nmakers and i nnovators are al ways behi nd?

21 MR GQUDO Sure. So I'mgoing to answer from

22 a technol ogy perspective. | nean, we need to fix

Scheduling@TP.One 800.FOR.DEPO
TP One www.TP.One (800.367.3376)



Hybrid TAC Meeting, 7-18-23 7/18/2023
Page 130

1 the root cause problens. Like phishing education

2 was just a Band-Aid on top of the root cause

3 problemthat when sonebody in your conpany gets

4  hacked, it can bring down the entire network that
S you own.

6 That should not be the case, it shoul d never
7 have been the case. You know, authentication should
8 have been strongly authenticated, there should be
9 Jlimted information available on that person's

10 pachi ne.

11 You shoul d have aut hentication by -- or

12 aut horization by context, you know. You need to

13 have an incident response procedure or a mnimzed
14 sort of blast radius of when a hack happens, what
15 is the worst thing that can occur inside the

16 conpany.

17 It shouldn't be that | can hack an executive
18 assistant at Coke and then steal the fornula for
19 Coke. Right? Like, these things should be isol ated
20 and your conpany should be safe no matter what

21 emails people click on or what docunents that they

22 open.
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1 So that's the thing that | think we need to
2 get back to. | think that we need to really ask

3 ourselves these hard questions again of, are we

4  just sort of distracting ourselves fromthe root

5 cause problem are we putting a Band Aid on the

6 issue, or have we ultimately addressed this risk in
7 sonme way.

8 M5. HOUSE: Thank you. If there's no other

9 questions, what a way to wap up a fantastic

10 discussion of two of the three key priority areas.
11 Agai n, thank you so much, Dan, for the great

12 presentation and for the really insightful

13 questions. So now, we'll take a 10-m nute break,
14 and we'll reconvene at 2:15.
15 MR, Biagioli: Remnder to turn off your

16 m crophones.

17 [ br eak]
18 MR. REDBORD: Wl come back everybody.
19 In our |ast neeting, we heard presentations

20 and engaged in discussion on the challenges and
21 opportunities in a nore decentralized financi al

22 gystem We discussed illicit finance and nati onal
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1 security risks and howto mtigate themthrough the
2 use of blockchain intelligence and innovative

3 technol ogies, such as digital identity.

4 Today we will continue that discussion wth a
5 deep dive into regulation and governance. To begin
6 the discussion, our first presenter, Anthony

7 Biagioli, special counsel to the director of the

8 Division of Enforcenent to CFTC, will kick us off

9 with an enforcenent case study on Ooki DAQO Tony?
10 MR. BIAGQ OLI: Thanks very nuch, Ari. | want
11 to thank Conm ssioner Goldsmth Ronmero for the

12 opportunity to present today. | should note that ny
13 remarks today reflect nmy own views, are not

14 necessarily the views of the CFTC, any CFTC

15 Conmi ssioner or the Division of Enforcenent.

16 The CFTC s litigation against Ooki DAO a

17 decentral i zed aut ononous organi zati on, arose from
18 activities presenting a fundanental and explicit

19 challenge to the ability of US. regulators to

20 enforce the | aw agai nst groups of decentralized

21 actors using novel, smart contract based technol ogy

22 on bl ockchai ns that enable coll ective deci si on-
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1 maki ng.

2 In short, the question is, can a DAO act and

3 be sued and served and ultimately held |iable as an
4 entity in its own nane responsible for the actions
S carried out in its nane.

6 O are DAGCs imune fromsuit, fromservice and
7 fromultimate liability | eaving only pseudonynous

8 individual nenbers susceptible to liability for a

9 DAO s conduct. This isn't just a question from ny
10 perspective about governnent enforcenment. |nagine
11 an individual -- a retail individual defrauded by a
12 DAO. What recourse does that person have?

13 Can that person sue a DAO recover against the
14 DAO s treasury assets or is that defrauded

15 individual left to pursue pseudonynous i ndividuals
16 that may be difficult to identify and may be

17 1l ocated anywhere in the worl d?

18 VWhat if the DAOitself is wonged? Can it sue
199 inits owm nanme or is it left once again for

20 individuals with guestionable standing to attenpt
21 to pursue |awsuits on the DAO s behal f?

22 The Ooki DAO originated as an LLC doing
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1 Dbusiness as bZeroX. That LLC operated the trading
2 platform which using a snmart contract-based

3 protocol on the Ethereum bl ockchain, enabl ed

4  nmenbers of the public to nake heavily | everaged

5 bets on the conparative price performance between
6 two digital assets.

7 O her nmenbers of the public could supply

8 liquidity to the protocol, digital assets the

9 traders could borrow to establish their |everaged
10 position.

11 And |'ve put on the slide, a heavily

12 sinplified sanple reflecting the mechanics of a 5x
13 |l ong ETH versus DAl trader opening a | everaged

14 position on what was originally the bZx protocol

15 and | ater | abel ed the Ooki protocol.

16 And essentially, if I'ma trader and |I' mreal
17 bullish on ETH, | can and | want to | everage up
18 that bet, | can send collateral to the token snart

19 contract, which in this case would borrow the
20 stablecoin DAl fromliquidity pools that were
21 funded by nenbers of the public.

22 The snart contract would send that stabl ecoin
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1 to an on-chain decentralized exchange where the

2 stablecoin would be swapped into ETH.

3 The swapped ETH woul d be sent back to the

4 smart contract and a tokenized position reflecting
5 the trader's 5x long position would be created and
6 provided to the individual. That token could be

7 redeened at any tinme. If you bet right, it's

8 redeened for a profit.

9 | f you bet long, if you bet wong, then the

10 over-collateralized position, the collateral that
11 you supplied, would be |iquidated by nechani sns

12 contained in the smart contract.

13 |'d pause for a nonent to note one of the

14  remarkabl e features of this enforcenment action was
15 how unremar kabl e the transactions thensel ves were.
16 | think there was general agreenent that these were
17 leveraged, retail commodity transactions that could
18 only be offered to the general public on registered
19  exchanges.

20 The novelty rather was in the organi zations

21 created to offer them In 2021, the LLC transforned

22 jtself into a DAO and transferred operati onal
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1 control of the protocol to a DAQ

2 Li quidity providers and ot hers who had

3 received governance tokens entitling holders to

4  propose and vote on any question relevant to the

5 operation of the protocol, were now in control.

6 Notably in creating the DAO, a founder of the
7 original LLC presented what | think was a

8 fundanmental challenge to regul ators everywhere in
9 fairly stark ternms, where the founder told DAO

10 community nmenbers on a conmunity call that it's

11 really exciting.

12 W're going to be preparing for a new

13 regul atory environnent by ensuring that bZx is

14 future-proof. So many people across the industry
15 right now are getting |legal notices, and | awrakers
16 are trying to decide whether they want DeFi

17 conpanies to register as virtual asset service

18 providers or not.

19 And really, what we're going to do is take all
20 the steps possible to make sure that when

21 regulators ask us to conply, that we have not hi ng

22 we can really do because we've given it all to the

Scheduling@TP.One 800.FOR.DEPO
TP One www.TP.One (800.367.3376)



Hybrid TAC Mesting, 7-18-23 7/18/2023
Page 137

1 community.

2 So fromny perspective, the ultimte question
3 presented by this litigation was whet her that

4  founder was right. Does transfer of control of a

5 trading protocol froman LLC to a decentralized

6 group immunize that group fromobligations to

7 conply with the |aw sinply because they operated in
8 a decentralized manner?

9 These questions were litigated in the Northern
10 District of California and the Court nade three

11 significant holdings. First, you can sue a DAO The
12 CFTC s position was that a DAO i s an uni ncorpor at ed
13 association that two or nore people acting w thout
14 a charter pursuing a common objective, and the

15 Court held that the DAO was an uni ncor por at ed

16 associ ati on who coul d be sued.

17 Second, you can serve a DAO By their nature,
18  DAGCs lack many of the features that are typically
19 considered predicates for service under federal |aw
20 and many applicable state rules. They | ack many of
21 the characteristics that nost service rules

22 presuppose that an entity will have, a physi cal
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1 presence, a C-suite, an agent authorized to accept
2 service of process.

3 When you have no physical presence, you' re an
4 online business only, you are characterized only by
5 the decentralized collective decision-naking of

6 your nmenbers and no one, presumably, at least to

7 the public, is in charge, then who is there to

8 serve?

9 Most service rules again, presuppose that

10 soneone like that exists in the organization. Think
11 |ike the old El ks Lodge, right, an unincorporated
12 associ ati on.

13 There's usually a president and you can serve
14 that president or you can serve by nmail to their

15 physical location. Not so in the case of many DAGCs.
16 However, under Ninth Grcuit precedent

17 uphol ding service via email, the Court held that

18 the CFTC service on the DAO via a help chat box on
19 its website with contenporaneous notice to the DAO
20 through its online discussion forum which was the
21 only nechanismthat the DAO held out to the public

22 to contact it, satisfied applicable service rules
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1 and constitutional requirenents.

2 Finally, the DAOis a person under the

3 Commodity Exchange Act. Only a person can violate

4  the provisions of the Act that we charged in this

S Jitigation. And the definition -- a person is a

6 defined term

7 The definition of person includes associations
8 and the Court held that the DAOis an

9 unincorporated association, not just for purposes
10 of capacity and service, but also for purposes of
11 substantive liability under federal |aws, |ike the
12 Commodity Exchange Act. So the Court held that it's
13 an uni ncor porated associ ati on.

14 That's a type of association; it's thus a

15 person and the kind of entity that you can sue. So
16 if you're an LLC who is operating a trading

17 protocol, and if that trading protocol is operating
18 in an unlawful manner, from ny perspective, this

19 case stands for the proposition that you can't

20 sinply transformyourself into a DAO, continue to
21 offer the exact sane unlawful trading platform

22w thout accountability.
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1 So going forward, there are all sorts of novel
2 and interesting ways that DAGCs nay seek to

3 contribute to decentralized finance ecosystens. And
4 again | think this case stands for the proposition
5 that when they do so, they do need to conply with

6 the law and can be held responsible if they do not.
7 Thank you.

8 MR. REDBORD: Tony, thank you so nmuch. Before
9 we dive into a DeFi discussion, we're going to do a
10 second presentation, this one fromBen M ne,

11 founder and CEO of Brale, and Justin Sl aughter,

12 policy director at Paradigm Ben and Justin wll

13 jointly present on the extent of decentralization
14 and nodel s of governance in DeFi. Gentlenen?

15 MR, SLAUGHTER: Thank you very nuch, Ari, and
16 thank you Tony for that. That was very

17 illumnating. So | drew the shorter straw. So |'m
18 going first. So you can I'll try to get through

19 this quickly so we can listen to Ben's greater

20 wi sdom

21 So decentralization and DeFi governance, thank

22 you for the chance to present on this. | actually
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1 think this is perhaps the nost interesting topic in
2 a sea of interesting topics in crypto to ne.

3 Now, | wanted to kind of as a brief rem nder

4 for everybody, DeFi is even in a space as new as

5 crypto, especially new. The space really began

6 about five years ago, with the Uni swap protocol

7 version one white paper, which is 2018 rel ease, and
8 then blew up in DeFi sumrer in 2020.

9 | would also stress the nost notable thing

10 about DeFi in the last 18 nonths is actually the

11 degree to which it wthheld itself during periods
12 of significant crypto market stress and traditional
13 financial market stress in both 2022 and then this
14 March during the banking issues and Silicon Valley
15 Bank and ot her banks.

16 Next slide, please. So there -- we view at

17 Paradigmthat there are four key concepts that can
18 in many ways, encapsul ate DeFi. The first is self-
19 custody. That's sinply the act of holding crypto,
20 and you think about this -- that is in many ways

21 requisite for DeFi.

22 Because if you have a custodial entity
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1 engaging in crypto financial activity, that al nost
2 by definition is not decentralized. There's a

3 central activity. Second, it's autononous. That

4 nmeans it does not require hunmans to approve

5 individual transactions.

6 Agai n, that does not necessarily nean there's
7 no human invol venent. But if you have a DeF

8 protocol that's being directly approved by humans,
9 it probably does not nerit the nane DeFi.

10 Third, transparent. This is fully visible on-
11 chain for the sanme reason you m ght expect. If you
12 have a lot of off-chain transactions, it's not a
13 true decentralized financial protocol because,

14 again, that's another black box. The idea of DeFi
15 fundanentally is a mniml anount of black boxes
16 fully visible to everyone on-chai n.

17 And then fourth, that it's interoperable and
18 conposabl e. That neans you can first exchange data
199 with other applications; and second, you can build
20 applications on top of each other.

21 These are the Dapps, basically, that nake up

22 much of crypto's Web3 ecosystem Now, the really
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1 inportant thing to grasp about this is that

2 decentralization is a spectrum it's not a toggle.
3 There is no one way to do DeFi or decentralization.
4 You think about it. On one end of the

5 spectrum you have sonething |ike EDX, which is a
6 recent centralized crypto exchange conprised of

7 several conpanies working together. They have

8 custody; they fully have a bl ack box.

9 They entirely control the system The other
10 end woul d al nost be pure software open source code
11 |ike Linux. Nobody has any control over that. It

12 exists in the universe. It can be used by anybody.
13 There is no one entity, not even a | ab, and
14 then between that you have a whol e host of other
15 entities fromany nunber of DAGs, all of which are
16 structured differently, to any nunber of |abs. So
17 that's the nost inportant here to keep in m nd.

18 Next.

19 So you can see here, this is Uniswap's

20 protocol and its curnul ative volunme since 2020

21 bpasically. You can in many ways see -- and forgive

22 me for the chart crine here because it's cunul ative

Scheduling@TP.One 800.FOR.DEPO
TP One www.TP.One (800.367.3376)



Hybrid TAC Mesting, 7-18-23 7/18/2023
Page 144

1 ~-- the large linear increase in activity over tine.
2 Now, this chart ends in May 2022. My

3 understanding is there's been continued growth

4 since then fromtalking to nmenbers of the community
5 and this gets at the nunber one problem we have,

6 whichis we still have |imted data and research

7 into how this space actually works.

8 That's a function both of a |ack of focus on
9 DeFi until recently and it's also to sonme extent a
10 requlatory failure. There is still, because of a

11 Jack of certainty about how the regul atory regi ne
12 will work for DeFi, not a good way of getting the
13 information in question.

14 More than anything else, this is sonething we
15 need to really work on as we consider regul atory

16 solutions in DeFi, is getting nore data about how
17 it operates. Next slide.

18 Now this conmes to DeFi governance and there is
19 in many ways, a natural tension between heavy

20 governance and DeFi .

21 Now that in fact nmakes sense because our view

22 js the core virtue of DeFi is credible neutrality.
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1 The idea that no one click, no one entity or group
2 consistently has control or ever has control even
3 over how the protocol works.

4 Now, the reason for that is fundanentally if
5 soneone has control of the protocol, can change it
6 at wll, it ceases to be decentralized. At that

7 point, it has becone even if it is nomnally

8 decentralized, a centralized entity because of

9 individual or group control.

10 That nmeans that DeFi depends upon first

11 dependability that, you know howit's going to

12 operate, that you don't get surprised because of
13 how it operates, and second that act of avoiding
14 capture. Now, to sonme extent, the greater the

15 governance or rather the nore there is, the greater
16 the risk of capture.

17 And that's because the nore protocols, the

18  nore requirenents you put in place, the easier it
19 is to then build a systemthat one group eventually
20 takes control or builds around. In sonme ways, the
21 greater the less the governance, the less the risk

22 of capture.
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1 And the true value of DeFi therefore, can be
2  found al nost when the governance itself shrinks

3 down nearly to the point of inperceptibility. Next
4 slide.

5 Now, forgive ne on that, what DeFi governance
6 is not is sonething that can ever fully go away.

7 And what we nean by that, of course, is there's

8 always what's known as essential governance.

9 Essential governance is the idea that there are

10 certain things that sinply have to occur, in part

11 because there will always be human interaction with
12 DeFi .

13 Until the Al nmachines replaces us entirely,

14 there will never be a world where DeFi fully

15  operates w thout any human invol venent. There are
16  still humans on either end accessing the protocol

17 or encouraging smart contracts to access it.

18 The second is constant formality. Now, DeFi is
19 in many ways thought of as token hol ders but

20 there's al so stakeholders that are different from
21 token hol ders.

22 It is the case that not all stakeholders wll
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1 be token holders, but even though all token hol ders
2 wll be stakeholders. And these groups are al ways

3 changing. The entities that use a DeFi protocol

4 today may be very different than those used in the
S future.

6 That's already been the case for a nunber of

7 protocols that have been nascent in the |ast few

8 years. So our belief is the optinmal approach to

9 DeFi governance is mnimzation. The reason for

10 this is in part, we think flexibility is critical.
11 These are gane theory-based systens. They wi |
12 -- the users wll respond to how the system

13 operates based on interaction and seei ng how t hi ngs
14 change over tine. So flexibility is paranount.

15 Again, it's very inportant to distinguish between
16 token hol ders, and stakehol ders.

17 These groups will al so change over tine. In

18  many ways flexibility is again for us the nost

19 inportant thing and there is a connection between a
20 core nechani sm and the human input.

21 There is consensus which is the idea of the

22 Layer 1 itself, whether Ethereum bitcoin or sone
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1 other network. They are the oracles or the truth

2 wvalidators. And then there's two things that nay

3 qualify as essential governance and nmaybe not.

4 One, which is treasury nmanagenent. That's

5 basically how the DeFi protocol wll have a DAO

6 control its treasury. Maybe that could be aut omated
7 in a way, nmaybe it cannot. And then conpl ex

8 paraneter setting.

9 And by that, | nean, things |ike choosing the
10 collateral to use. MakerDAO, for instance, has used
11 governance as a neans of determ ning which

12 collateral it accepts. Wiether or not that can be
13 replaced in tine is uncertain. Next slide, please.
14 Now the thing | would also stress here is

15 governance is not a panacea. There's a constant

16  risk of hard forks. If you ever have a decision in
17 place that a majority of users of a protocol

18 dislike, they can always hard fork the system

19 That's innate to the idea of crypto. And changi ng
20 governance sonewhere in the system does not nean

21 changing it everywhere. It is possible to change it

22 in narrow fashi ons.
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1 According to one of our co-founders, Fred

2 Ehrsam if the point of a blockchain is to provide
3 a ledger of universally accepted truth, its

4 integrity is paranmobunt. In many ways, this is the
5 core conceit of the bl ockchain.

6 When you start breaking down the integrity of
7 it, the whole systemfalls apart. Next slide. Now
8 the insights of regulation we think are four

9 things. First, inessential governance is likely to
10 be conpeted away over tine.

11 We shoul d know over tinme whether or not

12 certain things are essential or non-essential. In
13 particular, we're watching as | said, whether or
14 not conpl ex paraneter setting and treasury

15 pmanagenent will qualify as essential governance

16 over tine. The third, data is paranount.

17 W have such little data overall how this al
18 operates. There's a need for greater research. |

19 know that's a common statenment around here at TAC
20 pbut it's especially true here.

21 Third, there is a distinction | think between

2

N

principles, regulation and code. At the CFTC, the
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1 classic regulatory regi ne has been principl es-based
2  but there are exanples of using specific

3 regulations. It is likely the case that the

4 principles-based regine will nost flex to the

S flexibility required for DeFi's governance

6 structures.

7 And finally, I want to really stress the

8 danger of what | call DiNo or decentralized in nane
9 only. There are a lot of DeFi protocols that claim
10  to be decentralized but are not.

11 True decentralization is decentralization in
12 reality and the goal of regulation in sone ways

13 should be to keep to that truth and try to reward
14 those decentralized protocols that are actually

15  decentralized whil e punishing those which are not.
16 Wth that, I'll turn it over to Ben for nore
17 thoughtful commentary.

18 MR MLNE: | should have asked to go first.
19 Wl |l done.

20 Sol think I'd cone at this fromslightly

21 different perspectives. | felt |ike the best use of

22 time was to try and bring us back to sone first
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1 principles inthat a DAOis effectively an
2  organization then hypothetically runs on snart
3 contracts.
4 So what can you do with a smart contract? And

5 the reality is, next slide, you can do a |lot of the
6 things that you can do in traditional systens.

7 You can just enforce those with smart

8 contracts, alongside existing regulation and even
9 existing corporate structures. Next slide. Wat |
10 mean by that is in a traditional structure, you

11 have governance policies and you store those

12 sonewhere.

13 That's no different if you're actually

14 managi ng sone | evel of voting through a snart

15 contract infrastructure that uses a bl ockchain but
16 the nechani snms under the bl ockchain and how t he

17 data is managed, is sinply different. Next slide.
18 Key differences that you probably buy into if
19 you want to be utilizing this new technology is

200 that in a traditional system we do things like

21 this. W fly, we sit at a table; sonetines we vote.

22 |In this particular case, we're advising, we're not
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voting, but if we do vote, many tines it's still

2  happening at a table. In a smart contract system

3 there is no table.

4 Everyone's signing in a globally distributed

5 way. But that doesn't necessarily nean that who is
6 signing or what they are signing is not regul ated.
7 It just nmeans it is a digital first signature. Next
8 slide.

9 Al'so, in a traditional system | think we

10 would all agree and |i ke a board context many tines
11  votes are private by default and then you choose to
12 share as a feature.

13 Many tines in a snmart contract infrastructure,
14 vote is public by default and you choose certain

15 things to be private, which is now technically nore
16 feasible than it was a couple years ago at | east

17 with blockchain infrastructure. Next slide.

18 So smart contracts can engage in regul ated

19  functions but not all do. My personal view is that
20 if a smart contract engages in a regul ated

21 function, it should be treated as no different than

22 any other conputer code. Let's al so recognize that
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not all smart contracts exi st and behave in

2  regul ated ways. Sone things actually provide basic
3 comunity gui dance and managenent.

4 Next slide. Taking back to a traditional

S5 structure, let's imgine the board has a vote and
6 maybe that vote is related to a bonus program In
7 certain conpanies, conpensation is public. Next

8 slide.

9 Utilizing a nore sophisticated smart contract
10 nodel to essentially gather and distribute the

11 votes, as was nentioned before, token holders can
12 pe stakehol ders. Token hol ders could be a board.
13 Token hol ders m ght also be a community

14  selecting an initiative that has absol utely not hing
15 to do with regulation generally speaking. Maybe

16 they're voting on a comrunity initiative that has
17 to do with |like whether or not to buy a golf

18 course. It doesn't always need to be a regul at ed
19 activity.

20 Now, smart contracts are interesting as was
21 nmentioned because they're al so conposabl e, which

22 means you could conpose one on top of the other.
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1 And you can do so infinitely. Next slide.

2 You should know first that this code is

3 gobbl edygook. It's generated by a Chat GPT. It has
4 no purpose. It's not audited here. It's sinply for
5 exanpl e purposes.

6 But if you are going to deploy a snart

7 contract with addresses that are authorized to

8 release a bonus, which was the exanple that | just
9 nmentioned, that's not an out-of-this-world activity
10  for any board to approve and then utilize a

11 mechanismto release the paynent. But in this case,
12 jt's released in code.

13 That gets nore conplicated, next slide, when
14 you start adding on the conposability nature

15  because a trade could be executed in real tine the
16 ponent that actual decision is made avail abl e on-
17 chai n.

18 And so when you get down into the trail of

199 things, it's very difficult to understand what the
20 actual relationships are between these things and
21 where it could originate with a snmart contract that

22 js not engaging in a reqgqulated activity.
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1 It could result in a smart contract's use of

2 that infornmation to then engage in a reqgqulatory act

3 -- regulated activity.
4 That is an interesting question to answer, but
5 | think as we have just | earned and hopeful |y many

6 of us knew, if there is a person operating a piece
7 of software, that person lives in a place where it
8 has laws and jurisdictions applied to where that

9 personis, or where the entity is.

10 So again ny viewis that as long as people are
11 operating these, if they're engaged in a regul at ed
12 activity, well, they are engaging in a regul ated

13 activity full stop. Next slide.

14 You m ght ask yourself with all this

15 conplexity, why in God's nane woul d any

16 technol ogi st actually want to use these things?

17 Because it's actually nmuch easier to take

18  notes and get approval for the notes in the next

19 board neeting, then to inplenment an audited snart
20 contract, which could cost who knows how nmuch noney
21 to actually inplenment basic votes.

22 So | put up a fewthings that if you buy into
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1 them you mght actually buy into utilizing these

2 technologies. And if you' re not convinced, no

3 anpunt of words would convince you. Next slide.

4 Sonmething that's very unique in this nonent in
5 time is that the bl ockchain ecosystens and

6 technol ogies are now at a | evel and rate where

7 they're actually cost conpetitive with rel ati onal

8 databases, which neans in certain scenarios, they

9 are now the best tool for the job, not just a cool
10 new tool to utilize. Next slide.

11 Bal anci ng centralization and decentralization
12 for many conpani es or organi zations becones a

13 bal ance of privacy and security, and it gets nore
14 conplex than it was because new bl ockchain

15  technol ogi es can now be private by default, not

16 just public by default. Next slide.

17 There's been a great deal of work done in

18 private perm ssion blockchains. | w sh the team

19 from Aval anche was here today. Aval anche has done a
20 great job with private subnets where you coul d

21 stand up specific nodes and nanage those nodes in a

22 private environnent, where it's actually very
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1 simlar to a relational database with the right

2 perm ssions wapped around it.

3 In that particular case, it's just code to

4  host smart contracts, which are conposable with

S public blockchains, which is very uni que. Next

6 slide.

7 And so |I'lIl put out a hypothetical, a really

8 boring use of a snmart contract in a current

9 requlatory structure, where many participants could
10 be known to one another and it's non provocative.

11 Next slide.

12 In this particular case, there's sinply the

13 nechanismusing a smart contract to gather votes by
14 known st akehol ders, known to everyone sel ecting

15 that certain votes should be nmade public by default
16  instantaneously which are conposable for the public
17 good. Now this has nothing to do with trading.

18 It has to do with utilizing smart contracts as
19 a technology to get information to people who

20 should have it faster. And | don't necessarily know
21 anyone who's doing this. And it would be relatively

22  expensive to do it, but | imagine because of the
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1 benefits | nentioned at sone point in tinme, sonmeone
2 will. Next slide.

3 Either way, the word | think was

4 accountability was utilized earlier and in any of
5 these -- | do hesitate to call them schenes -- but
6 any of these designs, you have a signature. In a

7 classic traditional system you have wet

8 signatures.

9 If | sign Elvis Presley on a page, everybody
10 knows I'mnot Elvis. But if | gave you that

11 address, you mght believe it belonged to ne. It

12 absolutely does not belong to nme. However, you can
13 programmatically verify who it belongs to with

14 everything that they've ever signed.

15 And so, sonewhere in these things are |levels
16 of accountability and proof of contribution which
17 are quite difficult to prove in traditional

18 systens. Next slide. Either way, there is a way to
19 sign. One is just a different type of pen.

20 And so, for nuch of the smart contract

21 infrastructure, there are hardware wallets that are

22  carried around to sign and kind of a running joke
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1 sonetine is which pen do you want ne to grab? Next
2 slide.

3 Now, the immedi ate application of smart

4 contracts are to, fromny perspective, solve real -
S world problens probably less to do with how do we
6 translate things |like votes into a smart contract?
7 More |i ke product creation, which to the

8 «circle teams credit has done a great job in

9 productizing how you integrate with decentralized
10 protocols, or even various versions of themto

11 create new products that becone smart contract -

12 native. Next slide.

13 So when it conmes to people, ny view is at

14 ]l east that people live in specific jurisdictions
15 and those jurisdictions have |laws and there are

16 nexus questions related to that that still apply
17 regardl ess of what technol ogi es you are using. Next
18 slide.

19 And so there are a couple questions that |

20 have conming out of this knowing that if people are
21 going to be regulated and organi zati ons are goi ng

22 to be regulated in the jurisdictions where they

Scheduling@TP.One 800.FOR.DEPO
TP One www.TP.One (800.367.3376)



Hybrid TAC Meeting, 7-18-23 7/18/2023
Page 160

1 operate, which certainly nakes sense to ne, what do
2 we need to do in order to renove the anount of

3 confusion over how the regul ati on maps?

4 From ny perspective, one of the nost inportant
5 things we can do is agree on definitions. My

6 personal perspective again is that one of the nost
7 inportant things that happened in the

8 cryptocurrency industry is the definition of an

9 exchange.

10 And then | think we have questions |Iike how do
11 we treat future regulation? Wien we inmagine a world
12 where a person is not involved in the creation of
13 the code, it is entirely decentralized.

14 And there is no personal benefit, which is

15 sonewhat the next evolution of a self-creating DAG
16 hypot hetically speaki ng, and maybe a fun

17 conversation for |ater. Next slide.

18 |f the presentation is useful, |'ve nmade it

19 avail able for downl oad on | PFS and a coupl e ot her
20 gateways. |I'Il be around for questions. Thanks for
21 the tinme.

22 MR. REDBORD: Justin, Ben, thank you so much
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1 for areally terrific presentation. One sort of big
2 takeaway for me | think a really great intro into

3 this space is really two things.

4 One, you started with definitions and | think
5 as the subcommttee sort of dives into its work

6 here, that's going to be very, very inportant.

7 And the other piece is governance structures,
8 right? Justin tal ked about spectrum not a toggle,
9 and then sort of dove even deeper into that. But |
10 think it's so inportant to sort of understand all

11 of those things.

12 And quite frankly, ask questions, |ike does it
13 pmatter, right? Treasury recently said they m ght

14 not froman AM. perspective. So | think it's really
15 -- it's a great junping-off point, the definitions
16 and sort of governance pi ece.

17 Wuld | ove to kind of open it up to the

18  committee for questions or corments on the

19 presentation and Ni kos |ooks like he's going to

20 kick it off for us.

21 MR ANDRI KOGLANNOPQULCOS: | think the

22 jnteresting idea of being a spectrumis not just,
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1 it's a spectrum but it's also dynamc. So one day
2 you can be a DAO and can be decentrali zed.

3 But if you're talking price kind of gets

4  reduced, people mght be start fleeing your

S organization or voting or not participating. So |

6 think that brings up the question of surveillance

7 and continued surveillance.

8 So here you have an organi zation that is far

9 nore dynam c than what we are used to. And | think
10 when you think about surveillance, it's not only

11 the legal fornmation. Who gives you the status of a
12 DAO, but do you maintain it?

13 And that's kind of froma | egal perspective
14 put also froman operational perspective. Depending
15 on what kind of services you are offering and you
16 get your license to offer financial services, what
17 are the requirenents on that surveillance?

18 Maki ng sure that in a decentralized world, you
19 can offer business continuity. You can respect your
20 consuners and protect the end consunmer. So this is
21 kind of ny coment. |1'd |love your thoughts on how

22 you think about surveillance and how that ki nd of
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1 relates with DAGs.

2 MR BIAGOLI: It's a great question. | think
3 the nunber one thing to think about is that any

4  good DeFi protocol or systemw |l be very

5 susceptible to on-chain surveillance by everybody.
6 That is in many ways, part of the core val ue
7 i1s that you should be able to see what's goi ng on.
8 Now, there's a -- it's worth noting a

9 differentiation there because there is the actual

10 protocol's usage on-chain.

11 And then there's the conversation about the
12 protocol, which can occur in other places. And I

13 don't think we really can gauge in how to deal wth
14 that.

15 For instance, a |lot of DAGs use Di scords or
16 use Tel egram or various other things for the nature
17 of their communi cati on.

18 And | think that's an interesting question is
19 then that is often quasi-public because they're

20 often avail able for anyone to access or is

21 available for anyone to access who is already a

22 menber of the DAO, but they may not be as publicly
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1 available as the chain itself.

2 MR. ANDRI KOGLANNOPOULOS: If | may add to

3 this, sonetines, also you see those foruns being

4 influenced by certain nenbers.

S So once you are dealing with DAGCs, there are
6 certain nmenbers that can bring you around to the

7 menbers that they consider nost influential. So

8 that basically you have a sense of whether the

9 decision of the DAOw Il go through or not.

10 So real decentralization | think needs to

11 agree on what are the netrics that naybe the

12 reqgul ator needs to be kind of nonitoring or whoever
13 issued the license and the formation of that DAQ
14 So that it truly nmaintains the status of the DAO
15 out there.

16 MR. MLNE: There's an interesting thing

17 happening fromny perspective is that it seens as
18t hough sone groups have relieved thensel ves of

19 understanding the regulation prior to starting the
20 project.

21 And then you have coll ective voting w thout

22 the awareness that they m ght actually be violating
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1 alaw. And so, in the event that there is an

2 organization that starts sonmething and then it

3 accidentally or knowingly violates the | aw or tends
4 to obfuscate it, there will probably be additional
5 actions as those projects are discovered.

6 That being said, there are a ot of comunity
7 projects based on smart contracts. Sone m ght cal

8 thensel ves DAGs or something else that are just

9 sinply not engaged in regulated activity, at |east
10 that's ny perspective.

11 And on the surveillance front, there are two
12 sides. If you are engaging in regulated activity

13 that it's |like AML and BSA conpliance, at least in
14 the United States and |I'm not sure where you woul d
15 not be subject to it, but those are requirenments of
16 the organi zation offering the service.

17 And there are other ongoing risk nonitoring
18 services that requirenments of a basic AML and BSA
19 programthat if you're going to offer those

20 services, those things just have to be in place.

21 MR. REDBCRD. Thank you so nuch. We're going to

22 go first wwth Hilary and then wth Gin, who is
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1 online.
2 M5. ALLEN: Thank you. So | have a question
3 for Justin about this concept of governnent
4 mnimzation which in many ways is, right, a
5 broader question about automation, isn't it?
6 | nmean, so | wonder how nuch we actually want

7 to mnimze governance or how much we want to

8 autonate things because it works fine nost of the

9 tinme. But then, when it doesn't, then what are you
10 going to do, right?

11 W' ve al ways needed sort of scope for

12 intervention flexibility, et cetera, in

13 unanticipated circunstances when things go wong.

14 And so if we can't really mnimze the need
15 for governance in unexpected circunstances, because
16 you can't program every eventuality into a smart

17 contract, then essentially, you fall back on then
18 the community to decide what to do in those

19 circunmstances, if it's truly decentralized. If it's
20 not, then you actually have a deci sion naker and

21 then it's centrali zed.

22 And | think about the fact that we've had the
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1 technology for decentralized decision naking for

2 hundreds of years, right? A general partnership can
3 Dbe a decentralized body.

4 They have never really sort of grown to scale
5 Dbecause it's hard to coordi nate deci si on-nmaki ng at
6 scale and you get into conflicts and all kinds of

7 disagreenents et cetera. And so centralization has
8 sort of been the natural convergence for scale

9 reasons.

10 So | guess ny question is, how does this work
11 when you have tried to m nimze governance but then
12 sonet hi ng unexpect ed happens? Does it by default

13 then have to becone centralized when sonet hing goes
14w ong?

15 MR. SLAUGHTER: | think it's a good question
16 because | think it depends in sonme ways upon the

17 npature of the event. | would say we have exanpl es
18 of |arge decentralized social novenents and that's
19 the way a lot of political actions have taken. Your
20 point about how often they persist over tine is the
21 npost inportant one, right?

22 s it possible to have a consi stent
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1 decentralized novenent forever, and you can find

2 exanples of it in politics and policy, and things

3 like political novenents, environnental novenents,
4 rights novenents. But it's very rare to have a

5 fornmalized system

6 What | woul d suggest is that it's possible

7 that the solution is for governnent to focus on the
8 actual people using it rather than the protocol, is
9 one option.

10 In terns of what happens when things go wong,
11 which | think is the critical question, this is

12 where there is, | think the greatest anpunt of

13  research and engagenent to be done, which is

14 actually to | ook at how DAGs and how ot her things
15 have responded to events going wong and seei ng how
16 they noved forward.

17 Now, it's worth noting, right, it is very

18 rare to see persistent decentralization, but in

19 part that's because it's so easy absent consi stent
200 guard rails for things to fall into centralization.
21 Optimzed decentralization is fundanentally a

22 red queen race where credibility persists because
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1 of consistent resistance to decentralizing forces.
2 And | think in many ways, that's probably a role
3 for regulation and governnent to the extent it's

4 possi bl e.

S MR. REDBORD: Ckay. Thank you so nuch. Gin?
6 MR. SIRER. Hi, everyone. And Ben, thank you
7 for the shout-out. | regret | cannot be there in

8 person due to famly circunmstances but very nuch
9 enjoyed the conversation today.

10 Justin, | think you nailed it when you

11 nentioned credible neutrality, that a DAO nust be
12 credibly neutral and I | oved the D NO word, the
13  decentralized in name only. So nmy question to you
14 is, how does one neasure -- what's the netric by
15 which we know when sonething is credibly neutral.
16 What are the kinds of anal yses that one should
17 set up? |'m curious about how you are thinking

18 about them

19 MR. SLAUGHTER: Not well, honestly. It's a
20 conplicated question. | think in many ways, it's
21 probably a multiformanalysis that is better left

22 in sone ways to policymakers than any i ndividual
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1 1like ne. That said, | think probably it's four
2 things.
3 The first is probably the degree of dynam sm
4 in the network. If you have sonething that is
5 functionally not doing very nmuch alnost by -- if

6 it's a ghost town, you can question whet her

7 decentralization exists. The second is the

8 diversity of stakeholders and token hol ders.

9 The third is likely the nature of how the

10 systemis maintained. Sonething that is actually

11 managed by a small nunber of people with true

12 formality could be questioned to be decentrali zed.
13 And the fourth is probably overall the breadth of
14 the system

15 But these are very initial thoughts. | think
16 in sone ways the great question should be how do

17 people in this room broader policynmakers define

18 decentralization in terns of what are the goals we
19 want to seek? And that's the best netric setup.

20 MR. REDBORD: It's so interesting. | think the
21 question and the answer really gets to the heart of

22 so much of the work we're doing, right?
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1 | nmean the focus has al ways been anongst

2 regulators and policynmakers on sort of howto

3 regulate a centralized ecosystem | think we're

4 just really shifting to what arguably is the nore
5 interesting conversation is how do you regulate in
6 a nore decentralized space?

7 | think to sone extent to that end we're going
8 to go to our third presentation, Dan Aw ey,

9 Professor of Law at Cornell Law School, wl|

10  present on the topic of stability and security

11 chal |l enges and regul atory inplications for crypto,
12 and Carole, | will let you also lead off with a

13 question because I'msorry | made you put your

14 plaque down.

15 Al right, Dan?

16 MR. AVWREY: Thank you very much Ari. Hopefully
17 you guys can see sone slides. Despite the nane --
18 the lofty nane given to this presentation, it

19 really carries on fromthe | ast session in nany

20 inportant respects.

21 And really what | want to spend ny tine

22 tal king about are how decentralized systens and
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1 actors place stress on the design of existing
2 regulatory franeworks to Ari's point a nonent ago.

3 Do you guys have sone slides up?

4 MR. REDBORD: W do.
5 MR. AWREY: There we are. Excellent. So as all
6 good presentations will, I wll start with nmny own

7 definition which is really a non-definition in many
8 ways of decentralization. A fewthings to say about
9 this to start.

10 One, none of this is to say that any

11 particular elenent of decentralization is an

12 unal | oyed good or posts as a clear and present

13 danger to the republic.

14 One of the big things that | think that we've
15 got to grapple with is that npost of these things

16 have been around for a long tinme. In sone

17 circunstances, they have proven to be valuable. In
18 ot her circunstances, they've proven to be

19  probl emati c.

20 And what's really happening here with

21  decentralization is actually a series of

22 technol ogi cal shocks that we've now on our second
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1 neeting talking about in terns of autonation

2 generally, in particular the automation of state-

3 contingent contracts and smart contracting and then
4 increasingly Al.

5 But the way | think about decentralization is
6 one along five dinensions, the first being

7 devel opnent. So who is naking the thing? In the

8 case of a lot of the DeFi space, who is witing the
9 code? Wio is designing the product and who is

10 setting that down for the purposes of presenting it
11 to the worl d?

12 Now none of this is particularly new, right?
13 Even generally you can | ook to open source

14  software; you can |look to open APIs and even in

15 finance there's elenments of things |ike open

16 banki ng, which have since their advent, been in

17 effect a decentralized devel opnent space.

18 The second di nension is governance. W' ve

19 talked about this quite a bit already. Here,

20 there's really two axes. One is how nuch is left to
21 the residual discretion of human bei ngs?

22 In a very automated world, there may be very
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1 little but there may be still decisions that remain
2 with human bei ngs and understandi ng both the

3 nunerical balance, but also the inportance of the

4 decisions that are automated versus bei hg nade by

S humans is inportant.

6 And t hat governance can be one human with a

7 button; that governance can be di spersed anongst

8 many different actors and stakeholders. It's just

9 anot her dinmension of decentralization and one that
10 jtself has a lot of different pernutation.

11 Three, one of the things that | think is nore
12 interesting here where autonmation in particular

13 cones into play is operational decentralization.

14 And I'll include in this category as well

15  transactional decentralization, which is really

16 just one specific form of operational

17 decentralization. Traditionally, | go to ny bank,

18 whatever | want ny bank to do, the unitary actor in
19 that systemis a bank.

20 And i nsofar as they engage in rel ationships
21 with third parties or outsource certain el enments of

22 that relationship, the absence of contractual
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1 privity neans that, whatever that relationship is
2 it is one governed by regulation and | don't

3 particularly care about it as the end consuner.

4 And as long as we're tal king about one product
S5 or one service that can also work fairly, but one
6 of the things I'd like to talk about in a nonment is
7 when we get into a world where there may be a

8 single activity but nultiple different actors who
9 are providing inputs to the activities, so the

10 finance supply chain if you will.

11 How it is we allocate regulatory obligations
12 and overall responsibility within that supply

13 chain. Fourth, we have bal ance sheet

14 decentralization, right?

15 This gets into Justin's earlier observation

16 about custody where really, since the dawn of tine,
17 time always starting with the old English bail nent
18 case law if you' re sonebody |like nme, we've really
19 been dealing with decentralized actors.

20 Peopl e who we can identify were responsible
21 for the custody, the holding of a particul ar asset

22 or in exchange for one asset issued another asset,
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1 sone sort of promse to the custoner. Once we get

2 into a decentralized bal ance sheet world that nay

3  not be the case.

4 The prom ses may cone fromnultiple actors.

5 The party that is holding the asset may not

6 wultimtely be responsible for delivering it back to
7 the custoner. And then we have things |ike self

8 custody where fundanentally we have to | ook to new
9 legal relationships in order to understand how t hat
10 wor ks.

11 Al of which is to say that our definitions

12 here are not particularly tractable but they're

13 very inportant in ternms of understandi ng what we

14 think is inportant, which of these new devel opnents
15 are actually new, which of these new devel opnents
16 are inportant?

17 And the one that | want to focus on here

18 really is the fact that across all five of those

19 dinmensions | just nmentioned, existing regulatory

20 frameworks have relied historically on a very, very
21 high degree of centralization of the actors and

22 activities involved in financial services.
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1 So we can | ook at organi zations, regul ators

2 |like the CFTC, sister institutions as engaged in a

3 series of tasks, right?

4 So identifying outcones in accordance wth

5 their contractual mandates, witing and updati ng

6 rules that are designed to achieve those outcones,
7 nmonitoring conpliance with those rules and then

8 enforcing agai nst any breaches of those rules.

9 And historically, if we can go to the next

10 slide, an inportant and often forgotten feature of
11 this systemis that organi zations |ike the CFTC
12 actually del egate an enornous anount of the heavy
13 lifting to regulated actors thensel ves.

14 So you can think of a couple of exanples

15 here. You can |l ook at risk based rul es under the
16 AML CTF regi ne. You can |l ook at risk managenent

17 rules for derivatives clearing organi zati ons. You
18 can | ook at the devel opnent and execution of things
19 like custody rules for financial assets.

20 Al'l where the regulatory burden is split

21 petween the regul ator and the regul at ed

22 jnstitution. And here centralization is great on a
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1 nunber of |evels because it nakes it easy to do two
2 things.

3 One is for the regulator to say you, yes, you
4  have to go out and find ways of inplenenting these
5 rules to our satisfaction. Two, if you don't, you

6 are the person that we are going to hold

7 responsible for any failure to actually live up to
8 our regul atory expectation.

9 But what this neans, that del egation of

10 responsibility, is that we have a particul ar

11 ecosystemwhen it cones to regul atory conpliance

12 and financial services. The best exanple of which
13 is probably AML CTF rul es.

14 If we didn't delegate at | east sonme of the

15 design and execution of these rules to regul ated

16 financial institutions, FINCEN would be the primry
17 enpl oyer in Washington, D.C

18 The nunber of hunman beings in the United

19 States involved in regulatory conpliance for major
20 and mnor financial institutions is enornous and

21 dwarfs the federal governnment as a whol e.

22 What the inplication of that then is if we
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1 can't find ways to find a constructive way of

2 delegating sone of this to financial institutions

3 in the decentralized space, we're going to have to
4 fundanmentally rethink the way that we approach

5 regqgulation. Next slide, please.

6 Once we get into the decentralized space now,

7 then -- we've got to then grapple with the fact

8 that it becones nore conplicated to allocate this

9 responsibility.

10 Once | dice up conponents of the supply chain,
11 it makes it nore difficult for all the elenents in
12 that supply chain to share the sanme information, or
13 | have to think about ways of designing ny

14 ecosystens in a way that nade sure that infornmation
15 is available to all in a tinely way.

16 It makes it nore difficult to identify exactly
17 who is responsible for any given regul atory

18 failing. That is to say, if sonething goes wong in
19 ny conplex system it nay not be imedi ately

20 apparent where the failure actually lie.

21 And when things do go wong in automated

22 gystens, decentralization neans it mght not always
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1 be clear, or at the very least, we have to think

2 about it in advance who's responsible for

3 intervening to effectively take action to flip the
4 kill switch and decide how to react to a problem

5 that was not specified in the software that up

6 until that point had been running snoothly.

7 Al of these things, if we could go to the

8 next slide, then | eave us with a series of

9 questions that we've got to think about as we think
10 about -- not just about what DeFi is, but al so what
11 regul ation needs to be to make sure that DeFi is

12 something that is constructive, sonething that does
13 not create opportunities for mlitary arbitrage.

14 Somet hi ng where the consistency, in terns of

15 regulatory treatnent and outcomes for consuners, is
16 equivalent to TradFi.

17 Here, | often talk about what | like to call

18 the first law of regulation. W hear a | ot these

19 days about the kind of glib statenent, sane

20 function, sanme risks, sane rules. | actually think
21 that's a really poor guide for regulatory action.

22 Not because | don't think that we should be
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1 thinking about how different types of financi al

2 markets and institutions performsimlar functions,
3 or that we shouldn't be thinking about how

4 regul ation needs to evolve in response to that, but
5 because at the end, where it says, the sane rules,
6 we automatically put our previous experience and

7 the tools that we currently use to use in ways that
8 may not be particularly hel pful.

9 An exanple I'll give is tal king about deposit
10 insurance for stablecoin. R ght? Once you decide

11 that they're functionally equivalent to a bank

12 deposit, people automatically junp to the current
13 regul atory franework for understandi ng how we

14 regul ate bank deposits. But in reality, there's

15 |ots of different strategies, sone of which may be
16 better suited to regul ati ng stabl ecoi ns.

17 And what the first law of reqgulation does is
18 to say, look, what we're trying to achi eve stays

19 the sane. But the way we do it, we're not

20 necessarily going to use the sane rules. In this

21 respect, it is like the first |aw of

22t hernodynam cs, energy can neither be created nor
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1 destroyed, it can just change shape, change form

2 And really here, this is what regulators are
3 trying to do as well to understand how the

4 evolution of finance in response to technol ogi cal

5 shocks actually requires us to rethink sone

6 centuries old path dependence in the way that our

7 regul atory systens are designed.

8 So |listed here are what | think are the five
9 key questions. First, how do we nmake the regul atory
10 perineter make sense in this new world? This is

11 sonething with the Ooki DAO that we tal ked about a
12 pmonment ago that we had a person for the purposes of
13 an enforcenent action.

14 The bi gger problemthough is what happens if |
15 have a decentralized actor that only does one part
16 of a reqgulated activity? Is that going to be

17 sufficient to bring themwthin the perineter of

18  regul ation ex ante?

19 O am| going to be perennially forced as a

20 regulator to use enforcenment action as a substitute
21 for ex ante regulation there?

22 As we | ook across the CFTC and ot her
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1 regulators, the answer to this question is going to
2 change a lot. W have very different designs of

3 regulatory perinmeters in the United States.

4 The definition of a bank is very different

5 than the definition of a system cally inportant

6 financial institution for FSOC designation

7 purposes, which is very different than the way that
8 we look at something like the definition of a

9 security under the Securities Act or Securities

10 Exchange Act.

11 Each of these perineters threshold | egal

12 questions, because they're designed differently,

13 are going to have different answers in terns of how
14 robust they are to the energence of decentralized
15 actors and activities.

16 Second, once you're in the reginme, how do we
17 allocate responsibility for taking action when

18 action's required outside of the automated

19 ecosysten? And secondly, allocating responsibility
20 for when things go wong. Wo pays the bill in the
21 event of regulatory and market failures?

22 Again, there's going to be no single actor
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1 here. But what this challenge requires is |ooking

2 at these different ecosystens and try to come up

3 with ways that one, clearly sort of indicate who's
4 going to be responsible so that people, including

5 the decentralized actors, can govern their

6 activities accordingly.

7 And then two, trying to articul ate the answer
8 to this question in a way that is robust to

9 changing circunstances. If we should ve all |earned
10 anything over the |last several years, it's that if
11 you try to regulate an ecosystemat a particul ar

12 ponment in time, you're ultinmately probably going to
13 find that the regul ati on noves nuch, much sl ower

14 than the ecosystemit's trying to regul ate.

15 And this |leads to ny |ast two questions,

16 wultimately, which | think are huge questions, one
17 that we've struggled with since the creation of the
18 abacus, and really haven't spent enough tine

19 dealing with in a fundanental way, especially in a
20 systemlike the United States where we have a

21 fragnmented regulatory comrunity that is often slow

22 to act, often for good reasons, in response to new
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1 technol ogi cal change.

2 So first, how do we get regulation into

3 automated systens? To sone, this often seens |ike a
4 trivial question. Well, | just code it, right, do

5 X, don't do Y, into the system And that

6 presupposes a very particular type of regul atory

7 rule, mainly, a hard and fast bright-line rule.

8 But as was nentioned earlier, a lot of CFTC

9 reqgulation and a lot of financial regulation in

10 general is actually either outcones based, in the
11 sense that it's designed to be open textures and

12 require analysis of changing information and

13 circunmstances. O it's sinply designhed to lead to a
14 particular type of behavior that is then |eft

15 unspecified, and potentially open to ex post

16 adj udi cati on.

17 But if we want this to work, regulators,

18  technol ogists, firms need to understand what type
19 of rules can be enbedded in code, where we're going
20 to have to put the human discretion in these

21 systens, and how we're going to deal with the fact

22 that rules often change. And that when rules
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1 change, sonebody will often have to go back and

2 take a | ook at what needs to be updated, and how to
3 integrate it into these systens.

4 And to finish off, just to give one exanple

5 here, it's often put to ne that decentralized

6 actors can enbed oracles within their system so

7 when the federal register updates regul ation, that
8 can just be inputted into the existing regul ation.
9 Basically, a software upgrade, in effect.

10 But again, what does that nean in a world

11 where it wasn't -- the rule change was not fully
12 paranetrized in a way that is possible of

13 articulating in code? What happens if it requires
14 you to think of possible solutions to problens as a
15 precondition to inplenenting then?

16 What if, for exanple, to use sonething that
17 was discussed earlier, you're dealing with

18 situations where you want to maintain credible

19 commtnent to always be in conpliance across very
20 different -- various different outcones, including
21 things |ike forks where one of the nightmare

22 gscenarios we mght envision is a fork where the
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1 fork is based on one fork wanting to conply with

2 relevant |aw, and the other fork deciding that that
3 wasn't for it. Right?

4 Those sorts of things are all things that,

5 while sonme are trivial, sonme are nore chall engi ng,
6 all need to be sorted out strategically in order to
7 make sure that you can conply with the first |aw of
8 regqgul ation.

9 And this doesn't go to the |evel of

10 prescribing the individual rules, but it goes to

11 having a sensitivity to the fact that whereas

12 previously, we were in a situation where it was

13  very easy to call up the chief conpliance officer
14 at Institution X, and talk to them about how it is
15 they would inplenent the regulatory -- the

16 regulative principles and rules for their

17 particul ar organization.

18 How nmuch of that apparatus can we, should we
19 keep in the context of decentralized spaces across
20 different actors and activities? So | don't propose
21 to put any answers on the table today, but one of

22 the things that I"'mreally | ooking forward to on
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1 the TAC, and especially as we | ook at the

2  subcommttee on bl ockchain and digital assets, is
3 to explore sone of these questions in greater

4  detail.

5 And to have the technol ogists, the | awers,

6 the regulators, and others sort of bringing their
7 probably quite different perspectives on the

8 inportance of these questions, and what they think

9 the best path is forward. So thank you very nuch

10 for you tinme. | look forward to the discussion on
11 this.
12 MR. REDBCRD: Dan, thank you so nuch for a

13 great presentation. And really, that thoughtful

14 ending around sort of Justin starting with

15 definitions, and then Ben into sort of governance,
16 and now sort of what regulation could potentially
17 |l ook like, or at |east the questions we should be
18 asking in a nore decentralized space

19 | think that's -- that's what's really

20 exciting about the work of the subcommttee. W're
21 going to open it up now for a few m nutes for

22 di scussion. Carole, do you want to kick us off?
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1 M5. HOUSE: Sure. And honestly, after the
2 question that Hlary asked, which also mrrored
3 mne about governance mnimzation and, |ike, that

4  being an optimal approach. And let's define

5 optiml, because there's goodness and resilience

6 that conmes with decentralization, but then also the
7 issue of accountability being a real chall enge,

8 which then Dan got into.

9 So ultimately, I'Il just say that | -- how

10 much | appreciate the varying sort of perspectives
11 and issues that each of the three presenters spoke
12 to. And, Dan, how nuch | appreciate tal king about
13 the | aw of conservation of regulation.

14 | know I've nmentioned it another context too,
15 sonetines that there would be folks in a space not
16 necessarily represented here who felt that, well,
17 if we can just decentralize enough, there will be
18  no responsibility pushed anywhere. And ultinmately,
199 | don't think that's a reality if the risk

20 | andscape noves.

21 Regul atory frameworks are risk-based, just

22 |ike AML prograns are, our anti-noney |aundering
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1 prograns, and other, |ike, cybersecurity prograns

2  for banks and such are risk-based approaches. So if
3 the risk |l andscape adjusts, | would expect

4 regulators to do so.

5 One observation, and, Dan, | appreciated you

6 going through all the different functions, |ike you
7 mentioning governance, and operations, and

8 transaction devel opnent, etc. | know that that

9 triggers a lot of really interesting questions for
10 fol ks about, like, where -- then where do you want

11 accountability to sit?

12 Devel opers certainly get very unconfortable
13 when they think about where -- about accountability
14 sitting with them for devel oping code. | -- but

15 wultimately, if you' re not relying on the

16 application layer, which is where nost regul ation
17 ends up sitting, and the argunent for many folks to
18 focus on these centralized -- for regulators to

19 focus on centralized exchanges.

20 The, like, three areas that | see that are

21 ripe for choice, I may have nentioned in the first

22 TAC, are network, protocol, and user |ayer, the
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1 people responsible for sone of the devel opnent,

2 governance, operations, etc., and what does that

3 look like?

4 What does, |ike, pushing responsibility or

S accountability to them |l ook |ike? Does it end up

6 sitting just wwth end users, and that they're the

7 ones responsible for understandi ng what they're

8 interacting with? What are the inplications then

9 for devel oping DeFi systens that -- where consuners
10 can actually understand the decisions that are

11 being nmade in the systemthat they're interacting
12 with?

13 So just nore of an observation. Not a question
14 anynore, since | think your presentation really hit

15 on and outlined a lot of the key questions that |

16 see. But I'lIl turn it over to, | think N kos.

17 MR. ANDRI KOG ANNOPOULOCS:  Yeah. | want to nmake
18 -- | want to nmake a comment on the state of how I -
199 - the world this day on decentralizati on.

20 And one exanple is, when we think about

21 Et hereum ETFs, and we thi nk about fi nanci al

22 jnstitutions perform ng custody on Ethereum
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1 performng trading, and performng all of those

2  functions, there was a recent event, like, a nonth
3 ago, where Ethereumcould not finalize transactions
4 for half an hour.

5 And during that tinme, in a normal world, if

6 that would happen at the New York Stock Exchange,

7 there would be alerts, there would be an entity,

8 there would be calls, there would be coordination.
9 There would be a bunch of nechani sns that woul d be
10 triggered to protect people transacting over the

11 exchange.

12 In the Ethereumworld, that doesn't exist. So
13 in the financial institutions that are going to be
14 providing those services and will be applying for
15 crypto licenses, | think there needs to be enbedded
16 nponitoring and surveillance there to nmake sure that
17 they protect the consuners.

18 And to Carole's question, | think we need, |
19 think, to enbrace the fact that a |lot of the

20 responsibility lies at the application and the

21 service providers that need to protect the

22 consuners. The continuous nature and the
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1 accunul ated risks on the decentralized entities,

2 there need to be protections on both sides. And the
3 question is, how nuch on each side?

4 But | think with the -- today, as we enbrace

5 those things, we are still thinking in a

6 centralized world, and | think we're m ssing on how
7 these things work. And if it weren't for half an

8 hour, and it was for 17 hours, what woul d have

9 happened t hen?

10 | think these are the things that's the

11 reality, | think, that we're facing today as we

12 walk into that.

13 MR. REDBORD: Dan, or anybody el se? Any

14  comments on that?

15 MR SIRER | mght -- | would |ove to foll ow
16 up on Nikos. And -- if | nmay.

17 MR. REDBORD: Sure. Go ahead.

18 MR. SIRER. kay. Yeah. N kos, that's a--

19 that's a very insightful question and a very
20 interesting scenario. And | think the -- one of the
21 big pitfalls | see in this space is to see the L1s,

22 or is to see the blockchain as a financial entity,
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1 a singular entity.

2 And | think the right way to view themis nore
3 akin to how we view the Internet. Wen the Internet
4 is down, and we have nany | nternet outages per year
S all the time, we don't hold the Internet

6 responsible for the quality of service, we don't

7 hold -- we don't expect the Internet to uphold a

8 packet to arrive to its destination.

9 W rely on the endpoints to make sure that

10 there are multiple redundant paths to build

11 mnultiple redundant paths into their backend

12 operations and so on. And, of course, to build the
13 kind of nmonitoring that you nentioned into their

14 daily operations so that outages in the Internet

15 don't affect the end users.

16 And that is the thing that gave us the

17 Internet explosion, that end to end design. And

18 bl ockchains are very simlar. They carry out

19 functions to the best of their ability. There are
20 nultiple Lls, there are multiple systens that can
21 provide approxi nately conparabl e services. And it

22 should be up to the endpoints to provide the
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1 service. And the nonent we see -- start seeing

2 things this way, | think we have trenendous

3 opportunity to innovate, because the networking

4  side beconmes an open fabric, a commobn space that

5 carries out operations when it can, and it's up to
6 the endpoint, the edge points to uphold the --

7 whatever the service level requirenents are.

8 MR. REDBORD: Thank you so much. Dan, were you
9 ~-- did you have a conment al so, or a response to
10 Ni kos' comrent ?

11 DR. AWREY: No. | think | wanted to voice ny
12 agreenent with N kos that | think mappi ng how we
13 think about the systemis an inportant first step
14 here. And then understanding -- and part of it is a
15 priority that | have that in any conpl ex system

16 failure is inevitable.

17 We just -- especially human systens, which

18 these ultimately are. W have to acknow edge t hat
19 things are going to happen. And then the question
20 becones, where are the inportant threat vectors?
21 \Were are the inportant failure points in these

22 gystens? And then what sort of things that we nm ght
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1 even take for granted in the context of nore

2 centralized systens do we need to consciously build
3 into these centralized systens?

4 And | think N kos raises a good exanpl e of

5 this, where the New York Stock Exchange is going to
6 let nme know quite quickly, whereas I'mgoing to

7l earn about problens on the Ethereum network via

8 social nedia networks in a sort of circuitous path

9 that is going to be individual to each particul ar

10 wuser.
11 There are opportunities in that, in the sense
12 that there are, as Gin, | think, is referring to,

13 ways to rationalize the systemand nake it work

14 better, or these systens and make them work better.
15 But we shouldn't be any | ess cognizant to the fact
16 that we're trying to build pretty big, conplex

17t hings.

18 And in finance sonetines, unlike the Internet,
19 the ability to have those things when we need t hem
200 and the difference between ny ability to execute a
21 go- -- Google search and pay ny rent is big and

22 jnportant, and nay nean that as we start to map out
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1 what these systens | ook |ike and where their

2 vulnerabilities reside, that it's not just the

3 network design that's inportant here froma

4  technol ogi cal spectrum but also what we're doi ng.
5 And finance involves big, inportant things

6 where oftentines there's no take-backsies. And in

7 that world, it may be that we want to introduce

8 redundancies, security features, stability features
9 that have the |ook and feel of what we're used to
10 wth nore centralized actors.

11 MR. REDBORD: Thank you so nmuch. I'mgoing to
12 turn things over to Carole for a conment, and then
13 you can take us into the next session.

14 M5. HOUSE: Sure. Thanks. | wanted to comment,
15  because actually sonmething that Em n nenti oned

16  really harkened back to an issue that Ben presented
17 on, and | think Justin really hinted at it too.

18 The fact that these systens, and snart

19 contracts, and decentralized networks can engage in
20 non-regul ated activity. And | nean, |ike, not just
21 financial unregulated activity, just not financial

22 activity. They can transfer infornmation. Like,
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al nost all these networks can conduct an

2 information transaction at the same tine that they
3 can conduct a financial transaction.

4 So ultimately, that issue needs to be

5 sonething that's accounted for in, |ike, sonme of

6 the -- whether it's enbedded, or comng up with a
7 perinmeter, or the things that are built into, the
8 policy, frameworks, governance, etc., to try to

9 determ ne when there mght need to be certain

10 protections.

11 And why that -- why Emn's coment pointed it
12 out to ne, | felt, is that he's right that Internet
13  service providers, like, don't fall underneath our
14  sanctions framneworks in the sense that, |ike, them

15 providing Internet access to a sanctioned party
16 isn't sonmething that woul d be considered a

17 prohibited transaction.

18 The issue though there is that, |ike, |SPs
19 aren't viewed the sane way as, |like, operating a
20 paynment network. And so this issue where these
21 networks can facilitate both regul ated financi al

22 activity that may include prohibited transactions,

Scheduling@TP.One 800.FOR.DEPO
TP One www.TP.One (800.367.3376)



Hybrid TAC Meeting, 7-18-23 7/18/2023
Page 199

1 like, under sanctions, that's a termfor the

2 sanctions regine, but then at the sane tine, be

3 able to support infornmation transfer activity.

4 That's really interesting. And it's a

5 challenging policy and technical issue that | think
6 will be -- will be interesting. So if you guys have
7 any reaction to that, happy to take that. O we can
8 just go on into our third awesone topic about

9 cybersecurity.

10 MR. SLAUGHTER: | actually think --
11 MR AWREY: Can | -- can | just --7?
12 MR, SLAUGHTER: -- think that's a really

13 critical point. You first, Dan. Sorry.

14 MR. AWREY: Ch, sorry. | was just going to

15 say, this is a good point on this, and this is why
16 | kind of beat people over the head with the | aw of
17 conservation of regulation, is that what's the non-
18 Internet Internet, in effect. Right? Libraries.

19 Li braries presents sone risks, but they don't

20 really present that many risks relative to the

21 Internet. | think we could all probably agree with

22 that. Once we get into finance, we have to deal
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wth the fact that there is this parallel system

2 running on a different network design that we

3 already regulate to do certain things.

4 And on the assunption -- now, we can certainly
S do it better. And we should always be striving to

6 regulate the centralized systembetter. But to

7 adopt a radically different end user is the

8 wultinate bearer of all responsibility -- the system
9 here has enornous consequences that don't exist for
10 the Internet, because libraries and the Internet

11 are not great substitutes for one another.

12 And you' d be pushing a ot of risk into a

13 systemthat was that fundanentally different, in a
14 way that | think we need to tal k about as a

15 commttee. Right? What are the points of

16 destabilization?

17 Are we really tal king about, if we have one

18 system where we have rules that are designed to

19 allocate responsibility to a set of professionals,
200 to a set of regulated actors, to sets of people

21 that we can relatively easy see, talk to, and sue,

22 relative to a situation where we are going to
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1 really inverse that burden, and not put it on

2 regulators, not put it on regulated institutions or
3 actors, but put it on the end consuners of these

4 products?

5 That's a very different world. And to have the
6 two worlds operating sinultaneously is sonething

7 that | think warrants a | ot nore discussion than

8 we've given it to this point.

9 MR, SLAUGHTER: | actually -- that's a really
10 good point. | would draw a distinction, though,

11 petween the Internet to library world, and digital
12 finance to traditional finance.

13 | did sonmething yesterday, which probably I'I|
14 get ny head of security really mad at ne for, which
15 is | was on a street corner, and | paid for a

16 airplane ticket by listing out the nunbers of ny

17 credit card. If sonmeone was listening to ne,

18 theoretically, they could have taken up on it.

19 But there was no risk on that, because of

20 course, it was epheneral. No one was recording, no
21 one could see it. W all know that under the

22 |nternet, you have to be incredibly careful with
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1  your own data.

2 And we've put a lot of risk on people,

3 basically, where if you go out and say your real

4  name, your hone address, your credit card

5 information, that can be nassively dangerous very
6 quickly.

7 To sone extent on the issue of the |ISPs, that
8 was a policy choice we made in the '90s, where we
9 were going to allow themto have reduced liability
10 risk for violating sanctions for various things,

11 because we regarded it as inpinging.

12 But | think Dan gets at a key point though,

13 which we have to consider what the risks are and
14 what the various issues are. Alot of how we wll
15  consider the risk on end users depends on how many
16 end users we think, and who the end users are wl|
17 access DeFi thenselves, versus will use the gating

18 functions of CeFi exchanges.

19 And that is a real question, | think, for the
200 polity in terns of what that mght entail. | mean,
21 personally, | kind of take the position that if

22 you're able to do self custody, and you know, you
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1 arewlling tota- -- with the wherewithal to get
2 involved with that, | think it's okay to access
3 DeFi with certain mninmal requirenents.
4 But | definitely think it's probably the case
5 that if it gets too easy, maybe that would be a
6 problem These are hard questi ons.
7 MR GQUIDO | agree. They're extrenely
8 difficult questions. And |I'ma |azy person. So |
9 always think, like, howcan | get what's already in

10 place to do the work for ne? And it feels as though
11 on one side, if these systens do go down for half
12 an hour, it seens really terrible.

13 But a lot of the regs we have in place in the
14 United States, like Reg E, Reg Z, so on and so

15 forth, have already accommobdated for the profile of
16 the provider with downline failures. It's not

17 uncommon for, like, ACHfiles to be held up

18  overni ght.

19 It's not uncommon for a downline provider to
20 pe failed because their Internet connection is not
21 working. So my personal perspective is sone of the

22 existing regs and rules, if we think about that
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1 mapping, they may al ready account for a significant
2 portion of the potential technical failures.

3 M5. HOUSE: Thank you so nuch for a great

4 discussion. And thank you, Ari, for turning it

5 over. So we are now ready to explore our third and
6 final topic of the day, cyber resilience for

7 financial nmarkets.

8 To begin the discussion, our first presenter
9 wll be Kevin Geenfield, deputy conptroller for
10  operational risk policy at the Ofice of the

11 Conptroller of the Currency. He is presenting on
12 third-party rel ationships and i nteragency gui dance
13 on risk managenent. Kevin, over to you.

14 MR. GREENFI ELD: Al right. Thank you. |If we
15 could advance the slide. So just a little

16 background. Third-party risk managenent has been a
17 key focus of bank supervision, prudenti al

18  supervi si on.

19 And when | ooking at it froma cybersecurity,
20 cyber resilience, the level of dependency that

21 financial institutions have on their third parties

22 for cybersecurity and for resilience is inportant.
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1 So I'"'mgoing to deviate fromthe presentation

N

alittle bit in giving sone nore references towards
3 cybersecurity and resilience. But really, this is

4 overall third-party risk nmanagenent gui dance t hat

5 addresses all risks financial, consuner conpliance,
6 as well as operational risks.

7 This is not new guidance. This is actually

8 based on the OCC s 2013 gui dance on third-party

9 relationships, risk managenment gui dance. W worKk

10 together with the FDIC and Federal Reserve to

11 harnoni ze and put out a single interagency third-
12 party risk managenent, updati ng what we had had

13 with -- for nodernizing the | anguage.

14 As well as addressing -- over tinme, we put out
15 several frequently asked questions, because every
16 third-party relationship is unique and there is

17 always going to be nuances. And we tried to address
18 those, and we tried to incorporate sonme of the

19  common thenmes fromthose FAQ in this guidance. If
20 we can advance the slide.

21 And really the inportant thing wwth any third-

22 party relationship, it is risk-based. So what the
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1 gui dance conmmuni cates is sound risk managenent

2 practices. And one of the things that you'll hear

3 fromall the regulators on this topic is that risk
4 managenent and control structures need to be

S5 comensurate with the risk of the activity.

6 So depending on the size, the conplexity, and
7 the risk profile of a given institution, what are
8 the services? Clearly, we're going to | ook at

9 paynent services nuch nore differently than the

10l andscapi ng contract that the bank has for their

11 branches.

12 But really understanding, and then what is the
13 nascent -- nature of the relationshi p? Because

14 there are well-defined outsourcing contractual

15 relationships. But there also are a | ot of business
16 agreenents and partnerships that can result in risk
17 to the bank, and could put the bank in jeopardy.

18  The guidance is also very nmuch focused on what are
19 the roles of executive managenent in the board?

20 \What are the characteristics of critical

21 activities?

22 Because very much | ooking at those critical
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1 activities, and then |ooking at oversight of the

2 relationships that support high risk activities,

3 including those critical activities.

4 And then nost inportantly, this is not a one-
5 time-and-done activity. Wenever you engage with a
6 third-party, it really is a risk managenent

7 lifecycle. So we can go to the next slide.

8 No nodern guidance is conplete without a

9 graphic, so we added one here. But this one is very
10 inportant. And when we tal k about the gui dance, we
11 talk about this lifecycle. And I'lI|l go into a

12 little nore depth of each area, and what are sone
13  of the key characteristics, as well as then

14  applying it froma cyber or an operational

15 resilience perspective.

16 But when | ooking at this, | really have al ways
17 referred to this as the five W. Wether, and that
18 is when | ooking at the planning and ri sk

19 assessnent, whether this is an activity that shoul d
20 be outsourced, whether this is a partnership that -
21 - or business relationship that the bank should

22 engage in. Really those first steps.
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1 Who, due diligence. Once that decision' s nade
2 to go forward, deciding who the best partner is,

3 who the best firmis, doing your honework, doing

4 your side. But really determning who is it going
5 to be with.

6 The next Wis what. The contract is essential.
7 1'"Il talk a bit nore about -- contract doesn't

8 guarantee anything is going to happen in and of

9 itself. But if it's not in the contract, and

10 outlined in that contract, you have no expectation
11 that it wll happen.

12 So this is very inportant when | ooking at

13 cybersecurity controls, ongoing nonitoring and

14 testing froma resilience standpoint. If you' re not
15 outlining that in your contract, then follow ng up
16 and having that expectation of your third party is
17 going to be very difficult to enforce.

18 The next Wis the watch. And really this is,
19 again, just because it's in the contract, it

20 doesn't guarantee it's going to happen. What is

21 your ongoi ng nonitoring? How do you assess

22 conpliance with service |evel agreenments? How do
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1 you assess the controls and risk nmanagenent

2  frameworks that your third-party has in place? And
3 what are sone of the nechanisns that allow you to
4 do this?

5 And then ny favorite W the why. And this is
6 also very inportant. Al good things cone to an

7 end. Al third-party relationships wll essentially
8 termnate, and this is the term nation phase.

9 And this is the one where there can be a | ot
10 of difficulties encountered, because it's not

11 sonething that's often considered upfront when

12 designing the contract of what does term nation

13 | ook like? What are the duties and responsibilities
14 of each party?

15 What support is available to nove on to

16 anot her vendor or to another third party? Al this
17 is sonmething that really needs to be negotiated on
18 the front end, because | can tell you, it can be
19 wvery painful trying to negotiate that on the back
20 end when it's not defined.

21 So going on to the next slide. Digging a

22 |ittle nore deeply into this, and we tal k about

Scheduling@TP.One 800.FOR.DEPO
TP One www.TP.One (800.367.3376)



Hybrid TAC Meeting, 7-18-23 7/18/2023
Page 210

1 this guidance, planning really is the risk

2 assessnent. And this is really where banks need to
3 nmake the determi nation, what are they willing to

4 allow to operate outside the four walls of the

5 bank? What data are you going to rel ease?

6 VWhat responsibilities are you going to put on
7 that third party for cybersecurity, for operational
8 resilience? And is that within the bank and the

9 board of dire- -- the bank managenent and the board
10 of directors risk appetite?

11 So this is sonething that really needs to be
12 thoroughly consi dered, because a conmunity bank

13 outsourcing its wire activities, yeah, many do

14 that. A globally system c bank outsourcing an

15 activity that is their U S. dollar paynent and

16 clearing systens, there's going to be a |ot of

17 thought put into that, and then what kind of

18  controls woul d you expect for that? So really

19 | ooki ng and nmaki ng those deci si ons.

20 Due diligence, | go back to really doing your
21 honmework. And again, this is comrensurate with the

22 conplexity, size and conplexity of the bank's
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1 activities, as well as what is the actual service
2  being outsourced or being engaged in through a

3  partnership.

4 Again, this goes back to risk tailoring and
5 this assessnent being commensurate with the risk.
6 We look at it as a community bank. Doing this

7 assessnent, we want to see themdo the

8 fundanentals, we want to see them safeguard the

9  bank.
10 Agai n, when you see a globally system ¢ bank,
11 that if that operation does not op- -- does not

12 process as intended, there can be ramfications in
13 the markets, and can -- in -- not just affect the
14 bank, but in fact, affect the sector, we're going
15 to expect that bank to do nmuch nore thorough due

16  diligence for those critical activities. So it is
17 very nuch a risk-based approach to this gui dance.

18 And then contract negotiation. This is an area
19 we were very detailed. And the inportant thing here
20 is this guidance is not a checklist, it's not a

21 rule, it's not sonmething that we are -- require the

22 pbanks to follow every single step. But in this
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1 area, we put in a lot nore detail, because, again,
2 if it's not in the contract, there's not an

3 expectation that it will occur.

4 So banks, and I"'msorry, | wll always say

5 banks as a banking regulator, but any financi al

6 institution or organization, really do need to be

7 thorough in their contract negotiation, and really
8 look at those terns, and nake sure they have

9 everything covered.

10 And this can range fromtreatnent of data or
11 information you provide, is that sonething the

12 vendor can -- or this outsourced com -- or third-
13 party firmcan use? |Is that sonmething that they can
14 use for their own anal ysis and marketi ng?

15 O are there strict rules around how t hat data
16 is used, howis it secured, and what are their

17 responsibilities if there is a pote- -- if there is
18 a cyber breach? Making sure those things are

19 defined are going to be very, very inportant.

20 And agai n, subcontracting, we tal k about

21 third-party risk, and |'msure everyone's famli ar,

22 fourth-party, fifth-party on what are sone of the
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requi renents, again, that you' ve put in place? That

2 has to be in the contract. If we can flip the

3 slide.
4 And then the ongoing nonitoring part goes back
S to -- | cannot tell you how many tinmes |'ve been in

6 a roomwhere there has been an operational issue,
7 and | hear everyone saying, but that was in the

8 contract, they were supposed to do it.

9 Just because it's in the contract, there's no
10 guarantee. And this is really where we set

11 expectations for ongoing nonitoring, use of

12 i ndependent audit reports, SSAE teans, on-site

13 wvisits, nonitoring and reporting on service |evel
14 agreenents, regular testing of operational

15 resilience plans, penetration testing, and

16 reporting out on the results of that penetration
17 testing.

18 Real |y, those are the tools a bank can use for
19  ongoi ng nonitoring. Because there are linmts.

20 There's -- the value of outsourcing or engagi ng

21 with athird party go down if you have to build so

22 many controls and so many nechani snms that the costs
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1 outweigh

2 So it's definitely a risk-based approach. But
3 depending on the risk of that activity, you're

4 going to want to have those controls that you're

5 satisfied the third party is conducting the

6 operation as contracted and as i ntended.

7 And then with the termnation, this is

8 sonething that really want to agai n enphasi ze is

9 when ending a contract, what happens with the data?
10 What is the |evel of support? What is the cost

11 associated with noving fromone --?

12 | can tell you, |'ve seen nmany instances where
13 nergers and acquisition activities were ceased

14 because the costs of noving or termnating a

15 contract with a third party becane so large that it
16 was no | onger economcally viable to continue with

17 that.

18 And at the tinme, none of that had been

19 defined. And that third party |ooked at it as, this
20 is ny opportunity to renegotiate and get as nuch

21 revenue as | can out of this relationship,

22 especially if it's going to be wal king away. So
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1 having those considerations in that built in on the
2 front end is really inportant.

3 So go on to the final slide. So what are sone
4 of the key takeaways? And first and forenost, it is
S wultimately the bank or the organizations, it's

6 wultimitely their service, their product, their

7 custoners.

8 | can tell you, | have been involved froma

9 bank supervision side or third-party supervision

10 under the Bank Service Conpany Act, |'ve been

11 involved with that process for 25 years.

12 And | can tell you, | have never, ever seen a
13 third party bre- -- a third party be breached for
14 bank information. | have never seen a third party

15 failed to execute or operate on a bank transacti on.
16 | can tell you, | have seen nmultiple exanples
17 where the bank was breached, or the bank failed to
18 execute a financial transaction. And their third

19 party hel ped them get there, and they paid a fee
20 along the way for it.

21 So it's -- always when | ooking at these

22 activities, it's ultimtely your organization's
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1 product, service, custoner, you just cannot throw

2 it over the fence.

3 And one of the guiding principles we always

4 have when |l ooking at third-party risk managenent

5 guidance is you can outsource the activity, you

6 cannot outsource the responsibility. And that's

7 really inportant when financial institutions are

8 |l ooking at outsourcing or partnering with third-

9 party firns.

10 | can also tell you multiple exanples, because
11 Jooking at it froma cyber perspective and an

12 operational perspective, but a nunber of tines

13 where banks have run afoul of consuner conpliance
14 | aws, or unfair deceptive activities. And that was
15 a result of what their third party was doing.

16 But at the end of the day, the third party was
17 doing it on their behalf, whether with or w thout
18 their know edge. And ultimately, that financial

19 institution is responsible for that. So that's very
20 inportant.

21 The other thing is, this was not vendor

22 managemnent gui dance. This was not outsourcing
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1 guidance. Third-party relationshi ps can take many
2 formns.

3 It doesn't need to be an outsourced

4 relationship, doesn't necessarily even need to have
5 a contract. But where you're engaged with a third
6 party, and that can present risks to the financi al
7 institution, it's inportant to nanage that and

8 followthat |ifecycle.

9 So with that, | went through that quickly,

10 because | saw that we are running a little bit

11 behind. But I'mhelping with getting us on.

12 But really overall, I'lIl tell you that the
13 presentation itself is pretty boring; | know, |

14 wrote it. But really very nmuch want to engage in
15 questions that you all may have.

16 M5. HOUSE: Absolutely. Thank you so nuch,

17 Kevin. And we're going to go through our

18 presentations, and then nove into a consol i dated
19 di scussi on session.

20 For our second presentation on cyber

21 resilience, we have Hlary Allen, professor of |aw

22 at American University's Washi ngton Col | ege of Law,
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1 and Tim Gl |l agher, chief security officer at

2  Nardell o and Conpany, jointly presenting on the

3 challenges with understandi ng cybersecurity risk

4 and inplications for operational risk regulation.

5 MR. GALLAGHER: Great. Thank you, Carole. o

6 to the next slide. Good afternoon, everyone. As you
7 heard, I'mTimG@Gllagher. Since the last tinme we've
8 met, |'ve changed firms. As you heard, |'mnow with
9 Nardello where |'"m serving as the chief security

10 officer and a nmanagi ng director in the cyber

11 practice.

12 So as | said before | -- in addition to

13 advising ny clients on cyber risk and operati onal

14 risk, I'"'malso working to mtigate -- identify and

15 mtigate our internal risk. I'll pre- -- presenting
16 with ny partner Hilary Allen here today on the

17 threat environnent and the reqgul atory | andscape

18 regarding cyber security matters. Next slide.

19 Qui ck scene-setter here. My background, as

20 |1've nentioned in this forumbefore is with the FBI
21 where | worked financial and cyber crinmes for over

22 two decades. When | first cane into | aw
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enf orcenent, working cybercrine matters entail ed

2 using |l aw enforcenent tools, whether that be

3 subpoenas, FISA intercepts, search warrants to

4 jdentify the whole conspiracy and take people into
5 cust ody.

6 Get themoff the streets. Disrupt the

7 organi zation and dismantle them Seize their

8 assets. As we know, as tine goes on that we can't
9 put our hands on a lot of these crimnals -- a |ot
10 of these threat actors.

11 So as -- as ny career progressed it was about
12 prevention. Getting the information. Getting

13 intelligence. Getting it out. Pushing it out it out
14 to the financial sector. Pushing it out to the

15 general public in the formof public -- public

16 service announcenents saying, hey, here's what you
17 need to do to | ock down your system

18 Here's how you can prevent -- here's what you
19 can do to prevent yourself frombecomng a victim
200 in the first place. Qoviously, that worked to a

21 certain extent. Then it becane pushi ng out

22 signatures, indicators of conpronise, which we're
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1 seeing right now.
2 Getting themout to -- getting themout to the
3 private sector so that you can -- you can harden

4 your system and keep the threat actors out. Fast
5 forward now, advising Fortune 500 conpanies in ny
6 current position. You'll see the threat environnent

7 out there that we're dealing wth.

8 Cybercrine was responsi ble for over $10
9 billion in losses in 2022. Having overseen the |C3,
10 when | was in the FBI cyber division, | could tell

11 you that figure is probably significantly

12 understated. We could all say that with -- as ny
13 fornmer FINCEN col |l eague there is nodding away, it's
14 probably, a rmultiple of that. Yes.

15 Correct. $300 mllion fraudul ent sign on

16 attenpts in the cloud every day, according to

17 Mcrosoft. 53 percent of businesses have

18 experienced a third-party breach. Kevin Geenfield
19 just tal ked about third-party breaches, right? So
20 there you go; 53 percent.

21 In that last slide there's a typo init. It

22 says 60 percent of businesses. It should be 60
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1 percent of small businesses that experience a cyber
2 attack close their doors within six nonths.

3 So that's what we're up against. The first

4 three bullet points show how creative, how

5 relentless, and to a certain extent how successful
6 threat actors are in this cyber realm The |ast one
7 shows us what's at stake.

8 Go to the next slide. So where does that bring
9 us now? | said fromenforcenent to prevention to

10 resilience. You know, that's what it has to be

11 about -- about resilience right now.

12 This is where the discussion wll go back and
13 forth between best practices and maybe what's

14 required of you by your regulator. But fromwhere |
15 sit there's certain m nimum standards that we need
16 to incentivize resilience without being overly

17 prescriptive.

18 Not a one size fits all approach. But has

19 flexibility built intoit so it matches your

20 business nodel to your activity. As well as being
21 appropriate for the sensitivity of the infornmation

22 that you're taking in and naintaining and handl i ng
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on a daily basis.

So what is resilience? Fromwhere | see it,

iIt's the ability to prevent, wthstand, and recover

froma cyber-attack. And three things that I
reconmend to ny clients on an engagenent - by-

engagenent basis.

Qobviously, there's many as far as resilience

goes but here's what | put out there. Because as we

all tal ked about, it's not a question of if,

when. And it's your ability to bounce back once

you' ve been hit.

Preparation. This all seens basic to probably
j ust about everybody in this room but it's not.
Preparing. Having a plan in place. Mst of the

conpani es out there that we deal wth don't have a

plan in place.

It's pretty basic. Have a plan. Test the plan.
Try and break the plan. Make anendnents to that
pl an. And have it so that everyone in your firm

knows what it is. They know what their role is

wi thin that plan.

Repl i cati on. Backing up your data. It's not

it's

TP One S 2o

800.FOR.DEPO
(800.367.3376)



Hybrid TAC Meeting, 7-18-23 7/18/2023
Page 223

1 just backing up your data and putting it in a

2 war ehouse somewhere out in Kansas City. No. It's

3 actually having it that you can actually stand your
4 system back up when you get hit.

S It's testing that data, nmaking sure it's not

6 corrupted, nmake sure you that you can put -- get

7 your data backup, get your system back up online in
8 a tinely nmanner because if it takes too long for

9 wyouto finally get it back up and running, you may

10 not have a busi ness anynore.

11 And then recovery. These are the tacti cal
12 steps that you need to take, step by step to -- for
13 the -- to get your short-term business plan back up
14 and running again so that you can -- you could

15 actually do business. As well as |ong-term

16  eval uati ng what the damage is and what you need to
17 do to -- for continuity of business, whether that
18  be reputational or for for your -- your cyber

19  program

20 The next slide. Doing the little things right.
21 You know, these are the things that, once again,

22 that we reconmend. And they toggle back and forth
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1 between, as |'ve said, depending on what industry
2 you're in, who your regulators are, whether -- or
3 what country you're in or what state you're doing
4 business in, whether or not these would apply to

5 you is things that you woul d have to do or whet her
6 they're nice to do.

7 And as Kevin Geenfield said before, it's

8 about harnoni zation, right? And as Doctor Turner

9 Lee tal ked about soft |law versus hard | aw. You

10 know, that definitely, you know -- you know, rang a
11 pell with ne when she tal ked about that.

12 You know, sonetinmes | tell people, you really
13 should do this. And sonetinmes | tell people you,

14 kind of, have to do this. Because your regulators
15 are going to conme in and they're going to hamer
16 you for not doing this.

17 Principle of |east privilege. W tal k about
18 zero trust. This is an aspect of zero trust and as
19 Dan Quido said before it's about mnimzing the

20 blast radius. You know, the threat actors are going
21 to get in.

22 And if they get in and were you the one that
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1  nmentioned about Coca Col a? About hacking into Coca
2 Cola. Getting into the EA and then getting the

3 recipe for Coke. Not New Coke, just Coke. Right.

4 Yeah.
5 Getting -- getting that recipe for Coke. You
6 know, that's -- that's following the principle of

7 least privilege, you only have access to what you
8 strictly need to do your job. You do not have

9 access to anything el se.

10 This way when threat actors get in, they

11 really can't nove laterally as nmuch. They can't get

12 as much and it helps to limt the damage just |ike

13  -- |ike Dan said before.

14 Multi factor authentication. You know,

15 Jliterally billions of breach passwords are out

16 there. | see this all the tine with, |ike, breach

17 passwords being out there, being run back agai nst
18  your systemthrough a password spray or credenti al
19 stuffing attack.

20 Multi factor authentication, whether that be
21 as we talk, it's -- it's sonmething you know. Your

22 password, obviously, sonething you have. Your PIN
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1 card possibly. O sonething that you are. Your

2  thunbprint or bionetrics.

3 And ny conversation a couple hours ago with

4 Dan was telling nme this is all going out the w ndow
5 anyway within a couple of nonths, so, anyway. So ny
6 presentation is sonmewhat dated. But right now, this
7 1s sonmething that you can do to tighten up your

8 system

9 Third-party vetting. You know, we saw before
10 53 percent of conpani es have gotten hit through

11 sonebody who cane in through the third-party. And I
12 can't tell you the nunber of tinmes where |I've had
13 this happen where a client has said to ne, | |

14 think we got hacked.

15 And I'mlike, well, you got victimzed but you
16 didn't actually get hacked. The hack cane in

17 through one of your third parties. And you can see
18 this fromsnaller conpanies that are the third

19 party nmay not be doing as nmuch to | ock down their
20 cyber systens.

21 So obviously, nuch nore due diligence needs to

22 pbe done on the third parties that you' re bringing
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1 in because, as you said before, where you're
2 bringing -- you're outsourcing the activity, you're
3 not outsourcing the risk or the reputational

4 damage. So that third party vetting in something

S that's actually key to -- to | ocking down your
6 system
7 And then lastly, NMDR, Manage, Detection,

8 Response. You heard a | ot about a lack of skills
9 out there. Not a lack of skills just a total demand
10 for cyber skills outstripping who's actually out
11 there. Smaller conpani es not having fol ks they need

12 in house to help | ock down their systens.

13 You know, that's not an excuse. Qutsource it.
14 You know there's talent out there and it -- and |
15 don't do MDR, do I'mnot, like, pitching ny conpany

16 here. Just outsource the NMDR because then you're
17 tapping into that pool where there's experts out
18 there who are | ooking at what other conpanies are
19 getting hit by and they can hel p you detect and
20 bl ock and protect your system

21 So these are just an overview of sone of the

22 things that, as | said, |I'mseeing here. And as |
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1 said, toggling back and forth depending on the

2  industry and between things that are good to do,

3 nice to do and things that you absolutely have to

4 do. But now I'Il turn it over to Hlary for the

5 regul atory piece.

6 M5. ALLEN. Thank you. So Tim s just discussed
7 sonme inportant tools for addressing cyber security
8 risk. I'mgoing to broaden the aperture a little

9 bit and ask sone bigger picture guestions about how
10 we think about and regul ate operational risk.

11 So the points |'mgoing to nake today are very
12 puch inforned by the work that exists on

13 under st andi ng conpl ex systens, which Dan al ready

14 just alluded to in his presentation.

15 So conpl ex systens are prone to cascade

16 failures. So in cascade failures it's, sort of, the
17 trigger is often uninportant. You can't predict the
18 trigger but then once the trigger happens, they're
19 unexpected interactions between the conponents of
20 the conplex systens with those interactions

21 magnifying the problemas the failure cascades

22 through the system
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1 So the whole systemcan fall down like a |ine
2 of domnoes or in what's known as an overl oad

3 failure, sone conponents of the system can keep

4  working but in doing so, they transmt problens to
5 other conponents of the system which can then

6 fail.

7 So the robust, yet fragile dynam c that you

8 sonetines hear about is critical to understanding a
9 systens susceptibility to these kinds of cascade

10 failures, which can be disabling. So a system can
11 be robust in sonme ways but if too nmuch enphasis is
12 placed on the wong kind of or just one kind of

13 robustness and the others are sacrificed then the
14 whol e systemas a whole is going to be nore fragile
15 to these kind of cascade failures,

16 So for exanple, I"'mmaking this a little nore
17 concrete now Efficiency is a kind of a robustness.
18 Right? You want an efficient system But if you put
19 too nuch enphasis on efficiency, then the systens
20 also going to be very good at noving around

21 cascadi ng problenms as well.

22 And if you focus too nmuch on efficiency then
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1 you're probably also sacrificing the dinensions of
2  robustness that help the systemcontinue to

3 function well in unanticipated circunstances.

4 So things like nodularity, the ability to cope
5 wth changes in the organi zati on of the systens

6 conmponents. O scalability, the ability of the

7 systemto cope with changes to its own size and

8 conplexity.

9 O evolvability, the ability to cope with

10 changes to the systens usage over tine. So if we

11 think back to 2020 and the Covid pandem c, we

12 | earned this lesson with supply chains. Right?

13 Steps that had been taken to make distribution nore
14 efficient in normal tinmes left supply chains

15 brittle when changes occurred.

16 Now, there is nore and nore interest in making
17 conponents closer to honme for supply chains that's
18 less efficient but it's nore robust. It recognizes,
19 as Dan nentioned earlier, that sonmetinmes this kind
20 of systemc failure is inevitable. And so, you want
21 sone redundancy built in as well.

22 So when it cones to financial institutions
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1 operations, | think it's tine to start asking what
2 some mght consider a heretical question, which is,
3 when is sonething efficient enough, such that

4 making it nore efficient will only damage the

5 resilience of that systemor the broader financi al
6 system

7 So that's the first question | want to talk

8 about is efficiency versus robustness trade off.

9 And that has big inplications for autonation at

10 Jarge, the extent to which we automate things. W
11 tal ked about this in the context of smart contracts
12 put of course, that's not the only way to autonate
13 a system

14 Next slide, please. So anot her provocative and
15 big picture question | want to ask is, are cyber

16 attacks really the biggest security threat that

17 financial institutions technology systens face?

18 So | want to be clear here. | think cyber
19 protections -- are trenendously inportant. But, as
20 | said, the conplex systens, sonetinmes the trigger

21 can cone in different forns and t hen cascade

22 through the system
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1 And | think extrene weat her events and even

2 just glitches can have simlar inpacts to cyber

3 attacks on how technol ogy systens work. And they

4  should be part of that sane conversation as cyber
5 often, yet they receive | ess attention.

6 Un so by sonme estimates tech glitches, which
7 is a non-technical termthat | use to describe tech
8 problens that happen accidentally rather than as a
9 result of malicious actors. By sone estinates,

10 these tech glitches are nore costly than cyber-

11  attacks. Right?

12 The trigger is sone kind of mstake, like a
13 fat finger error or a coding error or something

14 like that. Many financial institutions, | think,

15 are particularly vulnerable to these kinds of

16 glitches because their systens are so conpl ex. They
17 have coupled together nultiple |l egacy IT systens
18 and that makes them vul nerable to these cascade

19  systens.

20 So just to give you a, sort of, an exanple of
21 the types of things I'mworried about. So you can

22 have a cascade failure if your support system or
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1 automation systens respond to an initial problem

2 and then accidentally introduce an additi onal

3 failure as part of their response.

4 Or you could have a hunman trying to respond to
5 a problemto mtigate or resolve a failure. But

6 then their actions can lead to nore failures. Oten
7 the response, and | think we all knowthis, to a

8 conpromn sed conponent is to reboot it, right? You

9 turn it off and turn it back on. But the restart

10 process can sonetimes overload or otherw se throw
11 of f |linked system conponents.

12 So we need to be thinking about these tech

13 glitches that are, sort of self-inflicted harns in
14 many ways, as well as the cyber attacks that cone
15 fromnefarious actors. Wth regards to the inpact
16 of climate change on financial services, | think

17 nost of the discussion of climate risk that we hear
18 in the financial regulation context focuses on the
19 credit and market risks arising fromthe physical
20 and transition risks associated with climte

21 change.

22 But | think inadequate attention is being paid
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1 to the potential for operational problens arising

2 primarily from physical risks |ike extrenme weat her
3 events that force office closures or knock out

4 electrical grids or tel ecomrunications |ines that

5 banks rely upon.

6 So all of these kinds of problens are becom ng
7 increasingly likely in this day and age. But their
8 precise formand their inpacts are uncertain. So we
9 don't really have any historical data that will be
10 predictive here.

11 And nodels that rely on the past are not going
12 to do a good job of predicting operational risks in
13 the future. So this, sort of, brings back to ny

14 earlier point of the need for redundancy in these
15 spaces.

16 So the final slide, ny final observation that
17| want to highlight here is when we think about

18 systemic risks arising fromoperational problens in
19 the financial system we tend to focus on how

20 financial |osses fromthese operational problens

21 mght spill over.

22 So for exanple, a bank suffers a nassive | o0ss,
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1 therefore it defaults on its | oans to another bank,
2 right? But that's a very real problembut it does

3 mss the possibility that operational problens

4 could be transmtted frominstitution to

S institution through technol ogi cal channels.

6 And this picks up, | think, to sone degree, on
7 the third-party vender nmanagenent. But | think it's
8 a-- it could also, | think, increasingly as we see
9 banks becone linked to one another, either directly
10 through APIs or through APIs with third parties who
11 also interact with other banks, we have the

12 potential for operational failure to invest in

13 operational resilience.

14 And one bank, potentially, having systemc

15 consequences for other banks, purely through

16 technol ogi cal channels rather than the typical

17 financial spill overs that we're thinking about.

18 However, we seemto be stuck in the m ndset that

19 operational risks are going to be idiosyncratic to
20 the institutions that experience them

21 So if you read sonething like the principles

22 for financial market infrastructures, the PFM s,
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1 they focus on individual banks managi ng their

2 operational risks within their own risk tol erances.
3 And | think you can draw anal ogies here with
4 the mcro-macro prudential discussion that we had
5 after 2008. W used to think that as | ong as banks
6 manage their own credit and market risks, whol e

7 systemwoul d be safe not realizing that the steps
8 they mght take to save thensel ves coul d i npact

9 soneone el se.

10 And | think we need to have that sanme nacro-
11 operational discussion or franework as we think

12 about operational risk as well. Basically, it's

13 possi ble, you know what |'mthinking the exanple

14 that | think of here is, sort of, reliance on cloud
15 infrastructure.

16 | f everybody's trying to get to the sanme cl oud
17 and downl oad their backups at the sanme tine, the

18 cloud mght go down. Right? So | think we need to
19  think about how steps banks may take to inprove

20 their own operational resilience could undernine

21 the operational resilience of the system nore

22 proadly.
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1 There's no reason to think that the cascade

2 failures that | nmentioned are going to respect a

3 bank's organi zati onal boundaries. Cascade failures
4 could be a channel for bringing operational risks
S into the banks from outside and vice versa, as |

6 said.

7 The key takeaway here is that decisions that
8 financial institutions make about operational risk
9 can inpact other institutions as well. So the

10  takeaway, as | said here, is that just as we --

11 sorry -- at the end of the slide.

12 Just as we realized after 2008 that we needed
13 a macro prudential focus that took systemc

14 interaction seriously with regards to credit,

15 market and liquidity risks, we now need a nacr o-
16  operational focus that extends this mndset to the
17 transm ssion of operational risks.

18 So | knowthat's a lot of, sort of, really big
19 picture questions but | think I"'mthrilled about
20 having the opportunity to work with this commttee
21 on thinking outside the box on these operational

22 jssues. So | just want to throw open these big
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1 questions as a starting point.

2 M5. HOUSE: Thank you so nmuch for the great

3 overview of the threat |andscape, Tim And then

4 Hilary, your discussion of macro-operational risks
5 that don't respect boundaries. | think that has

6 sone really interesting inplications for the

7 Comm ssioner sitting next to ne.

8 Then for our third and final presentation

9 Steven Sil berstein, CEO of the Financial Services
10 Information Sharing and Anal ysis Center, the FS-

11 I SAC, wll present on the state of financial sector
12 defense and col |l aboration to conbat cyber threats.
13 Steven over to you.

14 MR. SILBERSTEIN. Thank you. First a

15 housekeepi ng question. Are we keeping to tine?

16 Because | can do an abbreviated version if that

17 woul d be hel pful.

18 M5. HOUSE: | -- honestly, we're interested in
19  your presentation but if there is a briefer version
200 -- | honestly defer to your judgenent. W're

21 | ooking forward to hearing about FS-ISAC

22 MR. SILBERSTEIN. Well, given that it's at the
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1 end of a -- of a jam packed session |I'mgoing to
2 forgo the slides, | think, and just stick on sone
3 content and try to do it in 10 to 12 m nutes. Leave

4 a few m nutes.

5 M5. HOUSE: Perfect, thank you so nuch,
6 Steven.
7 MR. SLIBERSTEIN. Ckay. Thank you. First,

8 thank you to Conmm ssioners, Goldsnmith Ronmero and

9 Johnson and Chair House and Ant hony, you have so

10 many titles. Thank you for your work in the

11 technol ogy analysis commttee and the CFTC.

12 "Il add that sone of ny perspective is from
13 an operator where |'ve been nost of ny career in,

14 principally, global capital narkets, and |I've had
15 the honor of having a Series 3, 7 and 24

16 registration. So I've lived in the world.

17 | want to share first the industry perspective
18 around the sectors security having -- in this job
19 actually seeing a lot of sectors now. And | think
20 we have a unique advantage in this rapidly evolving
21 area.

22 And that is, there's both a fiduciary culture
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1 of security as well as a regulatory culture stroke
2 requirenent. The fiduciary responsibility, it's bad
3 to |ose your custoner's noney. It goes back to

4  having the strongest safe and the best guards wth
5 the biggest guns as a selling point to the bank.

6 And it's continued nowinto a virtual and digital

7 world as a necessity.

8 Al so want to note, and |I'll talk about it nore
9 that collaboration in the sector has a long culture
10  of a public profit and also then the public sector
11 within the private sector that goes back to the

12 1998, in the formof what was, becane the Sector

13 Ri sk Managenent Agency and | SAC.

14 And | think it exenplified here in that Ty

15 Conklin, head of OSIP Treasury and the Sector Risk
16  Managenent Agency, Kevin Geenfield, OCC and Dan,

17 Trail of Bits, the organi zations and the

18 individuals all are engaged. They're not new faces
19 to each other. And we're not tal king about policy.
200 W're tal king about operational security on that.

21 | also want to throwininny limted tine, a

22 |ittle quip and a inportant -- a lot of what we're
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1 talking about here in cyber defense and security is
2 sone degree base cyber hygi ene, which is the npst
3 inportant thing.

4 And | think many folks wll say regulation

5 itself doesn't determ ne good cyber hygiene. It's
6 the practice. An interesting nodel | use to test an
7 organization's state of cyber hygiene is to find
8 out if the CEO and the chair of the board have

9 qmulti-factor authentication on their personal

10  enmmil. That gives you a good sense of the cyber

11 awareness of an organi zati on.

12 Alittle bit on FS-1SAC. W are in our 24th
13  year. Founded in 1999. It is a nenber-driven, not-
14 for-profit organization with a nenber-based board.
15 Qur goal is to advance a cyber security and
16 resiliency of the global financial sector. And

17 principally we're protecting society's assets and
18 the institutions that serve them It's a

19 cooperative in the truest sense.

20 It canme fromthe early founder, who realized
21 cyber security isn't a solo sport. And they were

22 only as strong as the collective. And only as
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1 strong as the weakest. So the organ -- sector got
2 together to do that.
3 W really act as a force nmultiplier for the

4 collective intelligence and sonmew se enphasi ze that
5 you could be on a daily transactional basis and

6 view us as a sensor network with over 5,000 nenbers
7 globally. Now many of the institutions are snall

8 and not necessarily contributing a | ot but they

9 also are inportantly consuming and as is well,

10 better able to defend thensel ves.

11 That trusted community's inportant because it
12 knows how to respond both in protection and a

13 response and sone of the |onger issues. To -- give
14 you a sense of scale. Qur nmenbers represent over

15  $100 trillion of assets.

16 We currently have about 5200 firnms in the --
17 as nenbers. And 22,000 active users on our various
18 intelligence and sharing platforns. W operate with
19 three pillars of focus. O course, cyber

20 intelligence. And that's not just sharing of

21 detail. W do a lot of enrichnment. W do deep

22 dives. Do topical sharing.
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1 We -- overall security. How to naintain the

2 security, best practices, white papers, webinars,

3 et cetera; and resilience exercises are inportant

4 part of what we do. Sone of our own, sone in

5 collaboration of partners |like FSSCC and FBIIC for
6 the HamIton series. And we'll discuss a little

7 nore about that.

8 You know, resilience, let ne -- |I'mgoing very
9 topical for a nonment. We've had two recent

10 incidents. One was the anonynous Sudan threats and
11 areal -- and that was threats and sone bits of

12 incident.

13 But one whi ch has been pervasive through the
14 financial services supply chain has been the MOVEi t
15 file transfer vulnerability. And every day we seem
16 to | earn about another firmin the supply chain who
17 has | ost sone information.

18 This is a very interesting one because we

19 haven't seen -- it hasn't been disruption. It

20 hasn't been ransomware. It hasn't been any cl assic
21 malware. It's been a huge exfiltration of PII from

22 nunerous sources. Wiat happens with that? W don't
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1 know yet.

2 What does it nean? Wll, mnimally it can be
3 trenendous fodder for the types of attacks that Tim
4 was just describing as far as identity theft,

5 account | ogons, account conprom ses.

6 W'l |l see what happens. But it's al so been an
7 all-hands-on deck in much of the sector to

8 understand who's affected how How to mitigate. Get
9 sone sense of the |losses and how to potentially

10 protect them further on. And we've been very

11  actively engaged in that.

12 The -- one of the things that drive us in the
13 trusted community is that the traffic |ight

14 protocol, which we created nmany, many years ago.

15 It's basic information handling rules, which is

16 broadly used in this sector and variations in many
17 other sectors that allow you to have a trusted

18  nmechanismto say what am | sharing, with who?

19 Exanple, if it's TLP-Red and |' m havi ng

20 discussion with Carole, that neans it goes no

21 further than her. If it's TLP-Anber it can go to

22 the people who need to know in the organi zati on.
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1 And then it goes fromthere. That's the key part of
2 ijt.

3 And I'lIl add a few nore things in the intro.

4 W're not unilateral just in cyber. W have two

S very interesting subsidiaries. W have Sheltered

6 Harbor, which is focused on, in sinplest terns, a

7 protocol and standard that any firm can inpl enent

8 to protect their own operational data froma

9 ransomnare or operationally destructive incident by

10 creating an archival protected, encrypted, air

11 gapped and recoverable copy of key -- well, any
12 data -- but key operational data.
13 We al so have FDX, the financial data exchange,

14 which has created the standard for open banki ng

15 data interchange, which is currently supporting

16 over 60 mllion consuner accounts between financi al
17 institutions and the open banki ng worl d.

18 Very relative to this comunity -- and a

19 little aside here -- 5200 firmmenbers is a big

20 nunber. W don't treat it as one big world. W have
21 numerous conmunities of interest with [ eaders in

22  FS-1SAC to comruni cate, pronote, organize that
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1 match sector, subsectors and geographi es.
2 So we have a long standing in the securities
3 industry risk group. Try to give them sone -- sone

4 good nanes, which is conposed of 450 firns

S5 including FCVs, broker deal ers, asset nanagers,

6 retirenent firns, and alternative investors with

7 subgroups within that.

8 Over 1000 individuals participate in that

9 community in various fornms part of it fromreal

10 time intelligence to nore strategi c work. Adjacent
11 to that, also very relevant, is the clearing house
12 and exchange form the CHEF for short, which has 22
13 clearing houses and exchanges gl obal |y, which

14 represent -- which virtually all the major

15 exchanges and cl eari ng houses around the worl d.

16 This is very strategic. W have been very

17 engaged with themand two rel atively recent

18  exanples. O course, the nost recent one being |on
19 Tradi ng and that outage. And previously, a big

20 public event was New Zeal and Stock Exchange out age
21 due to a DDoS. And that was about, at this point,

22 three and a half years ago.
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1 So we are in the mddle of the space.

2 Approxinmately, 60 percent of the US FCMs are

3 nmenbers of FS-1SAC. Let ne talk in these few

4  mnutes about what we see as the threat | andscape
5 going forward. And | think the previous

6 presentations did a great job in describing it. So
7 1'mgoing to be alittle nore generalized and go

8 fromthere.

9 The chal l enge tonorrow is that today's

10 vulnerabilities are different than tonorrow s.

11 Today's techniques, TTPs are different than

12 tonmorrow s. And what is | eading edge today has to
13 becone tonorrow s baseline for a firmto protect
14 against and be able to respond against. And that is
15 an ever-increasing burden.

16 Qur attack surface is ever expandi ng because
17 as Kevin noted the proliferation of inportant

18 service providers increases as we becone nore

19 wvirtual outside the firewall of the institution in
20 that.

21 And | leave it to the Conmm ssion to cone up

22 with interesting ways to deal with that. W are
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1 doing a few things towards that, which include

2 working with the FSSCC FBIIC cloud initiative or in
3 one of the work streans around transparency and

4 resiliency.

5 We have created a critical provider program

6 for sone of the large missing critical

7 infrastructure operators with whomthe sector is

8 dependent on to get work done every day. That's

9 cloud service providers and rel ated type firms.

10 That's a little aside. Let nme conme back to the
11 other -- nore challenges. W are seeing that the --
12 and MOVEIt is a great exanple of the follow ng. The
13 required response tine for published

14 vulnerabilities is getting close to zero. Wth the
15 technology to scan the public internet and find the
16 vulnerabilities is great to protect but it's also
17 great for the adversaries to junp on it.

18 So having better response, not waiting to

19 patch but turning off vulnerabilities is going to
20 be key. But also, result in business interruption
21 as aresult. W're not going to see, as noted,

22 ransommvare. Ransommare is a service. Malware is a
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1 service. It's not going away. The RO is still
2 positive, and we continue to see the tactics
3 change.
4 Even DDoS, which was old -- ten-year-old story

5 in this nost recent anonynous Sudan work, we saw

6 sonme interestingly evolve -- interesting evolving

7 tactics that we weren't as protected agai nst as we
8 shoul d.

9 Al that said, the nunber of serious

10 intrusions into financial sector firms, the

11 regul ated part of the world, are still fairly |ow
12 on any neasure. But that doesn't nmean we shoul d be
13 satisfied because | know the protections need to

14 conti nue.

15 As we | ook nore strategically, and |

16 originally wote one to five years out but sone of
17 this feels even nore real. In a world of gquantum

18  conputing, it wll never be too early to start

19 addressing the gargantuan task of com ng up with

20 post-quantum capabl e phot ography because we have to
21 rewire a very conplex sector not unilaterally, like

22 we did with the Y2K, but we have to do it well or
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1 our transactions are airplanes that are in flight.
2 We recently published five papers fromour PQC
3  working group, which are on our website, which | --
4 is really about assessing, understandi ng and

5 starting the plan. The idea bei ng know where your

6 assets, cryptographic assets are today because they
7 are all over the organi zation and be ready for it.
8 The -- a | ot has been heard about Al and

9 generative Al. | -- when | said one to five years,
10 the longer-termconcern is that identity as we know
11 it, our inmage, our noving inmage, our voice, even

12 potentially sone of our behavior becomes at risk. |
13  joke that we nmay require people to conme back into
14 the branch to prove who they really are because

15 that's going to be a chall enge.

16 And we're al ready seeing generative Al break
17 down sone of the | anguage and geographic barriers
18 that have been protecting places. So western

19 languages tend to be easy to sinulate for phishing
200 and smishing. It was hard for rmuch of the world to
21 deal with Arabic | anguages and eastern Asian

22 character-based | anguages. That obstacle is now
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1 gone.
2 Anybody can essentially do a reasonabl e
3 translation and suddenly I can be phishing and
4 smshing in Japan. That is real, it's being felt;

S and it's not going away quickly. And there's no

6 regulation that is going to be able to protect that

7 Dbecause these tools will always be available to the
8 bad guys.
9 We al so have concern, long term as we are

10 doing a good job to increase end user security, end
11 user awareness out in the consuner base. \Wat does
12 that do for the digitally challenged? It's becone
13 even nore of an obstacle for them

14 One of our biggest areas of concern is around
15 the things like retirement accounts and seni or

16 citizens who are already sonmewhat digitally

17 chal l enged. W need to better protect them but

18 they're not adept with the toolkit. So concerned
19 about that.

20 Much has been nentioned about LLM nodel

21 pollution. | want to add to that. In general, 1'Il

22 give a sinple real world. W already suffer froma
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1 little too nuch of, | sawit on the internet. There
2 it nust be true. So it nust be true.
3 W face the same issue with | saw the Chat GPT

4 said, therefore it nust be true. Relative to

5 keeping confidence in our institutions, confidence
6 in a system which as a whole works fairly well, we
7 have a longer-termms, dis, mal information VDM

8 chall enge around the Al tools.

9 The -- and | nentioned before, | continue to
10 npention this is the challenge for the snaller

11 institutions to have the budgets, the manpower, the
12 talent to secure the organization where there's an
13 ever-increasing baseline requirenent for that core
14 cyber hygiene need to be -- that needs to be

15 present in financial services.

16 Qui ckly just note sone of the areas where the
17 sector has coll aborated broadly across

18 cybersecurity and resiliency; numerous FSSCC

19 collaborations. Thank you to everybody invol ved.

20 W have a sector-w de all-hazards pl aybook

21 supported by sonething called the core executive

22 response group, which -- not known by many, because
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1 we haven't really published it, was publicized the
2 fact that January 30th, 2020, this sector turned up
3 the playbook in their response nechani smfor Covid-
4 19.

S It may have been the first private -- well,

6 the first in the west, one of the first efforts

7 turned up anywhere and it was anazi ng cooperation

8 that resulted in the finance sector basically

9 continuing to operate fairly well in critical

10 transactions going on through Covid-19.

11 Wasn't a traditional cyber event. Wasn't an

12 incident when we called for this to happen. It was
13 a, hey, sone incident may occur, and we need to be
14 prepared. And a fascinating effort. That effort

15  continued al nost non-stop because of many ot her

16 incidents and including SolarWnds and Russi a-

17 Wkraine. It's now qui et because nore stable world
18 but we have the ability to spin that up.

19 The Ham | ton exercise, which is our

20 FSSCC/ FBII C col | aboration, continues to | ook at the
21 hard problenms, not the easy ones. It's not an

22 exercise about nuscle nenory. This is an exercise

Scheduling@TP.One 800.FOR.DEPO
TP One www.TP.One (800.367.3376)



Hybrid TAC Meeting, 7-18-23 7/18/2023
Page 254

1 about what if this really inportant thing broke?

2 \Wat do we do?

3 That was one of the generators of the FSI --

4 sorry, the Sheltered Harbor effort. Wat happens if
5 we had a Sony Pictures Entertai nment-style attack
6 against a financial institution and all their data
7 was w ped out including the backups? Wat's our

8 last line of defense?

9 | noted the lon Trading effort has been a very
10 inportant point of collaboration to determne if it
11 was a systemc risk or not. CFTC was a great

12 contributor to that assessnment and both in the

13 public sector and the private sector that was both
14 calmng and al so gave us a cl ear response. But we
15 had a unprecedented cal m ng nessage from

16 FBII C Treasury that was extrenely helpful in that
17 situation.

18 W enphasi ze at [inaudi ble] a series of

19 exercises. W're shortly starting our annual CAPS
20 exercise. W kept the nanme because it works --

21 Cyberattack Agai nst Paynent Systens. But we now do

22  variants of it that are sector specific --
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1 subsector specific, insurance, banking and
2 securities.
3 Start off with a common attack point but then
4 it goes into a business problemspecific to the
5 sector. Interesting technology. It reaches -- | ast

6 year, 10,000 people, 1,000 firnms. So it is a

7 distributive tabletop, sem-synchronous -- very

8 powerful nechanism

9 We have nunerous working groups, which are

10 trying to work both on the tactical and the | eading
11 edge. Sone of the | eadi ng-edge points are an Al

12 working group. Not trying to reinvent the wheel but
13 to look at a framework for firnms to evaluate their

14 usage. Not the answer but the mechanism as well as

15 | nmentioned the PQC pi ece.
16 In the spirit of time, supply chain. I hit in
17 nunmerous factors, I'mgoing to leave it there and

18 just add that we have a business resiliency

19 conmittee, which is focused on the what's after.
200 And again, this is nmenber-driven because if you
21 have a serious cyber incident, it's not a

22 technology problem it's a business problem

Scheduling@TP.One 800.FOR.DEPO
TP One www.TP.One (800.367.3376)



Hybrid TAC Meeting, 7-18-23 7/18/2023
Page 256

1 And a pitch that we're trying to do our little
2 piece in the talent devel opnent challenges in the

3 finance-cybersecurity sector with a schol arship

4 program So probably went a little extra. Sorry for
5 that.

6 M5. HOUSE: It was a great presentation. Thank
7 you so nmuch, Steven. Geat as always to hear from
8 the FS-1SAC. And to hear about the threats

9 presented to sounds |like the majority of the FCMs
10 under the authority of the Comm ssion and as wel |

11  as the collaboration efforts underway.

12 W' re going to have a very, very brief

13 di scussi on because | know N kos, you had raised

14 your flag. And then Jonah, if it's okay, I'd | ove
15 to turn to you, which may be the final question

16 unl ess soneone else is flagged or the Comm ssi oner
17 has a comment. But | think that you spoke recently
18 on third-party risk items on a podcast. So if it's
19 okay, after he goes, I'd love to turn to you for

20 any remarks from yourself.

21 MR. ANDRI KOG ANNOPOULGCS: Yeah. | just want to

22 make a very quick comment on third-party risk
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1  managenent and connect that with decentralizati on.
2 | think one of the observations that | have is
3 when it cones to financial institutions dealing

4 wth decentralized services, decentralized is the

5 Jlast services, | think sone of the risk that we're
6 seeing is that sone of the |arger financial

7 institutions understand the conpliance and the

8 nmonitoring that they need to be doing.

9 And they do that for reputational reasons even
10 though the regulators are not asking for it. But

11 even in those cases, but smaller ones, smaller

12 financial institutions are much nore willing to

13 enter into third-party agreenents where they don't
14 actually realize where their responsibility and the
15 risk, kind of, lies.

16 | think that calls for decentralization kind
17 of rules and regul ati on becone cl ear sooner so that
18 everybody realizes and doesn't rely on those third-
19 party relationships and the contracts cover those
20 ri sks.

21 M5. HOUSE: Kevin, is that a reaction to

22 Nicol's coment?
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1 MR. GREENFI ELD: Yeah. No. That actually is an
2 excellent point. And one of the things we had done
3 previously is actually putting out for comunity

4  banks a due diligence guide for engaging with

5 FINTEC organi zati ons because, you're absolutely

6 right.

7 You have sone very | arge technol ogy service

8 providers that are used to operating within the

9 financial sector or used to operating with

10 governnent agenci es that understand expectations
11 and control s.

12 But a |lot of these energing conpani es don't

13 have that experience and know edge. And then when
14 you have |l ess sophisticated firns that engage with
15 them it can run into problens. So one of the

16 things we did was highlight what are sonme uni que
17 ways to approach due diligence activities wth

18 firms that don't have a 50-year history of

19  operati on.

20 That don't necessarily have all the sane types
21 of reports that you can request that sone are nore

22 gsophisticated. So it is a key issue, and it is
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1 sonething because we definitely have seen where it
2 has cost issues in the industry.

3 MR. ANDRI KOG ANNOPOULGS:  And | think, Kevin,
4 your point is that the FINTECs understand

5 decentralization, but the financial institutions
6 understand conpliance. So as they partner there

7 needs to be sone commobn under st andi ng between the

8 two.

9 M5. HOUSE: All right. Jonah?

10 MR. CRANE: Sure. So for ny sins, thank you.
11 Thanks for the great presentations. | nean, | was
12 struck. I'Il just be real quick in nmaking a couple

13 observati ons.

14 | was struck in the conversation today that
15 al nost everything we tal ked about is going to be
16 | ooked at by financial institutions through the
17 third-party risk nmanagenent |ens because they're
18 relying on third parties to provide all kinds of
19 technol ogy sol utions.

20 And increasingly, it provides the solutions
21 that are hel ping them oversee the technol ogy

22 gsolutions. Right? So I think Comm ssioner Pham
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1 nentioned nodel risk managenent in the begi nning.
2 W tal ked about the need to nonitor for fraud
3 manipulation in using high frequency trading

4 algorithnms. W tal ked about the risk of bias in

5 using sonme of these new algorithns. W tal ked about
6 how to oversee Al generally and whet her overseeing
7  the nodels or, sort of, the governance was the

8 right approach.

9 There are start ups out there and really

10 established firnms out there trying to provide

11 solutions for -- to oversee every single one of

12 those risks. And so, now you're into third-party
13 and fourth-party and fifth-party |and, as Kevin

14 said.

15 | think all of this really -- Hlary's

16 presentation, sort of, summarized mny thinking

17 probably nost closely, which is the supply chain
18 around financial services and financial markets is
19 just increasingly conplex.

20 This is not necessarily new, but | think it's
21 -- | think it's beconing really conplex in new ways

22 and really raises the risk of the kind of cascade
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1 failures that Hlary tal ked about. And ultimately,
2 the burden in our current systemfalls on the

3 regulated institution.

4 | think Dan's presentation really highlighted
5 nicely how that sort of system of del egated

6 responsibility raises real questions and conundrum
7 when you think about applying it in the

8 decentralized world.

9 Kevi n enphasi zed the inportance of contractual
10 requirenents. And Nicol e, your question just now
11 highlighted to ne that if that's one of your

12 primary protections, how do you even think about

13 that in a decentralized world.

14 | actually think one of the interesting things
15 that we should spend nore tine thinking about is

16 what role mght be played for, sort of, nore

17 col | aborati on and cooperati on and maybe use of

18 utilities mght be able to be | everaged.

19 Both for the regul ated, sort of, current

20 trapped by sector where, | think, the conplexity of
21 all this mght beconme overwhelmng but also in a

22 decentralized space where nmaybe you have that, sort
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1 of, third-party validation that fol ks can be --
2 start to rely on.
3 And you don't have all the protections that
4 are laid out in the recent guidance but maybe --
5 maybe it's sonething that we can | everage going
6 forward. | know there have been efforts in the past
7 and they've not becone w despread for various
8 reasons but the need for themnay be -- nay be
9 greater now. So I'll stop there.
10 M5. HOUSE: G eat observations. Thank you so
11 puch, Jonah. | understand that Steve has a -- has a
12 question from our Zoom participation.
13 MR. SUPPAN. Yes. This is for M. Silberstein.
14 Thank you for a very sobering and yet sonmehow
15 conforting presentation. |'ve never heard about the
16 all hazards pl aybook. Have you applied the al
17 hazards playbook to the eventuality of a green swan
18 event?
19 There was a study by the United Kingdom s
20 Associ ation of Actuary Accountants that said a
21 current global bank clinmate financial risk
22 preparation or nodeling is inplausible because the
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1 actuarials are so insufficient relative to the
2 |likely costs and sequence of tinme related tipping
3 points. So that's ny -- ny question.
4 MR, SILBERSTEIN: |'m going to describe the

5 playbook as a franework for a response and

6 collaboration and acceleration. It's not a detailed
7 what if the follow ng happens because the sector is
8 way too conplex both in what's known and, as you're
9 nmentioning, what's unknown to have a descriptive

10 pl aybooks for everything.

11 There are sone very distinct ones around

12 paynents, which was worked on with the ARC and a

13 playbook which is nmanaged by SIMA. There are

14 various FIBIC distinct playbooks but there is

15 nothing -- we can't be overreaching.

16 Most inportantly, it's a franework to say who
17 call s who, when, and how do we engage in being

18 adaptive in the -- to sone degree, it's an adaptive
19 Dbattle plan versus a prescriptive answer. | hope

20 that answers the question.

21 M5. HOUSE: Thank you -- Ch, sorry, yes, Todd.
22 MR SMTH. |'m Sorry. Yeah. Just really
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1 quickly I nean, and | -- Steven had nentioned |on
2 and MOVEIt as the two nost recent exanples where we
3 took those playbooks and actually inplenented them
4 And it's a real tine exchange so for MOVEI t, |
5 was alerted to MOVEIt around 9:00 p.m on a Friday
6 evening. W, at 9:01 we activated the treasury

7 instant response playbook, which neans the

8 secretary and deputy secretary i medi ately get

9 notified that there's a -- there's an incident that
10 maybe have sonme -- have sonme touch points in the

11 financial sector.

12 Two m nutes after that Steve Sil berstein had
13 headed that FS-1SAC and then al so the head of the
14 FISIC, Ron Green, who's the chief security officer.
15 A neasure gets notified that we've activated the

16 pl aybook. Kevin Green in the field gets notified

17 five mnutes |later.

18 So you're tal king about afterhours on a Friday
19 evening while we still haven't even devel oped the
20 common operating picture, everyone starts to cone
21 together. And then we coal esce around devel oping a

22 conmon operating picture.
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1 By Saturday norning we already had a fair

2 amount of |ead already on what we thought the worse
3 case scenario was going to be. And we worked that

4 throughout the weekend and in | ock step with one

5 another. It's a true public private partnership and
6 the conmunication flows in both directions.

7 M5. HOUSE: Thank you so nuch Todd. Geat to

8 hear fromthe SCVA about the val ue of collaboration
9 and tineliness of doing so for the financial

10 sector. It is nowtine for closing remarks from

11 Comm ssi oner Goldsm th Ronero.

12 M5. GOLDSM TH ROVERO. It's so interesting

13 that you said that Todd because | renenber that

14 Friday night because | was constantly getting

15  updates fromour SESO on the -- on MOVEIt and what

16 was happening in our markets which was fascinating

17 to, kind of, watch. And it continues to spill out
18 and we still don't know, sort of, the event of

19 that.

20 Very much appreciate all the perspectives and

21 Hilary, on your operational resilience and

22 operational risk and thinking about it broader, |
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1 think that's, sort of, the way to do it.

2 We are noving, | think, fromthinking about

3 just cyber to operational risk. W are al so noving
4 froma nentality of incident response to one of

5 resilience and building resilience, that idea of

6  bounci ng back from set backs.

7 And this gets to what Ti mwas talking about,

8 which is the idea of plan for it and then test it

9 and then try it out and work it out and nonitor it.
10 And then the idea froma governnment perspective,

11 thank you Kevin for comng in.

12 This idea of trying to build in sonething that
13 is flexible and can also stand the test of tinme but
14 is al so proportionate and commensurate with the

15 risk involved, which -- which hopefully then I

16 think is the point you were getting at. Sort of

17 scales to basically the size of the institution or
18 conpany, as well as the type of risk, the type of
19  provider.

20 | think these are all the types of things that
21 we have to consider. And just before this neeting

22 we were also talking, in ny office, with sone of
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1 the -- with the chairs and the co-chairs about Al

2  enabl ed and al so Quantum and the nove fromthat.

3 So thank -- thank you for that. And | very

4 much appreciate everyone involved. Al of the

S5 presentations today were wonderful. W could

6 discuss these for hours. The nost inportant thing |
7 am-- I'mreally liking is the idea that this group
8 is comng together to have a trusted environnent

9 where you feel confortable raising your views and
10 addi ng your vi ewpoint.

11 And as the slides are comng in and as the

12 di scussions are happening, |I'mwatching that. The
13 diversity of viewpoints is very, very beneficial to
14 the CFTC. And | think very beneficial to a nunber
15 of policy nakers out there.

16 |"ve heard a |ot of others that are watching
17 our work, that are watching these -- others wl

18 watch this later. And | get a lot of comments on it
199 and I'mvery, very grateful, ultimtely, for your
20 public service. This all goes into the idea that,
21 in ny mnd, governnent nust keep pace with

22 technol ogy, or the nost vul nerable people wll
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1 suffer.

2 How we do that is to bring all of you in with
3 your different expertise, your different viewpoints
4 and share -- | appreciate you sharing your

5 experience, sharing your broad viewpoints. And for
6 that |I'mtruly grateful.

7 Sorry for going over in tinme but you know we
8 could just keep going on this conversation. Thank
9 you again, Kevin. Thank you, Steven. Thank you for
10 all of our presenters today and all of our TAC

11 nmenbers.

12 And there's inportant work to be done in the
13 subcommittee so plan on rolling up your sl eeves.

14 Very nuch appreciate this is not your day job but I
15 wview this as public service. | appreciate you

16 answering that call to public service so, thank

17 you.

18 And, of course, very big thank you to Chair --
19 our Chair, Carole House and Tony and Lauren and

200 Drew and Scott Lee in nmy office who worked very

21 hard to put this agenda together thinking very

22 deeply about the types of things you m ght want to
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1 discuss.

2 Qobvi ously, we have future neetings. So |I'm

3 sure you guys won't be shy. Thank you very nuch. |
4 very much appreciate your public service.

5 MR. REDBCORD: Meeting adj ourned.

10
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